Advisory:

CamFrog Video Chat Password Disclosure Vulnerability.

Versons Affected:

CamFrog Video Chat Version 5.0(Free one)
Camfrog Pro 5.2 (paied one $49.95)

Release Date;

7 February 209

Description:

CamFrog Video Chat 5.0 and Camfrog Pro 5.2 suffers from a Local password disclosure vulnerability due to the leak of proper
encryption of credentials in the process level .In fact,the credentials can be extracted in clear text by dumping process memory of
the live camfrog process when a connection is established.

Note : Thisvulnerability can be exploited by Social Engineering tricks such as fooling the user to execute malicious code wich
would dump the memory of the process.

Proof of Concept:

Proof of Conecept is done with those tools : pmdump.exe & EditPlus.exe



ev C:AWINDOWS\system32cmd. exe

Siwcpmdump . exe —list

pmdump 1.2 — (c2 20082, Arne Vidstrom {arne.vidstrom@ntsecurity.nul?
— http:/s/ntsecurity.nustoolboxpndump.”

System idle process
Sustem

EMSS . EXE

CEPSS ..eXe
winlogon.exe

services .exe
lzass.exe
atiZevxx.exe

suchost .exe

suchost .exe
suchost.exe
suchost.exe
suchost.exe
atiZevxx.exe
explorer.exe
spoolsv._exe
RTHDCPL. exe
UM383_STI.EXE
egui.exe
realsched.exe
GhoztStartTravApp . exe
ctfmon.exe
MENMSYL . EXE
SuperCopierd .exe
MEMSYS . 8 XE
WEZQKPICK.EXE
MezzengerDiscovery Live.exe
ekrn.exe
GhostStartService.exe
MDM.EXE

sychost.exe

alg.exe

wscntfy.exe
firefox.exe
USNSVC . B XEe

Camfrog Uideo Chat_exe
cmd.exe

pmndump . e xe

Covrpmdump.exe 3920 dump.txt

pmdump 1.2 — (c? 2082, Arne Uidstrom C(arne.vidstrom@ntsecurity_nud
— http:s/sntsecurity.nutoolbox pndump




Find

Find what: | zigmat0i el

[]ase sensitive [ Jehale word Only

[Jreqular expression Werap at the end of File Set Marker
[ ]close if found [ Mare ] [ Close ]
r el sl Zigmaltll|-|- |nullareapasswu:urd| * Tunisiad

Asyou can see, the User name: Zigmal01 and the Passwor d: nullareapassword are dumped in clear text !

Credits:

Zigma [zigmatn{ a.t} gmail.com]
http://NullArea.NET

Time Line Notification:

28-01-209 -- Contacted Via Email , Though no response till now



