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Google’s Unrestricted File Upload Vulnerability

Web Application Security

Domain: YouTube.com

Type: Web Application Vulnerability
Affected Service: YouTube/Upload
Vulnerability: Unrestricted File Upload
Date: 27/02/2014

Vendor Overview

Google is an American multinational corporation specializing in Internet-related services and
products. These include search, cloud computing, software, and online advertising technologies.
Google was founded by Larry Page and Sergey Brin while they were Ph.D. students at Stanford
University. They incorporated Google as a privately held company on September 4, 1998. An initial
public offering followed on August 19, 2004. Its mission statement from the outset was "to organize
the world's information and make it universally accessible and useful”, and its unofficial slogan was
"Don't be evil".

Service Overview

YouTube is a video-sharing website, created by three former PayPal employees in February 2005 and
owned by Google since late 2006, on which users can upload, view and share videos. The company is
based in San Bruno, California, and uses Adobe Flash Video and HTML5 technology to display a
wide variety of user-generated video content, including video clips, TV clips, and music videos, and
amateur content such as video blogging, short original videos, and educational videos. Most of the
content on YouTube has been uploaded by individuals, but media corporations including CBS, the
BBC, Vevo, Hulu, and other organizations offer some of their material via YouTube, as part of the
YouTube partnership program. Unregistered users can watch videos, and registered users can upload
an unlimited number of videos.. YouTube, LLC was acquired by Google for US$1.65 billion in
November 2006 and now operates as a Google subsidiary.

Description

A security report was made to Google Inc. on the 26t of February, in reference to Google’s
coordinated security reward program. The security issue presented, allowed circumvention of web-
based control handlers used by the YouTube API, which determined the file-types permitted to be
written on YouTube’s Storage network. The validation occurred at the application-layer, through a
web-based form; Therefore a user could tamper with the Http data, in order to bypass any web-based
file-type validation checks, and consequently to upload, any file of choice to the remote network.
According to subject matter literature once the information security flow or scope , and or function
of a design is circumvented, that constitutes to a security violation [s].

Responsble Disclosure Timeline

26t of February, 2014— Vendor Notification.
27t of February, 2014 — Problem Mitigation.
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Description

Google’s YouTube Upload service suffered from an unrestricted file upload wvulnerability.
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Proof of Concept Image 2
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Description

Any attempt to upload an unsupported file-type, the application normally returns the above error
message. Namely, that only media files could be uploaded to the remote server and prohibits any
write requests to the server.
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e Tamper Data - Ongaing requests

Proof of Concept Image 3
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Start Tamper  Stop Tamper Clear Options  Help
Filter | | | showan |
Time Duratien Total Duration Size Method Status Content Type URL Load Flags =3
15:58:11.776 Oms Oms — e pttp://s.ytimg.com/yts/js.. LOAD_NORMAL -
15:58:12072 Oms Oms | Temper Popup 3 L i comiytie.. LOAD_NORMAL
15:58:12.571 Oms Oms pi//sytimg.com/yts/js.. LOAD_NORMAL
15:58:12.868 280 ms 280ms || http://www.youtube.com/yummy_ajax pi/fwww youtube.com... LOAD_BACKGROUND
15:58:13.117 Oms Oms R <+ Header N R <t Header Val Post P cter Post P cter Val pi//sytimg.com/yts/js.. LOAD_NORMAL
15:58:15.800 Oms Oms equest Reader Yame equest Reader Value oSt arameter fame oSt Farameter Yalue ps:/fapis.google.com/._... INHIBIT_PERSISTENT_CACHING
15:58:17.501 Oms Oms Host session_token | WiavgTHTVXELmpEKsIMBXIFVEM| pss//2pis.goagle.com/_.. INHIBIT_PERSISTENT_CACHING
15:58:19.232 Oms Oms o ps:/fapis.google.com/_... INHIBIT_PERSISTENT_CACHING
— 206 me 5] User-Agent Mozilla/5.0 (Windows; U; Windows || | frontend id | web_uploadSc3AGe1 7862b-d475-4df]| oo gastubeom.. LOAD_BYPASS, CACKE LOAD.E..
15:58:33.007 172 ms 172 ms Accept text/xml,application/xml,applicatiol version |1 | p:/ fwww youtube.com... LOAD_NORMAL
15:58:33.101 Oms Oms pi/ /www-cnepick-ope.. LOAD_NORMAL
15:58:26.080 220 ms Doms|| | | Acceptlanguage filename [unsupporteilezip | o/ /vy youtube.com... LOAD_NORMAL
15:58:38.363 125ms 125ms Accept-Encoding gzip, deflate pi/ fwww youtube.com... LOAD_NORMAL
15:58:40.235 125 ms 125 ms p:/ fwww youtube.com... LOAD_NORMAL
0=07 * gl
15:59:50 872 1248 ms 1248 ms Accept-Charset 150-8859-1,utf-8,9=07, =07 pi/ fwww youtube.com... LOAD_NORMAL
16:01:24 466 312 ms 312 ms Keep-Alive pi/fwww.youtube.com... LOAD_BYPASS CACHE LOADB..
16:01:38.724 780 ms 780 ms pi//www.youtube.com... LOAD_BYPASS_CACHE LOADB..
16:01:51.844 390 ms 390 ms Connection p:/ fwww youtube.com... LOAD_BACKGROUND
-
X-YouTube-Page-CL 61962321
Request Header Name Request Header Value
H X-YouTube-Page-Timestamp Fri Feb 21 12:32:29 2014 (139301474¢
ost www.youtube.com
User-Agent Mozilla/5.0 (Windaws; U; Windows NT 6.1; Content-Type application/x-www-form-urlencod:
Accept text/xml,application/xml,application/xhtr

K-YouTube-Page-Timest...
Referer

Cookie

If-None-Match

Accept-Encoding gzip, deflate

Accept-Charset 150-8859-1,utf-8:q=0.7, %1q=07
Keep-Alive 300

Connection keep-alive
X-YouTube-Page-CL 61962321

Fri Feb 21 12:32:29 2014 (1393014749)
http://www.youtube.com/upload
VSC=gMrManlkyQQ: VISITOR_INFO1_LIV

"Jb41SW1PWizUDYW)O7sPUDFf-L1/Se_dISil

Description

EN

« B RO

The above example demonstrates tampering of the application’s security controls through an HTTP
parser. Successful exploitation of http headers, results to arbitrary file submission. In our test we
could submit any file of our choice. In the above example, unsupportedfile.zip was successfully
accepted by the application, therefore surpassing all web-based file-type validation checks (1], (21, 5].
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Proof of Concept Image 4
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0 Tamper Data - Ongaing requests

Start Tamper  Stop Tamper  Clear Options Help

Fiter | | ShowAl |

Time Duration Total Duration Size Method Status Content Type URL Load Flags ]

15:58:12.868 280 ms 280 ms = i Leat = http://www.youtube.com... LOAD_BACKGROUND B

15:58:13117 0ms Oms | Tamper Popup B http://5.ytimg.com/yts/js... LOAD_NORMAL

15:58:15.800 Oms Oms — ps://apis.google.com/_.. INHIBIT_PERSISTENT_CACHING

15:58:17.501 Oms 0ms  hitpy/ fwww.youtube.com/uploadrupioauthuser=0 ps://apis.google.com)_... INHIBIT_PERSISTENT_CACHING

15:58:19.232 0ms Oms ps://apis.google.com/_.. INHIBIT_PERSISTENT_CACHING

155829716 B6ms 2 m P o icade Name ey liedeiols PostParametet Name i/ funnyoutubecon... LOAD_BYPASS CACHE LOAD B..

15:58:33.007 172 ms 172 ms Host {"protocolVersion":'0.8","createSessionRequest™{ "fields"[{"etemal... D i/ furwnw youtube.com... LOAD_NORMAL

15:58:33.101 Oms Oms i/ fwww-onepick-ope... LOAD_NORMAL

15:56:36.080 Wms 20ms| || VAR ;I/www‘yout:be.c:m.” LOAD_ NORMAL

15:5%38.353 15ms 125ms || || Accept /o youtube.com... LOAD_NORMAL

15:58:40.235 125ms 125ms p/fwww.youtube.com... LOAD_NORMAL

15:59:50.872 148 ms 1 )| || Accept-language p/ fwwinyoutube.com... LOAD NORMAL

16:01:24.466 M2ms M2ms Accept-Encoding p:/fwww.youtube.com... LOAD BYPASS CACHE LOAD.B..

16:01:38.724 180 ms T80 ms i/ v youtube.com,., LOAD_BYPASS_CACHE LOAD B..

16:01:51.344 0ms Wmsf | |Accept-Charset 150-885-1,utf-8iq=07,%4=07 i/ fawnn.youtube.com... LOAD_ BACKGROUND

16:02:39.954 Bl ms 281 ms Keep-Alive 0 i/ fwww youtube.com.., LOAD_BYPASS_CACHE LOAD B.. L

16:03:09.017 4Tms 4Tms pi/fwww.youtube.com... LOAD_NORMAL 1

16:03:14.5711 124 ms 124 ms Connection i/ furwnwyoutube.com... LOAD_NORMAL p
X-GUploader-Client-Info by silverlight; clientVersion=61610330

Request Header Name Request Header Value

Host www.youtube.com Content-Type

User-Agent Mozilla/5.0 (Windows; U; Windows NT6.1; Referer

Accept text/xm application/xmi application/xht

Accept-Language en-us,en;gq=0.3 Content: Length o-transform

Accept-Encoding qzip,deflate Cookie AISIEWHEDOLLvgw-HK-qumiM"

Accept-Charset 150-8859-1,utf-8,9=07,%q=07

Keep-Alive 300

Connection keep-alive

#-YouTube-Page-CL 61962321

X-YouTube-Page-Timest.. FriFeb 2112:32:20 2014 (1393014749)

Referer http://www.youtube.com/upload

Cookie Y5C=gMrvamlkyQQ; VISITOR_INFO1_LIV]

If-None-Match

Y

"b41SWLPWizUDYWJOTsPUDF-LI/50_41Si

il @ e

Description

The above example demonstrates
application 3], 5].

Nicholas Lemonias - Advanced Information Security Corporation ©

1603
26/02/2014

HNL.BE Tk

the response headers and the mixed content-types allowed by the



7|Page

Proof of Concept Image 5

m Tamper Data - Ongaing req;
Start Tamper Stop Tamper Clear Options  Help
Fiter | || showal
Time Duration Total Duration Size Method Status Content Type URL Load Flags il
15:58:33.007 112 ms 112 ms 0 GET 204 text/html http:/fwww.youtube.com... LOAD_NORMAL -
15:58:33.101 Oms Oms unknown GET pending unknown hitp:/fwww-onepick-ope.. LOAD_NORMAL
15:58:36.080 220 ms 220 ms 0 GET 204 text/html http://www.youtube.com... LOAD_NORMAL
15:38:38.363 125 ms 125 ms 1 GET 304 application/x-unknown-content-type http://www.youtube.com... LOAD_NORMAL
15:38:40.235 125ms 125 ms 0 GET 204 text/html hitp://www.youtube.com.. LOAD_NORMAL
15:59:50.872 1248 ms 1248 ms 0 GET 204 text/html htp://www.youtube.com.., LOAD_NORMAL
16:01:24 466 M2 ms A2 ms 0 POST 405 te/html http://www.youtube.com.., LOAD_BYPASS_CACHE LOAD B..
16:01:38.74 T80 ms T80 ms 985 POST 405 ted/html http:/fwww.youtube.com... LOAD_BYPASS_CACHE LOADB..
16:01:51.544 390 ms 0 ms 19 GET 200 application/json http:/fwww.youtube.com... LOAD_BACKGROUND
16:02:39.954 81 ms Bl ms 0 POST 405 ted/html http://www.youtube.com... LOAD_BYPASS CACHE LOADB..
16:03:09.017 4Tms Tms 1461 GET 405 text/html http://www.youtube.com... LOAD_NORMAL
16:03:14.571 124 ms 124 ms 0 GET 204 text/html http://www.youtube.com... LOAD_NORMAL
. texd/html hitp://www.youtube.com... LOAD BYPASS CACHE LOAD B..
16:03:51933 10 ms 0 ms 0 GET 204 text/html htp://www.youtube.com.., LOAD_NORMAL
16:03:57.533 125ms 125ms 0 GET 204 text/html bt/ fwww.youtube.com... LOAD_NORMAL
16:04:05.458 Bdms Bdms B GET 0 ted/html http://fls. doubleclick.net/... LOAD_DOCUMENT_URI
16:04:10,013 B ms U8 ms m GET 200 ted/html http://2542116.fls.doublec... LOAD_DOCUMENT_URI LOAD._.., 3
16:04:15.598 0 ms 10 ms 0 GET 04 text/html http:/fwww.youtube.com... LOAD_NORMAL .
Request Header Name ~ Request Header Value Response Header Name  Response Header Value
Host www.youtube.com Status 0K - 200
User-Agent Mozilla/3.0 (Windows; U; Windows NT 6.1; en-US; ne1.8.1.20) Gecko/20081217 Firefox/2.0.0.20 Set-Cookie SID=DOAAANYAAADyhInyfmudTRAYyRed Z153Fkrd C9ptoSib3shj-XOSpaSHwkTIMZGF-8MnEjmHHI OV TMZKFREX-yX...
Accept text/xml, application/xml application/shtmb+xml text/htrml.q=09 text/plain;q=08,image/png,*/"q=05 Content-Type text/himl; charset=utf-8
Accept-Llanguage en-us,en;q=0. X-GUploader-Stats-URL  https://clients2.google.com/uploadstats
Accept-Encading gzip,deflate Location http://upload.youtube.com)/7authuser=08wpload_id=AEnB2UodkSNWrz_CQlowddyxG3VojGEP3IcIALIPjbINTqlbOXkFk..,
Accept-Charset 150-8859-1,utf-8:=0.7,7g=07 Content-Length 743
Keep-Alive 300 Date Wed, 26 Feb 2014 16:03:42 GMT
Connection keep-alive Server HTTP Upload Server Built on Feb 24 2014 14:50:26 (1393282226)
K-GUploader-Client-Info ~ mechanism=scotty silverlight; clientVersion=61610330 Expires Wed, 26 Feb 2014 16:03:42 GMT

Referer
Content-Length
Cookie

Pragma
Cache-Control
POSTDATA

http:/ fwww.youtube.com/upload

1615

¥5C=gMrMamilkyQQ; VISITOR INFO1_LIVE=nx3jIMOeZV: SID=DQAAANY AAADyhinyfmdTRAYyRepd Z59Flerd C9ptoS..
no-cache

ne-cache

{"protocalVersion”"0.8","createSessionRequest"s{ "fields":[{"extemnal "{"'name": file", filename": "unsupportedfilezip”, f..

Cache-Control
Altemate-Protocol

private
Bl:quic

Description

The executable file has successfully been uploaded to YouTube’s storage network and our request
was successful. Any firewall protections would also be invaluable in such cases.
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Proof of Concept Image 6
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28 February 2014 0:12 Delete

n Eailed (upload aborted)

unsupportedfile
28 February 2014 0:01 Delete

n Eailed (upload aborted)

unsupported filetype
27 February 2014 23:58 Delete

n Failed (unable to convert video file’

Google
27 February 2014 23:57 Delete

n Eailed (unable to convert video file

MainApp
27 February 2014 23.04 Delete
n Eailed (upload aborted)

589
26 February 2014 17:45 Delete

n Eailed (upload aborted)

unsupportedfile
26 February 2014 17:42 Delete
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Description

The YouTube Video Manager, confirms our uploads. It is pertinent to note that this report has not
confirmed remote file execution.

References

[1] Dalton, Michael, Christos Kozyrakis, and Nickolai Zeldovich. "Nemesis: Preventing Authentication
& Access Control Vulnerabilities in Web Applications.” USENIX Security Symposium. 20009.

[2] Microsoft Corporation. (2014). Improving Web Application Security: Threats and Countermeasures.

Nicholas Lemonias - Advanced Information Security Corporation ©



9|Page

Awvailable: http//msdn.microsoft.com/en-us/library/ms994921.aspx. Last accessed 2014.

[3] Microsoft Corporation. (2014). Securing Sites with Web Site Permissions. Available:
http://technet. microsoft.com/en-us/library/cc756133(WS.10).aspx . Last accessed 2014.

[4] OWASP Foundation. (2014). Open Web Application Security Project - Unrestricted File Upload.
Available: https/www.owasp.org/index.php/Unrestricted_File_Upload. Last accessed 2014.

[5] Saltzer, Jerome H., and Michael D. Schroeder. "The protection of information in computer systems."
Proceedings of the IEEE 63.9 (1975): 1278-1308.

Nicholas Lemonias - Advanced Information Security Corporation ©



