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SECURITY RESEARCH PROGRAM

PROGRAM DESCRIPTION

Last update: 29 Jan 2018

SECURITY RESEARCH PROGRAM (SRP)

Security Research Program allows companies and organizations to get access to the results of
research projects conducted by Security Explorations.

SRP corresponds to commercial security research conducted by Security Explorations. It is reserved
to most complex and challenging projects, which are unique in some way.

Who is it for ?
SRP program is for companies and organizations that either:

= want to be in the know with respect to security vulnerabilities, threats and exploitation
techniques,

= are dissatisfied with the quality and level of information provided by software vendors
related to security vulnerabilities affecting their products,

= would like to support our non-commercial security investigation efforts and their continuous
contribution to the public.

This in particular includes companies from technological, financial, energy, telecommunication,
military and government sectors.

Deliverables

The results of our research efforts usually have a form of a detailed technical report and are very
often accompanied by Proof of Concept Codes.

Research report presents in a detail the cause, exploitation technique and impact of security
weaknesses in a given technology or software that was uncovered by Security Explorations during a
given research project.

Accompanying source codes can be used to quickly verify the vulnerability status with respect to the
technological, software or infrastructure specifics of a given environment.

In some cases, Proof of Concept detection or protection methods are also presented.

Please, visit the SRP section of our website to see most current information with respect to
deliverables accompanying a given SRP material.
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Pricing

Each material released as part of our SRP program is separately priced. The final price depends on
the complexity of the research process and the amount of hours dedicated by Security Explorations
to complete it. The impact of discovered vulnerabilities is also taken into account.

The following pricing options are available for research materials released as part of our SRP
program:

=  SRP EP (exclusive purchase)
This option is for customers that would like to become exclusive owners of a given research
material. Upon exclusive purchase and an acquisition of intellectual property rights, a given
research material becomes a property of a customer and is not available as part of SRP
program any more (no further sales to other parties nor disclosure is possible by Security
Explorations).

=  SRP AO (access only)
This option is for customers that would simply like to get access to the results of a given
research.

Please, visit the SRP section of our website to see current pricing information with respect to the
project of your interest.

LICENSE TERMS

By joining our SRP program you agree to the following license terms associated with each research
material released as part of it:

/* YOU MAY USE THE RESEARCH MATERIAL AND ACCOMPANYING PROOF OF CONCEPT CODES */
/* FOR LEGITIMATE PURPOSES ONLY. IT IS EXPRESSLY FORBIDDEN TO USE IT FOR ANY */
/* CRIMINAL PURPOSES THAT WOULD VIOLATE ANY DOMESTIC OR INTERNATIONAL LAWS. */

/* ANY PUBLICATION OR SHARING OF THIS RESEARCH MATERIAL AND SOFTWARE, EITHER */

/* IN PART OR IN WHOLE, IN BINARY OR SOURCE CODE FORM WITH ANY OTHER THIRD */
/* PARTY IS STRICTLY PROHIBITED. */
/* YOU ASSUME ALL RESPONSIBILITY AND RISK FOR THE SELECTION AND USE OF THE */

/* INFORMATION TO ACHIEVE YOUR INTENDED RESULTS AND FOR THE INSTALLATION, USE,*/
/* AND RESULTS OBTAINED FROM IT. */
/* TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW, IN NO EVENT SHALL */
/* SECURITY EXPLORATIONS, ITS EMPLOYEES OR LICENSORS OR AFFILIATES BE LIABLE */
/* FOR ANY LOST PROFITS, REVENUE, SALES, DATA, OR COSTS OF PROCUREMENT OF */
/* SUBSTITUTE GOODS OR SERVICES, PROPERTY DAMAGE, PERSONAL INJURY, */
/* INTERRUPTION OF BUSINESS, LOSS OF BUSINESS INFORMATION, OR FOR ANY SPECIAL, */

/* DIRECT, INDIRECT, INCIDENTAL, ECONOMIC, COVER, PUNITIVE, SPECIAL, OR */
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/* CONSEQUENTIAL DAMAGES, HOWEVER CAUSED AND WHETHER ARISING UNDER CONTRACT, */

/* TORT, NEGLIGENCE, OR OTHER THEORY OF LIABILITY ARISING OUT OF THE USE OF */

/* OR INABILITY TO USE THE INFORMATION CONTAINED IN THIS DOCUMENT, EVEN IF */
/* SECURITY EXPLORATIONS OR ITS LICENSORS OR AFFILIATES ARE ADVISED OF THE */
/* POSSIBILITY OF SUCH DAMAGES. */

How to join ?

Joining our SRP program is simple. All we need is a filled and signed SRP Access Request Form and a
payment done through direct bank wire transfer. Please, contact us at srp@security-
explorations.com for further details.

Prior to delivering the research material, a PGP key would be also required, so that no vulnerability
details, tools or POC codes are leaked to the public.

Security Explorations reserves the right to reject access to its SRP program with or without providing
any reason.
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