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Abstract—Self-Sovereign Identity (SSI) is a novel identity
model that empowers individuals with full control over their data,
enabling them to choose what information to disclose, with whom,
and when. This paradigm is rapidly gaining traction worldwide,
supported by numerous initiatives such as the European Digital
Identity (EUDI) Regulation or Singapore’s National Digital
Identity (NDI). For instance, by 2026, the EUDI Regulation
will enable all European citizens to seamlessly access services
across Europe using Verifiable Credentials (VCs). A key feature
of SSI is the ability to selectively disclose only specific claims
within a credential, enhancing privacy protection of the identity
owner. This paper proposes a novel mechanism designed to
achieve Compact and Selective Disclosure for VCs (CSD-JWT).
Our method leverages a cryptographic accumulator to encode
claims within a credential to a unique, compact representation.
We implemented CSD-JWT as an open-source solution and
extensively evaluated its performance under various conditions.
CSD-JWT provides significant memory savings, reducing usage
by up to 46% compared to the state-of-the-art. It also minimizes
network overhead by producing remarkably smaller Verifiable
Presentations (VPs), reduced in size by 27% to 93%. Such
features make CSD-JWT especially well-suited for resource-
constrained devices, including hardware wallets designed for
managing credentials.

Index Terms—Self-Sovereign Identity (SSI), Verifiable Creden-
tials (VCs), Selective Disclosure, Digital Identity, Privacy.

I. INTRODUCTION

The growing emphasis on preserving user privacy has driven
a significant transformation in the digital identity ecosys-
tem, shifting from centralized to decentralized models [1]].
Emerging privacy-preserving regulations further reinforce this
evolution [2]-[4] that place individuals at the center of the
identity management process. This paradigm shift has given
rise to Self-Sovereign Identity (SSI) [3]], a novel identity model
that is gaining worldwide traction. In February 2024, the
European Commission approved the “electronic IDentification,
Authentication, and trust Services” (eIDAS 2.0) [6]], mandating
the creation of the European Digital Identity Wallet (EUDI
Wallet) [[7]. Under this framework, by 2026, European member
states must provide citizens with a digital identity wallet
for managing their credentials. Similarly, Singapore’s Na-
tional Digital Identity (NDI) system [8]], implemented through
Singpass, enables citizens to seamlessly access public and
private services while maintaining full ownership of personal
data.

The core principle of SSI consists of empowering indi-
viduals with full control over their data by allowing them
to decide what information to disclose, with whom, and
when, eliminating reliance on centralized authorities. This
is achieved through Verifiable Credentials (VCs) [9], digital
credentials that attest specific properties or attributes of the
holder, hereinafter called claims. Unlike traditional Public Key
Infrastructure (PKI) certificates [10]], which provide secure
public key distribution and rely on centralized authorities,
VCs are designed for broader use cases and operate within a
decentralized framework. These credentials are cryptographi-
cally signed by trusted issuers such as governments, enabling
decentralized verification of the stored information. A key
feature of SSI is the ability for identity owners to selectively
disclose only the specific subset of claims contained in VCs.
For instance, individuals can prove a legal drinking age
without revealing unnecessary information like their address.

Various VC formats have been proposed [11]], with JSON
Web Token (JWT) [12] emerging as one of the most widely
adopted as it offers a concise approach to exchanging verifiable
claims. To enable privacy-preserving selective disclosure, the
Internet Engineering Task Force (IETF) proposed the Selective
Disclosure for JWTs (SD-JWT) [13] specification. SD-JWT
replaces plain text claims with digests of their salted values.
The issuer signs the resulting JWT and shares it with the
holder, along with the original claims and salts. To disclose
data, the holder provides the verifier with the signed JWT and
salt-claim pairs corresponding to disclosed claims.

Problem Definition. A major downside of this method is
that credential size grows linearly with the number of claims,
increasing end-user storage and network requirements. More-
over, although digests hide undisclosed information, SD-JWT
reveals the exact number of included claims, raising privacy
concerns. This knowledge can potentially expose the identity
owner to inference attacks [[14], [[15] as the number of claims
may be exploited to infer details about hidden information.
These drawbacks of SD-JWT increase when VCs are ap-
plied to entities beyond individuals, such as Internet of Things
(IoT) devices [16]-[18]. Given the heterogeneous capabilities
of these devices, considerations around storage, computation,
and networking are even more crucial. In constrained envi-
ronments, resources are shared across different functions. For
example, memory must store both VCs and firmware, making
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even KB-level reductions impactful. Moreover, minimizing
resource usage is essential for enhancing energy efficiency, a
critical factor in resource-constrained settings. These concerns
also apply to hardware wallets, known for their enhanced
security in managing VCs [[19], [20], which often have limited
storage capacities ranging from a few KB to a couple of MB
[21]. This highlights the need for further selective disclosure
mechanisms that minimize on-device storage requirements and
optimize data transmission.

CSD-JWT. This paper proposes a mechanism that achieves
Compact and Selective Disclosure for VCs (CSD-JWT), di-
minishing storage and network overhead of SD-JWT. Our
method gives identity owners full control over their infor-
mation while minimizing the amount of data to store and
share. CSD-JWT replaces the full list of salted hashes with
a fixed-length value, generated by accumulating all claims
into a cryptographic accumulator [22]]. This ensures that the
credential size remains constant regardless of the number of
claims it contains. Furthermore, it hides the exact number of
claims in the VC, offering stronger resilience against inference
attacks.

The issuer must provide proof of inclusion for each claim
to be disclosed, known as witness. The holder combines these
witnesses with corresponding claims to generate Verifiable
Presentations (VPs). The storage requirements for disclosing
claims, i.e., CSD-JWT and witnesses, are lower than those for
SD-JWT and salts due to the constant size of our credentials.
This property also reduces the amount of data shared with the
verifier, making CSD-JWT an efficient solution for constrained
environments.

Evaluation. We implemented a prototype of CSD-JWT and
conducted a series of experiments, including tests on an
RFC7228 class-2 constrained device [23], to compare our
method with the state-of-the-art mechanism, i.e., SD-JWT. In
particular, we measured storage and computational require-
ment to evaluate CSD-JWT suitability for constrained devices.
It is worth noting that our evaluation considers a holder
maintains a single credential. However, as underscored by the
EUDI Regulation [4]], users are likely to use multiple VCs by
2026 in real-world scenarios [24]], making the overhead reduc-
tion offered by CSD-JWT even more impactful. Experimental
findings proved that our approach can achieve up to 46%
memory savings for each stored credential. Experiments on the
network overhead shows that VP in CSD-JWT is 93% smaller
when the holder aims to disclose only 1 claim out of 100
(maximum privacy), while it still provides a 27% reduction
when no privacy preservation is required and all claims are
revealed.

Contributions. Our work has the following contributions:

e We propose CSD-JWT, a mechanism for compact and
selective disclosure of claims within VCs, providing the
holder with full control over their data;

o In CSD-JWT, all claims are mapped into a fixed-length
value, concealing the number of claims within the VC.

This contributes to enhancing the privacy level as it
minimizes the amount of information leaked;

o CSD-JWT remarkably reduces the amount of information
to maintain and share, thereby lowering both storage and
network overhead. This makes it suitable for constrained
environments, such as hardware wallets and IoT devices;

o We implemented CSD-JWT, and conducted experiments
to evaluate and compare the proposed mechanism with
SD-JWT. We also made our code fully available to the
research community.

Organization. The remainder of this paper is structured as
follows: Section [I] provides the background on VCs and
cryptographic accumulators. Section [III| presents the reference
system and threat model. Section [IV] details how CSD-JWT
achieves compact and selective disclosure for VCs. Section [V]
analyzes the security of the proposed mechanism in addressing
the identified threats. Section comprehensively evaluates
CSD-JWT. Section reviews literature in the field. Finally,
Section draws our conclusions.

II. BACKGROUND

A. Verifiable Credential (VC)

A digital identity can be envisioned as a set of attributes or
properties, which provides a snapshot of any entity, including
individuals, companies, and objects. Any third party must be
able to directly verify these attributes through attestations,
embedded in digital credentials issued by trusted authorities.
A data structure that satisfies this property is referred to as
a VC. Several VC data models have been proposed in recent
years, among which the World Wide Web Consortium (W3C)
VCDM [25]] and SD-JWT VC [26] being considered the most
prominent. We propose CSD-JWT as a selective disclosure
mechanism that can be seamlessly integrated into any model,
offering a practical alternative to SD-JWT.

To be effective and address the challenges of centralized
identity models, a verifier (e.g., a service provider) should be
able to directly verify the authenticity of the claims contained,
without direct interaction with the issuer. This necessitates that
the issuer identity can be directly retrieved from the credential
itself. Consequently, every party must have a globally unique
self-generated digital identity [27]]. The commonly adopted ap-
proaches are public keys and Decentralized Identifiers (DIDs)
[28]]. A DID is a Uniform Resource Identifier (URI) stan-
dardized by the W3C. Each DID is associated with a DID
Document, encompassing publicly available information (e.g.,
public key) about the entity it identifies. The DID Document
is typically shared in DID-based scenarios through verifiable
data registries such as a blockchain [29]]. Digital identifiers
are crucial for identifying issuers and holders, preventing
the reuse of previously collected VCs, which may allow an
adversary to impersonate the identity owner. In CSD-JWT,
digital identification for both holders and issuers is achieved
through DIDs. However, it could be easily extended to support
public key identification.



B. Cryptographic Accumulators

Cryptographic accumulators are cryptographic primitives
that securely map a set of values in a fixed-size output called
accumulator value [30]. Each accumulated element can be
associated with a proof of inclusion, known as a witness.
This enables verifying the membership without disclosing any
other elements of the set. Although several implementations
have been proposed, all types of accumulators must satisfy
two properties:

1) One-wayness: Given an hash function h;

this is said to be one-way if:

Xy xY, — Z;

o For each integer [, h;(x,y) is computable in poly-
nomial time for all (x,y) € X; x Y.

« Additionally, no polynomial-time algorithm exists

such that, for a sufficiently large [, given a pair

(z,y) € X; xY; and y €Y}, it is possible to find a

suitable =’ € X that satisfies h;(z,y) = hi(2,y).

2) Quasi-commutativeness: Given h; : X; x Y, — X, the

following equality holds Vx € X; and Vy;,y2 € Y}:

hy(hi(,y1),y2) = ha(ha(, y2),91)-

We apply h; to all the e; to be included in the accumulator,
obtaining the accumulator value a. For each e; there exists
a witness w; such that a = h;(e;, w;), proving its inclusion
within a. The one-way property ensures that given the accumu-
lator value a, it is computationally infeasible to find a w; that
proves membership for an e; that does not belong to the set.
Moreover, using a function that meets the quasi-commutative
requirement guarantees that the accumulator remains indepen-
dent of the order in which values are accumulated.

Accumulators can be classified based on their support for
verifying element inclusion. Specifically, those that enable
verification using membership witnesses are called positive,
as opposed to those supporting non-membership witnesses
which are known as negative. The ones that support both
types of verification methods are called universal. Various
accumulators have been proposed over the years [31]-[35].
Among these, accumulators based on Bilinear Groups [22],
[32]], [33] are widely acknowledged for their efficiency [36],
[37], especially in terms of witness size and verification
efficiency for inclusion. Given these properties, CSD-JWT
leverages a positive ECC-based accumulator to hide claims
within VCs.

C. Selective Disclosure

In the SSI model, an identity owner or holder h is any
entity provided with a VC by a trusted issuer 7. A credential
comprises a set of claims C, which are assertions made by the
issuer about h. One of the key focuses of SSI is to empower
h with full control over their personal data. This is achieved
through selective disclosure, which is defined as follows:

Definition 1 (Selective Disclosure). Selective disclosure is a
mechanism that allows an identity owner h to disclose only
a subset of claims C' C C from a verifiable credential to a
verifier v.
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Fig. 1: SSI reference system.

A mechanism that implements selective disclosure must
grant the holder fine-grained control, ensuring that they can
independently determine which claims to share in response
to a verifier’s request. Simultaneously, it must adhere to the
principle of data minimization by limiting the disclosure to
only the information strictly necessary to satisfy the verifier’s
requirements, thereby reducing the risk of excessive or unin-
tended data exposure. Selective disclosure must also preserve
the verifiability of the shared information: the verifier must
be able to independently assess the authenticity and integrity
of the disclosed claims without needing access to the full
credential.

III. SYSTEM AND THREAT MODEL
A. Reference System

This section describes the main actors involved in the SSI
model, where all participants are digitally identified with a
DID following the W3C specification. Figure [I] sketches the
main entities and their interactions within the SSI paradigm.

Holder. In the SSI paradigm, the holder, also known as the
identity owner, is any entity that requires digital identification.
Each holder is identified with a DID, whose corresponding
DID Document is shared through a verifiable data registry.
The holder collects VCs from an issuer and stores them in
a credential repository such as a file system, storage vault,
or hardware wallet, which securely stores and protects access
to their credentials. These credentials are presented to access
different services and facilities. To preserve their privacy,
holders are willing to share only the minimal amount of
personal information to access a service.

Issuer. An issuer is a trusted entity such as a government,
university, or municipality that issues VCs to identity owners.
For example, an issuer may provide an individual with a VC
serving as a driving license. The issuer signs credentials with
its private key, making it directly verifiable to third parties. It
is worth noting that a crucial assumption of the SSI model is
that holders and verifiers trust the issuer.

Verifier. A verifier is an entity, such as a service provider, that
requests credentials from identity owners to provide a specific



service. Regarding the driving license example, a car rental
company may act as a verifier by requesting a digital driver’s
license from a customer before allowing them to rent a vehicle.
The verifier checks the authenticity and validity of the VC to
ensure the customer meets the driving requirements.

Verifiable Data Registry. When using DIDs as digital iden-
tifiers within VCs, it is essential to have trust anchors that
certify specific attributes associated with the identity, such as
the DID Document, containing the identity owner’s public
key. In DID-based scenarios, this certification is achieved
through verifiable data registries. These data sources, such
as blockchains, are employed to share the DID Document,
ensuring its immutability and auditability.

B. Threat Model

The security of CSD-JWT depends on the secure generation
of the accumulator value and witnesses. As the issuer is a
trusted entity for all the parties involved in an SSI ecosystem,
we can safely assume that they have been securely computed,
ensuring resistance to collisions. In this subsection, we provide
an overview of the adversary perspective and outline the
potential threats to our system, based on the threat model
presented in [9].

Adversary’s Goal. The adversary has two primary objectives:
to disclose personal information within a VC and to reuse
previously collected credentials to impersonate the holder and
gain access to services on their behalf.

Adversary’s Capability. We adopt the Dolev-Yao adversary
model [38], which assumes that the adversary can eavesdrop
on, intercept, and inject an unlimited number of messages.

Adversary’s Knowledge. We consider a setting where the ad-
versary is aware of the algorithm used to issue VCs and knows
the selective disclosure mechanism employed by holders to
present their claims.

Threats. Our model focuses on the following threats affecting
the holder while presenting their credentials.

e Replay Attacks: An adversary may present a valid cre-
dential that belongs to another identity owner. This VC
could be obtained through collusion with another holder
or stolen from an unsuspecting identity owner. A ser-
vice provider may wrongly grant authorization believing
claims, which do not represent the adversary.

e Data Overcollection: A service provider may collect more
claims than necessary to provide a service, either with
malicious intent or unintentionally. Moreover, the service
provider may be able to infer additional details on the
identity owner given side information such as the number
of claims in the VC.

e Compromised Communication Channel: An adversary
may intercept a credential during interactions between
two legitimate parties, potentially learning its contents or
modifying it.

TABLE I: CSD-JWT Notations.

Symbol Description

h Holder / Identity owner
% Issuer / Trusted entity
v Verifier
ve Verifiable credential
vp Verifiable presentation

(pkp, skn)  Holder key pair

(pki, ski) Issuer key pair to manage the accumulator
a Accumulator value
C Set of the holder claims
C Subset of the holder claims
cj Single claim of the holder
w Set of witnesses corresponding to C
w Subset of witnesses corresponding to C'
wj Single witness corresponding to c;

IV. COMPACT AND SELECTIVE DISCLOSURE

This section introduces CSD-JWT, a mechanism for com-
pact and selective disclosure of claims for VCs. CSD-JWT
is implemented as a JWT that leverages the features of
cryptographic accumulators. Credential holders are provided
with an accumulator value and a Witness-Value Container
(WVC), enabling them to selectively disclose their claims
while minimizing both data exposure and storage overhead.
Table [[| reports the adopted notation. In the remainder of this
section, we first explain our use of cryptographic accumulators
and then describe the main phases of our method.

A. Preliminaries

Accumulator. We aggregate all claims C, within a verifiable
credential vc belonging to an identity owner h, into a single
value a. The elements included in a are derived by applying
a hash function k() to each ¢; € C. Specifically, we use the
cryptographically secure SHA-256 hash function, which is
resistant to collisions [39]. CSD-JWT employs the positive
ECC-based accumulator presented in [22], which supports
batch operations for accumulating elements and generating
witnesses. The accumulator value is mapped as a 256-bit point
over the BN254 curve.

Proof of Inclusion. For each c; included in a, there exists
a witness w;. Witnesses are pieces of cryptographic evidence
that holders provide to verifiers for proving that c; is included
in a, ensuring that it has been certified by a trusted issuer.

Functions. In the following, we report the functions used to
realize CSD-JWT:

e par <+ Setup(1?): Given the security parameter 1%,
which determines the level of security, this function
initializes and outputs the accumulator parameters par.
Accumulator parameters comprise the random generator
of the ECC curve G, and a key pair (pk;, sk;).

e a < AccumulatorSetup(par): This function receives
accumulator parameters par and setups the accumulator,
generating the initial accumulator value a.

e a + AccumulateClaims(a,C, sk;): This function takes
the set of claims C, the private key sk;, and maps c; € C



Algorithm 1: Verifiable Credential Issuance

Input: par,C, sk,
Output: vc

1 a + AccumulatorSetup(par);

2 pk; + par.pk;

3 sk; < par.sk;

4 a < AccumulateClaims(a, C, sk;);

5 W « ComputeWitnesses(a, C, sk;);
6 wouc + 0;

7 foreach (c;,w;) € (C,W) do

8 L woe < wve U {(¢;, w;)}s

9 ve + {a,wvc};

onto the accumulator elliptic curve, aggregating them into
a single accumulator value a.

e W «+ ComputeWitnesses(a, C, sk;): Given the accumu-
lator value a, the set of claims C, the private key sk;,
this function generates the set W, where each w; € W
corresponds to a ¢; € C.

e 0,1 « VerifyWitness(a, ¢;, w;, pk;): This function ver-
ifies whether the claim c¢; was accumulated in a. This
verification requires both the witness w; corresponding
to c¢; and the accumulator public key pk;.

e vp < GenerateVerifiablePresentation(a, C, W, n, sky,):
The identity owner h uses their private key skj to sign
the accumulator value a, a subset of claims C, along with
the corresponding witnesses W, and a nonce n to prevent
replay attacks, producing a verifiable presentation vp.

e 0,1 < VerifyPresentation(vp): The verifier retrieves
the public keys of pk; and pk; through their respective
DID using a Resolve() function, which allows obtaining
corresponding DID Documents. The verifier checks the
presentation ownership through Verify(vp, pky). Finally
by with the VerifyWitness() function, the verifier con-
firms whether the provided claims are included in the
accumulator value a contained in vp.

B. Protocol

This section describes how CSD-JWT enables compact and
selective disclosure of claims within VCs using a positive
ECC-based accumulator [22]]. An identity owner h, also called
holder, can selectively disclose a subset of claims C' among
those included in a vc issued by a trusted entity ¢, also known
as the issuer. Beyond credentials, 7 provides holders with the
plain text of their claims c¢; € C, along with the corresponding
witnesses w; € V. This information is used by h to selectively
disclose claims, empowering the holder with maximum control
over their data meeting the SSI requirements.

Setup. The issuer securely generates the security parameter
1" and provides it to the Setup() function, producing the
accumulator parameters par. This par comprises the random
generator of the ECC curve G, and a key pair (pk;, sk;).
The private key sk; is necessary to accumulate claims to
produce the accumulator value and to generate the witnesses,

while pk; is used to verify their membership. This public
key must be shared through a verifiable data registry such
as blockchain, ensuring its authenticity and integrity. The
issuer ¢ uses the AccumulatorSetup() function to initialize
the accumulator obtaining the initial accumulator value a.
This setup phase occurs only once, as the generated keys can
support the management of multiple credentials.

Issuance of Verifiable Credential. The protocol begins with
an identity owner h requesting a vc from a trusted entity ¢ (i.e.,
the issuer), which certifies a set of claims C = {¢y, ..., }. Each
claim is a key-value pair, composed of the name identifying
a property and its value.

In CSD-JWT, instead of listing hashes for every C, as
for SD-JWT. CSD-JWT contains an accumulator value a,
computed by accumulating all ¢; € C, claims also include the
holder and issuer identifier, respectively DID;, and DID;.
The use of a unique identifier ensures that two distinct vc
containing the same C do not result in the same accumulator
value a and set of witnesses V. The verifier uses pk;,
along with witness W, to verify whether C' is included in
a. Algorithm [T] shows how VCs are issued in CSD-JWT.

The issuer executes the AccumulateClaims() function, pro-
viding the initial accumulator value a, C, and sk;, updating
a. It is worth noting that, instead of accumulating c;, we
add h(c;) to the accumulator to map it as a scalar value in
the curve. Thus, it is highly unlikely that two distinct claims
c¢; and ¢ produce the same digest, also ensuring that each
witness corresponds to a unique claim. While not explicitly
mentioned, in practice the issued vc also contains all the
necessary information that usually accompanies vc such as
the identifiers for ¢ and A (i.e., credential structure or expiry
date).

Furthermore, 7 utilizes the AccumulateWitnesses() function
operating in batch mode, giving as input a, C, and sk;, and
receiving as output W, the set of witnesses corresponding to
the claims included in the issued credential. In addition to vc,
h is also provided with a WVC, containing a list of claim-
witness pairs necessary for selectively disclosing claims and
generating VPs.

WvCc = [(wl,cl),(wg,CQ),...,(wn,cn)}. (1)

Generation of Verifiable Presentations. By holding a and
the WV C, h may reveal all claims or selectively disclose a
subset C' C C to any verifier v, such as service providers. To do
this, h executes the GenerateVerifiablePresentation() function
with the accumulator value a, the claims to disclose C, the
corresponding witnesses W C )V, and a nonce n, generating
a verifiable presentation vp signed with their private key sky,.
This presentation is shared as a JWT. Specifically, for each c;
to be disclosed, vp contains a claim-witness pair (¢;, w;). The
nonce n is used to prevent replay attacks, where an adversary
might intercept vp and reuse it to spoof h.

Verification of Verifiable Presentations. The verifier v col-
lects the vp as JWT, including the accumulator value a, and
the witness-value pairs (wj,c¢;) € WVC corresponding to



Algorithm 2: Verifiable Presentation Verification

Input: vp

Output: 0 or 1
1 pk; + Resolve(vp.DID;);
2 pky, < Resolve(vp.DIDy,);
3 status,, < Verify(vp, pk);
4 if status,, = 1 then

s | foreach (c;,w;) € vp do

6 res < VerifyWitness(a, ¢;, w;, pk;);
7 if res = 0 then

8 | return 0;

9 return 1;

the disclosed claims. Algorithm [2] shows how presentation are
verified in CSD-JWT. To verify the claims presented by h,
v must be provided with the issuer’s and holder’s identifiers,
previously included in a, which resolve to their respective DID
Documents, containing their public keys, respectively, pk; and
pkp. The issuer’s DID Document is typically retrieved from a
verifiable data registry, whereas the holder’s DID Document
is usually provided directly by the holder.

Thus, v executes the VerifyPresentation() function to verify
the authenticity of claims included in the presentation, and
to assess ownership over the credential. After verifying the
holder’s signature through pk;,, the verifier proceeds by as-
serting that the disclosed claims C' are included in the accu-
mulator value a presented. Then, the verifier then executes the
VeirfyWitness() function with pk; for each disclosed claims
¢; € C and their corresponding witnesses w; € Y. Both the
holder’s and the issuer’s identifiers are claims that must be
validated in this process. As done by ¢ when computing a,
before being combined with w; to prove inclusion in a, each
¢; is hashed with h() using the same algorithm employed by
i. If the combination of all the h(c;) and w; matches a, the
set of disclosed C is authentic, and v can trust the information
shared.

C. Discussion

CSD-JWT enables the generation of VCs, requiring minimal
storage, regardless of the number of hidden claims within
the credential. This key feature makes CSD-JWT ideal for
use in constrained scenarios where identity holders may have
limited storage and computing capabilities, e.g., when using
a hardware wallet for managing VCs. In the remainder of
this subsection, we provide further considerations on this key
property.

Storage Requirement. For each claim in the VC, SD-JWT
requires storing a 256-bit digest and a salt whose minimum
length is 128 bits. In contrast, by leveraging the ECC-based
accumulator proposed in [22] with a BN254 curve, CSD-
JWT only requires storing a single 256-bit accumulator value
and, for each claim to be included in the VC, a 256-bit
witness. As the number of claims increases, our solution

consumes less storage compared to SD-JWT. In Section [VI}
we comprehensively demonstrate that the reduction in storage
space is about (N — 2) x 256 bits, where N represents the
number of claims included in the VC.

If the holder could perform runtime generation of W, we
could further reduce the storage requirements of CSD-JWT.
However, with the current state of cryptographic accumulators,
the holder cannot generate W while keeping the accumulated
value at a fixed length [40]]. This limitation is fundamentally
tied to trapdoor-based accumulators, as enabling the holder
to generate witnesses would require sharing the private key
sk;, allowing them to craft valid W for claims ¢; € C that
have not been certified by any trusted party ¢. Therefore, to
achieve runtime generation of constant-size WV, a trapdoor-less
accumulator with fixed-length witnesses is needed, but such a
construct does not currently exist.

Computing Requirement. CSD-JWT does not require inten-
sive computations, making it suitable for constrained scenar-
ios, such as hardware wallets or IoT devices, where computing
capabilities may be limited. Using the accumulator, CSD-
JWT does not impose any overhead on the holder side, as
all the operations involving direct computation over this cryp-
tographic structure (i.e., accumulating claims and generating
corresponding witnesses) are performed on the issuer side.

On the other hand, generating VPs, as seen in SD-JWT and
other approaches, must performed on the holder side since
they are required to prove ownership of the disclosed claims.
However, in CSD-JWT, the holder performs minimal compu-
tation, being only responsible for constructing and signing the
JWT used for presentation, which contains pairs (c;,w;) to
disclose claims. Thus, the most resource-intensive operation
for the holder is signing the JWT with their private key sk,
which is the minimum requirement also for SD-JWT.

V. SECURITY ANALYSIS

This section examines the resilience CSD-JWT against the
threats identified in the threat model described in Section [[II]

A. Replay Attacks

Only the legitimate holder in control of a private key should
be able to generate a valid vp. Without such guarantees,
adversaries could impersonate credential holders by replaying
their vp or exploiting leaked data. CSD-JWT enforces this
requirement by binding the presentation of claims to the
holder’s DID. This ensures that credentials cannot be reused
by third parties, even in cases of collusion or credential theft.
We assume the unforgeability of asymmetric cryptographic
mechanisms used by both the issuer and the holder, and the
binding of DIDs to key pairs.

Definition 2 (Replay Attack Resilience). A selective dis-
closure scheme is resilient against replay attacks if, for any
probabilistic polynomial-time (PPT) adversary A who does
not possess the holder’s private key sky, the probability that
A can produce a vp that is accepted by a verifier is negligible.



Let us consider an adversary A who obtains a valid cre-
dential bound to a legit holder i by collusion or through
theft. The adversary attempts to generate a valid presentation
to impersonate h to a verifier. Each credential includes the
holder identifier DIDy,. The adversary A cannot produce a
valid witness corresponding to their identifier DID 4 as this
would require the issuer’s private key sk;. Moreover, in CSD-
JWT, each presentation vp includes a cryptographic proof of
possession of skp, in the form of a digital signature over
a vp containing a verifier-provided nonce n. Without sky,
the adversary cannot generate a valid signature, due to the
assumed unforgeability of the holder’s signature scheme. Even
if h colludes with A and provides a valid vp, the verifier’s use
of a fresh nonce n in each authentication session ensures that
previously issued proofs cannot be replayed. Thus, A cannot
reuse any presentation proof without interaction with h.

To further mitigate risks from these attacks, additional
defenses should be enforced at the service provider level.
These include implementing multi-factor authentication [41]],
monitoring usage patterns to detect suspicious activities [42],
and using device attestation techniques to ensure that creden-
tials are presented only from authorized devices [43].

B. Data Overcollection

Identity owners should provide only minimal information
to verifiers such as service providers. Excessive collection of
claims from a service provider could increase the risks for
the holder, independently of its honesty. Malicious service
providers may exploit data for financial gain or profiling
purposes [44]]. However, as seen for centralized models, honest
servers could expose users to data breaches [45]. CSD-JWT
overcomes this challenge by enabling h to selectively disclose
only the claims necessary to access a service, along with
the corresponding witnesses. Thus, the service provider can
verify the authenticity and integrity of the shared information,
without seeing the full content of the credential.

Definition 3 (Data Minimization). A selective disclosure
scheme satisfies data minimization if, during a verification
session, the verifier v learns only (i) the subset of claims
C C C intentionally disclosed by the holder h; and (ii)
auxiliary information that is independent of the remaining
claims C \ C and their number.

During a credential presentation, the holder h transmits:
the disclosed claims C, cryptographic witnesses W, and an
accumulator value a committing to the full set C without
revealing any additional information. The proof system used
in CSD-JWT ensures that the witness W is both sound
(i.e., the claim truly belongs to the credential) and reveals
nothing about C \ C. The commitment a is constructed using
a cryptographic accumulator, which is collision-resistant and
hiding and ensures that it is computationally infeasible to
determine the number or content of accumulated values.

This contrasts with schemes such as SD-JWT, where struc-
tural metadata (e.g., position or number of undisclosed claims)

may be revealed during verification, potentially enabling side-
channel inference attacks. For instance, consider a scenario
where an individual holds a credential issued by a healthcare
provider containing 20 claims related to their health condition.
The holder wants to share only the health center and the last
check-update with a fitness center to qualify for a health-based
discount. By providing the entire credential for verification,
v can observe that many claims are not being disclosed.
This observation can lead the verifier to speculate about the
sensitive nature of the omitted information, even if those
claims were not relevant to the service.

CSD-JWT is resilient by design against this class of attacks
because beyond the disclosed claims C' C C, the only ad-
ditional information revealed are a and W. This information
does not leak anything about the full set of claims, specifically
how many of them are contained in it.

C. Compromised Communication Channel

To prevent A from passively accessing credential content,
secure communication among parties must be established. This
can be effectively achieved by employing asymmetric encryp-
tion, utilizing the public keys stored in the DID Document
of participants. Additionally, tampering with the accumulator
value a or WV C' would be ineffective, as any modification
would require a respective witness, impossible to generate
without sk;. Any altered or newly generated accumulator value
by the adversary A would not authenticate against the public
key pk; since the adversary must know sk; to compute a valid
a.

VI. PERFORMANCE EVALUATION

In this section, we present a comprehensive evaluation of
CSD-JWT. We performed a series of experiments to assess
the impact of the proposed mechanism on the primary actors
within the SSI ecosystem. Specifically, the following experi-
ments were conducted:

o Credential Issuance: Evaluated the overhead for issuers

to issue VCs using CSD-JWT;

o Credential Storage: Measured the storage requirements
for a credential, highlighting CSD-JWT feature of facil-
itating selective disclosure with minimal storage needs.

o Generating and Verifying Verifiable Presentations:
Assessed the latency and network overhead for presenting
and verifying VPs.

Experiments were conducted by comparing CSD-JWT to
SD-JWT and run on a 14th Gen Intel(R) Core(TM) i9-14900k
that features 8 p-cores and 16 e-cores, and 48GB of RAM. For
holder-side operations, we utilized the Nordic nRF52840 [46],
an RFC7228 class-2 constrained device [23]]. The nRF52840 is
equipped with a 32-bit ARM Cortex-M4 processor, 1| MB of
Flash memory, and 256 KB of RAM. We compared CSD-
JWT to SD-JWT as it represents the current state-of-the-
art solution and remains the only fully implemented and
widely recognized solution available in the field at the time
of this work. The experimental findings demonstrate that our
mechanism is a valuable solution to enable selective disclosure
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while maximizing holder privacy. For fairness, all comparisons
between CSD-JWT and SD-JWT were conducted using the
same claims within the credentials. All experiments were
repeated 1,000 times, and the results were averaged.

A. Implementation Setup

We implemented a prototype of CSD-JW and evaluated
its performance while delivering the core functionalities. To
effectively build the SD-JWT mechanism, we relied mainly
on two libraries: josekitﬂ an openssl-based library that
provides ease of access to cryptographic signatures, and
serde_jso a library that provides API to serialize and
deserialize Rust objects to a JSON format. For generating ac-
cumulator values and the witnesses associated with claims, we
relied on vb—accumulatorﬂ developed by DockNetwork,
which meets the requirements of [22]. For the underlying ECC,
we selected the BN254 curve, which offers the best trade-off
between security and parameter length, as accumulator values
and witnesses require 256 bits. To evaluate the feasibility of
CSD-JWT and SD-JWT on constrained holders, we developed
a frameworkﬂ in C using the nRF Connect SDK and Parson
El, a lightweight library for managing JSON data structures.
Our credentials can include a variable number of claims,
each formatted as claim_key:claim_value. For our
evaluation, we consider VCs with up to 100 claims, reflecting
variations across application domains [47]. For instance, a
VC representing an identification document typically contains
around 15 claims. In contrast, in healthcare scenarios, the
number of claims can vary significantly, ranging from approx-
imately 10 claims, as in the case of the healthcare passport
established by many countries for COVID-19 [48]], to over
100 in detailed medical reports [49]. Finally, for transparency
and reproducibility, we open-sourced the proposed implemen-
tations.

Code will be made available upon acceptance
Zhttps://crates.io/crates/josekit
3https://crates.io/crates/serde_json
4https://crates.io/crates/vb-accumulator

5Code will be made available upon acceptance
Shttps://github.com/kgabis/parson
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Fig. 3: Storage requirements (KB) for VCs.

B. Credential Issuance

To simulate credential issuance, we evaluated the issuer
overhead associated with issuing a valid VC. Specifically, we
consider the latency to accumulate claims in the accumulator,
embed the accumulator value within the VC, and generate
witnesses. For SD-JWT, we measured its latency to generate
salts with a pseudo-random number generator, compute hashes
for all the claims to certify their validity, and produce an
ECDSA signature.

Figure [2| compares the issuance latencies, expressed on
a logarithmic scale, of the considered methods. SD-JWT
achieves slightly better performance, mainly due to the CPU
instructions used by the two mechanisms. Indeed, despite
the great improvements in the instruction set of processors
regarding finite field operations, hashing algorithms remark-
ably outperform them. However, it is worth noting that CSD-
JWT only requires a few milliseconds even for credentials
including 100 claims. Moreover, this does not represent a
serious concern since, in real-world scenarios, issuers typically
have powerful computing resources to manage the issuance
process, significantly reducing these latencies.

C. Credential Storage

One of the key properties of CSD-JWT is its ability to
minimize the amount of disclosed data, making it resilient
against inference attacks and reducing the size of the VC.
This compactness is especially crucial in scenarios where
holders have restricted storage capabilities, such as hardware
wallets or IoT devices. We conducted a series of experiments
varying the number of claims within the VC, from 1 to
100. For each generated credential, we evaluated the overall
storage requirements for the two compared methods. For our
mechanism, this encompasses the storage of the accumulator
value and the WV C, which contains the pairs of claims and
witnesses. The storage requirements for SD-JWT comprise
the signed list of hashes and the Salt-Value Container (SVC),
which includes the pairs of claims and salts.

As shown in Figure [3] CSD-JWT remarkably outperforms
SD-JWT even with a low number of claims in the VC. Using
identical claims for both mechanisms, the primary difference
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lies in the size of the credentials and the storage of witnesses
versus salts. The storage requirement for our method is much
lower because CSD-JWT only contains the accumulator value,
which is 256 bits. In contrast, SD-JWT comprises the hashes
of the N claims, i.e., Nx 256 bits, making it dependent
on the number of attributes. On the other hand, salts used
in SD-JWT only require N x 128 bits, against the N x 256
bits for witnesses. Therefore, SD-JWT brings an overhead of
(N —2) x 256 bits for storing a VC with the same claims. As
highlighted in the figure, CSD-JWT saves a significantly larger
portion of memory while increasing the number of claims,
achieving up to 46% storage reduction. These results demon-
strate that CSD-JWT is a valuable solution for selectively
disclosing credentials in constrained environments. Moreover,
this saving is even more impactful as each holder is expected
to maintain multiple credentials.

D. Generating and Verifying Verifiable Presentations

The compactness of CSD-JWT reduces the storage require-
ments for holding credentials and decreases the size of the VPs
shared with the verifier. These experiments aim to evaluate the
generation time and size of VPs, produced from VCs having
a different number of claims, while varying the percentage of
disclosed ones. Specifically, we generated 10 VCs each having

a number of claims equal to a multiple of 10, starting from
10 up to 100 and, for each of them, we varied the percentage
of disclosed claims from 0% + 1 of the total to 90% + 1.
Generation of Verifiable Presentations. We conducted ex-
periments to evaluate the latency of an RFC7228 class-2
constrained device in generating VPs using both selective
disclosure techniques. CSD-JWT and SD-JWT perform similar
operations to generate VPs, as both involve selecting claims
to disclose and signing them. This similarity is reflected in
the experimental results shown in Figure fal where CSD-JWT
achieves slightly better performance due to the smaller size of
the processed data. As anticipated, memory usage metrics for
the firmware also show no significant differences, with RAM
consumption remaining around 18%.

Size of Verifiable Presentation. Figures [4b] and [Ac| report the
results for VCs containing 10 and 100 claims, respectively.
As clearly shown, CSD-JWT consistently generates smaller
VPs than SD-JWT regardless of the number of disclosed
claims. In Figure #b] when the holder discloses a single claim
included in a VC with 10 claims, CSD-JWT achieves a 67%
reduction in the VP size, which decreases to 30% when all
the claims included in the VC are disclosed. The savings in
the VP size are even more significant when considering VCs
including a larger number of claims. Figure [4c| demonstrates
that with CSD-JWT, a VP disclosing 1 claim out of 100 is
93% smaller in size than the same VP produced with SD-
JWT. Even when all claims are being disclosed, CSD-JWT
still provides a 27% size reduction. Figure [3] illustrates the
reduction in VP size by varying the rounded percentage of
disclosed claims. These results highlight that CSD-JWT is
an effective method to generate VPs with reduced size and
network overhead, a feature that is particularly important in
scenarios where holders’ devices have limited memory and
network capabilities.

Verification of Verifiable Presentations. Finally, we evalu-
ated the time required for a verifier to assess the authenticity
of the presentations. Figure [6] shows the verification latencies
for claims of different sizes using both SD-JWT and CSD-
JWT. The latency for verifying a VP generated with SD-
JWT is negligible (up to a few us) since the procedure
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involves the verification of a digital signature, a handful of
hashing operations, and a comparison with a list of hashes.
In CSD-JWT, verification time is affected by the underlying
cryptographic accumulator. However, it remains on the order
of a few milliseconds, meeting the response requirement of
the Resource Animation Idle Load (RAIL) model proposed by
Googl As a result, the overhead introduced by CSD-JWT
is minimal and comparable to that of SD-JWT. Furthermore,
verification is performed by verifiers, which are entities typ-
ically equipped with more powerful computational resources,
making the impact of such overhead even less relevant.

E. Discussion of Results

This section provides further consideration of the conducted
experiments. It is worth noting that employing different im-
plementations could lead to improved performance.

Credential Issuance. The time required to issue a CSD-JWT
is higher than SD-JWT due to the complexity of the operations
performed. In particular, the most demanding operation is
the witness generation that, as demonstrated in [50f], for w
witnesses demands at least Q(w). However, the issuance time
is a few milliseconds and does not represent a concern as
trusted authorities acting as issuers may have more powerful
computing resources than those used for our experiments.
Furthermore, it is worth noting that as these operations are
always done on the issuer side, they do not affect at all the
computing capabilities of the holder.

Credential Storage. In CSD-JWT, the storage requirement
for the VC remains constant, regardless of the number of
claims included, as it only contains the accumulator value
and minimal data for management. This contrasts with SD-
JWT, where credentials contain a salted hash for each claim.
Although salts are shorter than the witnesses, CSD-JWT
offers a size reduction ratio of 27 — 93% for VCs with 100
claims, with even greater savings for credentials containing
more fields. In constrained environments, resources are shared
across different functions. For instance, it is essential that the
memory securely stores VCs and firmware, making even KB-
level reductions valuable. Additionally, minimizing resource

Thttps://web.dev/articles/rail

usage improves energy efficiency, a critical consideration in
resource-limited settings. Finally, while our evaluation focuses
on the overhead reduction for a single VC, identity owners are
projected to use multiple VCs by 2026, making the reductions
offered by CSD-JWT significantly more remarkable.

Verifiable Presentation. The generation of VPs must be
performed directly by holders. This is a logical consequence
of the fact that they have to prove ownership over the disclosed
information through a secret key. However, creating a VP does
not introduce a particular overhead. Similarly to SD-JWT, the
holder is only required to create and sign a JWT containing
the claims to be disclosed. This makes both CSD-JWT and
SD-JWT practical on constrained devices.

On the other hand, we observed remarkable differences in
the sizes of the VPs. In SD-JWT, the credential shared during
the presentation comprises the hashes of all the claims, thus the
size depends on the number of data included. In contrast, CSD-
JWT size is constant and only contains the accumulator value.
This minimizes the information shared, significantly reducing
the network overhead, and offering higher privacy.

VII. RELATED WORK

This section reviews the primary selective disclosure mech-
anisms for VCs, categorizing them based on the underlying
cryptographic techniques used to disclose claims. The cat-
egories include atomic credentials, hashed values, signature
schemes, and Zero-Knowledge Proofs (ZKPs) [51].

A. Atomic Credentials

Atomic credentials, or monoclaim credentials, represents
the simplest selective disclosure technique. A multiclaim cre-
dential is partitioned into a subset of monoclaim credentials.
Instead of having a single VC with N claims, the holder
will have N VCs, each containing a single claim. Although
this mechanism is compatible with existing solutions that do
not yet support selective disclosure, it does not scale with
credentials holding many data fields. Managing N distinct
credentials increases storage requirements, as each creden-
tial must include its metadata, cryptographic signatures, and
auxiliary data. This also affects verification, as verifiers must
individually validate each credential, raising computational
and time costs. Furthermore, this approach incurs remark-
able network overhead, as transmitting multiple credentials to
disclose claims negatively impacts communication efficiency
in bandwidth-constrained environments. These challenges are
addressed by more efficient mechanisms, such as CSD-JWT,
that do not need to generate multiple credentials to selectively
disclose claims.

B. Hashed Values

In hash-based methods, a VC includes the hashed values
of each claim instead of the claim themselves. SD-JWT [13]
is the state-of-the-art solution of JWT for selective disclo-
sure. Each claim in the JWT payload is combined with a
unique salt, hashed, and included in the credentials, ensuring
claims are not directly exposed. The holder is given a SVC
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containing the plaintext claims and their corresponding salts.
To disclose claims, the identity owner provides the verifier
with the SD-JWT, the plain text claims they wish to disclose,
and the corresponding salts. The verifier hashes each claim
with its salt and checks if they match the pre-images of the
hashed values in the SD-JWT. The main downside of this
method is the credential size, which grows with the num-
ber of claims, impacting storage and transmission efficiency.
Moreover, including hashes for all claims in the SD-JWT
can make the system susceptible to inference attacks based
on the credential’s structure. Similar to SD-JWT, De Salve
et al. [52]] propose using Hash-based Message Authentication
Codes (HMACS) [53] to replace plaintext claims in VCs. The
holder receives plain text claims and keys used to generate the
HMAC:s. During the presentation, the holder discloses selected
claims and keys, allowing the verifier to regenerate HMAC
and validate HMAC. However, this approach shares the same
limitations of SD-JWT. These drawbacks are addressed by
CSD-JWT, which maintains a fixed credential size regardless
of the number of included claims and prevents leakage of
additional information (e.g., claim number).

Merkle trees [54] can also be used to create valid proofs
for disclosed claims [55]]. Each leaf node represents a claim’s
hash, and parent nodes are obtained by hashing their children.
Thus, knowing the root hash, a verifier can confirm a claim’s
inclusion using a proof consisting of sibling hashes along the
path to the root. This method ensures fast verification while
keeping claims hidden but, contrary to CSD-JWT, results in
variable proof lengths as the tree size grows with the number
of claims in the credential. For binary trees, the path length
is loga(N), where N is the number of claims, potentially
revealing a range for the VC’s field count.

C. Signature Schemes

Signature schemes like Camenisch-Lysyanskaya (CL) sig-
nature [56|] are widely used in Anonymous Credentials (ACs)
[57], which can be seen as a special type of VCs, to ensure
privacy guarantees such as anonymity or unlinkability. These
schemes enable the holder to reveal specific claims while
preserving anonymity. However, the applicability of ACs is
limited being the authenticity of an identity or claim a primary
requirement in most real-world scenarios [58].

Historically, the foundational work was done by the CL
signature [56]], which relies on the hard RSA assumption.
Each message m,; is mapped onto a finite field using modular
exponentiation on random values a;b,s,c to generate the
signature. Given the public key pk = (n,aq,...,an,b,c) and
the signature (v, e, s) the verification is performed as follows:

e miy

v =al"...apb’c mod n 2

m;

For selective disclosure, the public key reveals a,"* rather
than a;. Several other schemes have been proposed [59]-
[62] with most of them using bilinear maps, allowing holders
to derive valid signatures for subsets of signed messages.
This prevents issuer-verifier collusion but introduces high

computational and storage overhead especially on the holder
side, making them less suitable for constrained environments.
Such concerns do not affect CSD-JWT, as the holder is only
required to select and sign the claim to disclose, without
performing complex cryptographic operations.

D. Zero-Knowledge Proofs

ZPKs [[63]] enable a prover to convince a verifier of the truth
of a statement without revealing any information beyond its
validity. Thus, they are often leveraged alongside signature
schemes to prove a possession claim without revealing the
actual information. Specifically, research has focused on Zero-
Knowledge Succinct Non-Interactive Arguments of Knowl-
edge (zk-SNARKS) [64], non-interactive methods to produce
ZKPs, where the prover produces proofs by encoding problems
as circuits. Schanzenbach et al. [|65] proposed ZKlaim, which
uses zk-SNARKSs with Groth’s scheme [66] to produce suc-
cinct proofs from an issuer’s constraint system. While verify-
ing proofs is efficient, their generation is time-consuming and
requires significant storage. Lee et al. [67] proposed a more
efficient commit-and-prove solution, though time and space
efficiency remain limited compared to hash-based methods
and CSD-JWT, where VP generation consists of selecting and
singing claims to disclose.

VIII. CONCLUSION

In this paper, we proposed CSD-JWT, a novel selective
disclosure mechanism that leverages a cryptographic ECC-
based accumulator to minimize the size of VCs, enabling the
identity owner to reveal only strictly necessary information.
We implemented CSD-JWT as an open-source solution and
conducted a comprehensive evaluation against the current
state-of-the-art, SD-JWT. Experimental results demonstrate
that CSD-JWT generates compact VCs and VPs that ensure
significant storage savings and minimize network overhead.
These enhanced features make it particularly suitable for
hardware wallets and IoT devices that usually have limited
storage, computing, and network capabilities.
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