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Abstract

Quantum computing poses fundamental risks to classical blockchain
systems by undermining widely used cryptographic primitives.
In response, two major research directions have emerged: post-
quantum blockchains, which integrate quantum-resistant algo-
rithms, and quantum blockchains, which leverage quantum prop-
erties such as entanglement and quantum key distribution. This
survey reviews key developments in both areas, analyzing their
cryptographic foundations, architectural designs, and implemen-
tation challenges. This work provides a comparative overview of
technical proposals, highlight trade-offs in security, scalability, and
deployment, and identify open research problems across hardware,
consensus, and network design. The goal is to offer a structured and
comprehensive reference for advancing secure blockchain systems
in the quantum era.

1 Introduction

Quantum technologies are moving fast, and two of the most talked-
about areas are the quantum internet and quantum blockchain. Both
are still in early stages, but the ideas behind them could reshape
how we think about secure communication, distributed systems,
and trust. The quantum internet aims to connect quantum devices
using entanglement and other quantum effects, while quantum
blockchain tries to build tamper-proof ledgers using quantum prin-
ciples or protect existing systems from quantum attacks.

There’s a lot of work happening in both areas, but much of it is
still experimental or theoretical. At the same time, these fields are
closely related: quantum networks could provide the foundation
for secure blockchain communication, and blockchains could help
organize distributed quantum systems. Still, there are many open
questions. How do you build reliable routing for entanglement?
Can we design consensus without classical trust assumptions? How
do we layer security in a quantum-native stack?

In this review, a small set of papers will be focused, where
each tackles a part of this broader problem. Some propose new
blockchain models based on quantum effects, others look at quan-
tum routing or layered security models. Each of them brings a
different idea to the table. The goal is not just to explain what each
paper says, but to look at how these ideas connect, what assump-
tions they make, and what gaps still exist.

2 Backgrounds

This section covers the key technical foundations needed to un-
derstand the systems discussed in this review. It introduces the
core quantum primitives, the basic structure of quantum networks,
and why integrating blockchain with quantum infrastructure has
become an important research direction.

2.1 Quantum Primitives

Quantum entanglement is a key resource in both quantum commu-
nication and computation. It allows for correlations between parti-
cles that are stronger than anything classical systems can achieve.
This property enables quantum key distribution (QKD), where two
parties can share encryption keys with provable security based
on quantum physics. QKD has been implemented over fiber and
satellite links, but it still faces distance and throughput limitations.

While QKD protects against many types of attacks, it does
not replace the need for digital signatures and consensus mech-
anisms. This is where post-quantum cryptography (PQC) comes
in. PQC uses classical algorithms—like lattice-based or hash-based
schemes—that are designed to resist attacks from quantum com-
puters running algorithms such as Shor’s. These schemes are being
standardized, but they often come with trade-offs in key size, sig-
nature length, or computational cost.

Entanglement and QKD are critical to how information is shared
securely in a quantum network, while PQC focuses on protecting
classical data from quantum attacks. These tools together shape
how quantum and classical security models can work in parallel or
be combined.

2.2 Quantum Networks

A quantum network is made up of nodes connected by links that
distribute entangled qubits. These links can be optical fibers or
satellite connections, and the network may include quantum re-
peaters to extend distances. Information isn’t sent directly as data
packets like in classical networks—instead, the goal is to create
and maintain entanglement across the network, which can then be
used for teleportation, secure key exchange, or distributed quantum
computation.

The control plane of a quantum network coordinates entangle-
ment generation, path selection, and resource management. This
introduces unique challenges: entanglement is fragile, cannot be
copied, and often decays quickly. As a result, routing and schedul-
ing in quantum networks must deal with probabilistic link behavior
and physical constraints that do not appear in classical systems.

Designing scalable quantum networks also means thinking in
layers—similar to how the classical internet has protocol stacks.
Efforts are underway to define such layered architectures, often
drawing from software-defined networking (SDN) and classical
internet design patterns, but adapted to quantum-specific require-
ments.

2.3 Integration Drivers

The idea of combining blockchain systems with the quantum in-
ternet is driven by the limitations of current distributed systems
and the expected capabilities of future quantum infrastructure.



Blockchains rely on consensus protocols and cryptographic prim-
itives that are vulnerable to quantum attacks. At the same time,
blockchains often assume trusted channels or delay-tolerant net-
works, which quantum communication could potentially improve.

On the other side, distributed quantum systems will eventually
need mechanisms for coordination, auditability, and decentralized
trust—goals that blockchain systems are already designed to sup-
port. Bringing these together opens up interesting design spaces:
for example, using QKD to secure blockchain transactions, using
quantum entanglement to prove timestamp integrity, or applying
blockchain logic to organize entanglement routing and resource
allocation.

This overlap has led researchers to explore hybrid systems,
quantum-native blockchain models, and layered security archi-
tectures that treat blockchain and quantum networks as comple-
mentary technologies rather than separate domains.

3 Thematic Analysis of Quantum Blockchain

To better understand the research landscape in quantum blockchain,
this section groups the key papers based on shared technical ideas
and system designs. Instead of reviewing each work individually, we
focus on the recurring themes that shape this field—such as the use
of entanglement, quantum-secured consensus, hybrid architectures,
and quantum routing. This thematic approach will make it easier
to compare different directions and identify where future work is
needed.

However, before going into the details of each work, it helps to
have a quick view of what each paper focuses on and where its
main contributions and limitations lie. Table 1 summarizes the core
set of papers covered in this review. This includes both foundational
ideas and more recent proposals, spanning different parts of the
broader quantum stack.

The table is organized to show each paper’s area of focus, the key
ideas it introduces, and the challenges it leaves open. This overview
is meant to provide context for the sections that follow, where each
work is examined in more detail and discussed in relation to others.

3.1 Foundations and Limitations

Blockchains store records in a chain of blocks, where each new
block references the hash of the previous one [37]. This design
prevents tampering, as modifying one block requires changing all
subsequent blocks. Classical blockchains rely on public-key cryptog-
raphy and one-way hash functions. However, both are vulnerable
to quantum algorithms—Shor’s algorithm can factor large numbers
in polynomial time [1], and Grover’s algorithm offers quadratic
speedups for brute-force search [39]. A large enough quantum com-
puter could forge signatures or find hash collisions easily [2], which
threatens blockchain integrity. These concerns highlight the need
to explore solutions that can withstand quantum attacks.

A quantum blockchain uses quantum information to achieve
ledger security [3]. This is not a simple upgrade. It involves methods
such as quantum key distribution (QKD) [4-6] and entangled states
to detect tampering and handle trust among distributed nodes. So
far, these ideas exist mostly in theoretical research and small-scale
tests [3, 7-9], but they promise a way to secure blockchains against
future quantum threats.

3.1.1 Classical Cryptographic Vulnerabilities: Firstly, there is a
public-key cryptography vulnerability. Systems like RSA or ECDSA
assume that factoring large numbers is extremely hard. Shor’s algo-
rithm can factor these in polynomial time [1], which weakens the
security of digital signatures and may eventually allow attackers to
sign transactions they do not own.

Secondly, there is the hash function weakening issue. Hashing
prevents unauthorized changes to data because it is costly to find
two inputs that produce the same output. Grover’s algorithm pro-
vides a quadratic speedup for brute-force attacks [39], weakening
standard hash security and making brute-force collision finding
much faster than before.

Thirdly, there is a consensus impact. Quantum computers may
compute proof-of-work (PoW) puzzles more quickly [10, 11], which
introduces vulnerabilities such as 51% attacks (in PoW or PoS), quan-
tum key theft (breaking RSA/ECDSA), and replay attacks. These are
all possible to some extent under classical blockchain assumptions.

If the above concerns are not handled carefully, classical blockchains
can no longer guarantee safe transactions in the future. An attacker
with a powerful quantum computer could rewrite parts of the ledger,
forge ownership, or compromise consensus protocols. A visual sum-
mary of this progression is shown in Figure 1.

3.1.2  Key Components: Although quantum blockchain designs
vary, most share the following components:

Quantum-Resistant Cryptography: Since traditional meth-
ods may be broken by quantum computers, post-quantum cryp-
tography—such as lattice-based or error-correcting code-based ap-
proaches—is proposed [12, 13]. Another strategy is to use fully
quantum approaches like quantum keys and one-way transforma-
tions that are impossible to reverse without a trapdoor [3, 7-9].

Entangled State Storage: Some designs propose linking blocks
through entangled quantum states such as GHZ states. This means
that if a block is entangled with the previous one, any tampering
would collapse the entanglement and be instantly detectable [14—
16].

New Consensus Mechanisms: In a quantum blockchain, con-
sensus needs to be reimagined. Instead of mining or staking, some
systems use quantum random number generators [17] to ensure
true unpredictability in block selection. Others propose interactive
verification tests, where multiple nodes validate quantum-generated
blocks collaboratively [3, 7-9].

Quantum Network Challenges: Running a quantum blockchain
is not just a software problem—it requires specialized hardware.
Real-world quantum networks depend on technologies such as
photon-based repeaters or superconducting qubits. However, quan-
tum states are fragile; noise and decoherence can degrade the quality
of stored and transmitted data [4-6].

3.1.3 Implementation Challenges: Shor’s and Grover’s algorithms
remain the most prominent threats to classical security [1, 39].
While some mitigation can be achieved by increasing key and hash
lengths, this is unlikely to provide a long-term solution once scalable
quantum hardware becomes available [2].

Current quantum processors are still early in development, often
with only dozens or hundreds of qubits. IBM, for example, has
systems with 127 qubits. These processors suffer from high error



Table 1: Overview of Key Literature in Quantum Blockchain and Quantum Internet

Reference

Area

Contributions

Limitations

Rajan & Visser (2019)
(3]

Kiktenko et al. (2018)
(8]

Sun et al. (2019) [6]

Pant et al. (2019) [50]
Yang et al. (2024) [66]
Shi & Qian (2020) [65]
Bernstein & Lange
(2017) [12]

Xu et al. (2020) [29]
Yang et al. (2023) [25]
Lo, Curty & Tamaki

(2014) [63]

Tannu & Qureshi (2019)
[19]

Quantum Blockchain

Quantum Blockchain
Security

Logic-based Quantum
Blockchain

Quantum Routing

Asynchronous Quan-
tum Routing

Concurrent Entangle-
ment Routing

Post-Quantum Cryp-
tography

QKD Systems

Quantum Computing
Survey

QKD Protocol Secu-
rity

Quantum Hardware

Introduced entanglement-in-time concept
for quantum ledger integrity

Hybrid design using QKD and classical
blockchain primitives

Integrated logic reasoning and quantum-
enhanced signatures

Developed model for entanglement-based
routing over quantum networks

Proposed DODAG-based routing using lo-
cal state updates for entanglement paths

Parallel entanglement routing design for
high-throughput quantum networks

Survey of lattice, hash-based, and code-
based quantum-safe schemes

Comprehensive analysis of QKD protocol
security and device imperfections

Structured overview of quantum hard-
ware, networks, cryptography, and ML

Formal security analysis of BB84 and
decoy-based QKD implementations

Highlighted variability in qubit fidelity
and performance-aware scheduling

Implementation remains theoretical; lacks
scaling architecture

Requires quantum communication infras-
tructure not widely available

No physical implementation; heavy re-
liance on untested consensus logic

High dependency on link reliability; syn-
chronous coordination needed

No real-world validation; assumes homo-
geneous node behavior

Link correlation and physical loss model-
ing not fully covered

Trade-offs in key sizes and speed; unclear
real-world performance

Distance limitations; low throughput hin-
ders global adoption

Lacks empirical data or case studies;
mainly theoretical

Doesn’t cover new QKD integration with
quantum internet stacks

Limited scalability; variability remains
hard to mitigate in hardware

Blockchain Vulnerabilities
(Shor’s, Grover’s Algorithms)

Classical Blockchain
(e.g., RSA, ECDSA)

Post-Quantum Benefits
(Quantum-Resilient, Tamper-Proof)

Quantum Blockchain
(QKD, Entangled States)

Figure 1: A linear progression showing the evolution from classical blockchain to post-quantum benefits.

rates, limiting their practical use [19, 20]. Nonetheless, hardware is
improving, and the goal of building thousands or millions of stable
qubits remains a central research focus.

Quantum states themselves are fragile and collapse when ob-
served. Entangled states can lose consistency over time [21-24],
which presents a serious challenge for blockchain designs that rely
on entanglement. The verification process must avoid unintention-
ally destroying the very state being validated. Moreover, sustaining
large-scale entanglement demands sophisticated quantum engineer-
ing.

Consensus over quantum channels introduces further complex-
ity. Multi-party protocols may be needed, where nodes measure
different parts of a quantum state with randomly chosen bases.
The measurement results must align with expected patterns to con-
firm validity. This makes consensus more complex than in classical
systems and raises concerns about performance and scalability.

3.1.4  Critical Observations: Quantum computing fundamentally
shifts the assumptions behind blockchain security, but implement-
ing a full quantum blockchain requires advanced physics. This
includes stabilizing qubits and deploying quantum networks that
can tolerate distance and noise. Many projects do not yet have the
resources or expertise to realize such systems. Meanwhile, the clas-
sical blockchain community is well-established, whereas quantum
blockchain development is still early-stage. Researchers must build
prototypes and refine protocols without sacrificing speed, which
will take time and significant investment.

Some research papers inaccurately describe Shor’s (1994) and
Grover’s (1996) algorithms as “recent advances,” despite their age.
The true concern is the increasing pace of hardware progress. More-
over, several papers overlook critical issues like state stability and
scalable quantum consensus. Quantum blockchains require enor-
mous computational resources and coordination, which can limit



adoption even among large organizations. A clearer treatment of
these concerns would provide a more balanced view.

Quantum computers will almost certainly compromise tradi-
tional blockchain security. To address this, post-quantum cryp-
tography and quantum-native designs must be actively explored.
Both offer promise, but also face significant engineering and de-
sign challenges. Entangled ledgers, quantum-proof signatures, and
reimagined consensus mechanisms are theoretically compelling,
but remain unproven at scale. For now, research continues at the
intersection of theoretical innovation and small experimental sys-
tems. By preparing early, the field aims to avoid a disruptive crisis
when quantum attacks become viable.

3.2 Computing & Networking Challenges

A broad overview of quantum computing and communications
from a computer science perspective [25] is essential to understand-
ing the field. Therefore, it is important to explore four key areas
that are expected to form the future of the quantum Internet: quan-
tum computers, quantum networks, quantum cryptography, and
quantum machine learning. This section discusses their historical
development and addresses major questions related to feasibility,
performance, and security. Table 2 summarizes the core technical
challenges and current status across these subfields, highlighting
their interdependence in realizing a scalable and secure quantum
infrastructure.

3.21 Complexity of Quantum Research: Quantum technologies
have made rapid progress, with universal quantum computers now
supporting hundreds of qubits and quantum annealers reaching
thousands [26, 27]. Simultaneously, advances in quantum network-
ing, cryptography, and machine learning have made the field more
diverse. Without a structured guide, researchers and developers
can easily become overwhelmed.

This work explains how quantum mechanics allows computation
through principles like superposition and entanglement. It identi-
fies key problems in building scalable and fault-tolerant quantum
hardware [28], describes how quantum networks use entanglement,
quantum repeaters, and specialized routing to connect quantum
devices across distances [50], reviews quantum cryptographic tech-
niques such as quantum key distribution (QKD) [29], and explores
quantum machine learning applications, including how quantum
computing can speed up optimization problems or improve data
analysis through hybrid quantum-classical methods [30].

3.2.2  Methodological Foundations: Quantum computers offer ex-
ponential speed-ups through principles like superposition and en-
tanglement. However, noise and decoherence disrupt quantum
states, and the number of available qubits remains too small for
large-scale computations [19]. Error correction is also difficult, as
maintaining fault tolerance while scaling up quantum processors
poses a significant engineering challenge.
Quantum networks rely on entanglement distribution via Einstein-

Podolsky-Rosen (EPR) pairs and quantum repeaters [31]. Connect-
ing quantum devices over long distances is complex due to fragile

quantum states, signal loss, decoherence, and the challenge of build-
ing efficient repeaters [50]. Unlike classical signals, quantum infor-
mation cannot be copied or amplified, necessitating new routing
methods for probabilistic entanglement and teleportation.

3.2.3 Quantum Cryptography: Quantum computing threatens cur-
rent cryptographic schemes like RSA and ECDSA, making quantum-
safe alternatives essential.

Post-quantum cryptography: It relies on lattice-based or code-
based techniques [12, 13].

Quantum key distribution (QKD): It ensures secure commu-
nication using quantum principles, as demonstrated in BB84 and
E91 protocols [35, 41].

Other approaches, such as quantum signatures and coin-flipping,
remain theoretical but highlight broader potential [36].

However, quantum cryptography has drawbacks. Despite theo-
retical unbreakability, real-world QKD systems face low key gen-
eration rates, DoS attack susceptibility, and operational distance
limitations [29], all of which challenge its global practicality.

3.24 Quantum Machine Learning: Quantum hardware may accel-
erate tasks like large-scale optimization using quantum annealing
and variational circuits. Quantum machine learning aims to en-
hance data analysis, while classical machine learning can optimize
quantum experiments. However, today’s quantum processors are
too noisy and lack sufficient qubit connectivity for large, real-world
datasets. Designing scalable, hybrid algorithms remains an open
problem.

3.25 Integration Challenges: Integrating quantum computing, net-
working, cryptography, and machine learning into a unified system
is a major challenge. Each subfield has different performance re-
quirements, noise sensitivities, and hardware constraints. Ensuring
system compatibility demands overcoming fundamental issues and
developing standardized protocols.

While each subfield offers breakthroughs, the path to functional
quantum networking remains difficult due to scalability, stability,
and integration challenges. Figure 2 illustrates the integration issues

briefly.

Diverse
Performance Noise Scalability
Requirements  Sensitivity Issues
Integration Challenges
Hardware Standardization High Resource

Compatibility — Gaps Overhead
Figure 2: Challenges in Integrating Quantum and Classical
Systems

3.2.6 Open Research Questions: Quantum Hardware Constraints:
Quantum computers still have limited stable qubits. Noise and deco-
herence shorten coherence times, and low-temperature operation



Table 2: Core Technical Challenges Across Quantum Subfields

Subfield

Key Technical Challenge

Current Status

Quantum Hardware

Quantum Networking

Quantum Cryptography

Quantum Machine Learning

High-fidelity multi-qubit operations, scalability,
cryogenic control integration

Stable long-distance entanglement distribution,
quantum repeater deployment

Efficient quantum key distribution (QKD), inte-
gration with classical infrastructure

Variational circuit stability, hybrid algorithm tun-

Advancing via superconducting and trapped-ion
platforms (IBM, Google, IonQ)

Prototype networks under test; early QKD deploy-
ments in metropolitan areas

Actively standardized (e.g., ETSI, ITU); limited
real-world adoption

Early-stage with limited scalability; constrained

ing on NISQ devices

by hardware noise and data loading

is required [19]. Improved hardware is necessary to move toward
practical systems.

Networking Complexity: Creating a global quantum Internet
is difficult. Entanglement weakens over distance, and quantum
routers must re-establish links continuously. No-cloning prohibits
signal amplification, limiting scalability [32].

Security Versus Performance Tradeoff: Quantum comput-
ing threatens current cryptographic systems. While post-quantum
methods exist, they may reduce performance and demand infras-
tructure overhauls [33].

Quantum Machine Learning Limitations: Quantum machine
learning is promising but limited by current hardware and dataset
compatibility. More research is required to realize practical applica-
tions [34].

Progress depends on strong theory, significant investment, and
standards for integration. Quantum systems must be combined with
classical infrastructure, which adds complexity beyond scientific
research [28].

These works however lacks implementation detail. They does
not fully explain quantum-classical interaction, especially error
correction and hardware challenges. They also lacks a roadmap for
scaling from prototype to large-scale systems.

A few real-world case studies are discussed as well. Although the-
oretical models are explored, practical examples or benchmarks are
missing. Security discussions largely focus on well-known quantum
attacks, omitting side-channel vulnerabilities and the deployment
of post-quantum cryptography at scale.

The future of quantum computing depends on solving these lim-
itations—advancing hardware, securing networks, and integrating
with classical systems. Industry interest is growing, particularly in
areas like quantum cloud services and QKD. With improvements
in error correction, entanglement distribution, and post-quantum
cryptography, a global quantum Internet may emerge within the
next decade.

3.3 Post-Quantum vs. Quantum Blockchain

The main challenge facing blockchain technology is the rapid
progress in quantum computing. In particular, the problems in-
herent in our current cryptographic and consensus systems need
to be discussed before outlining how post-quantum and quantum
blockchains can address these issues.

3.3.1 Problem Identification: Classical blockchains depend on public-
key cryptography (such as RSA and ECDSA) and robust hash func-
tions (like SHA-256) to secure transactions and maintain system
integrity [37, 38]. However, quantum algorithms—most notably
Shor’s algorithm [1] for factoring and Grover’s algorithm [39] for
search—pose serious risks. Quantum computers can break these
cryptographic methods. If an adversary uses Shor’s algorithm to
factor large integers, they could derive private keys from public
keys, thereby compromising the entire blockchain system.

Consensus Vulnerabilities: Blockchain networks rely on con-
sensus mechanisms, such as proof-of-work, to validate transactions
and maintain a decentralized ledger [37]. Quantum computing may
allow an attacker to solve proof-of-work puzzles much faster than
classical computers, potentially leading to a 51% attack. This dispar-
ity could let a malicious actor control the network, rewrite history,
or disrupt the consensus process.

Hardware and Networking Limits: Current quantum hard-
ware is still in its infancy—limited qubit counts, high noise levels,
and rapid decoherence hamper practical large-scale computations.
Additionally, while quantum key distribution (QKD) offers a se-
cure means for exchanging keys, distributing entangled states over
long distances is extremely challenging due to signal loss and the
no-cloning theorem [40, 41]. Without scalable and stable quan-
tum hardware and networking, fully quantum blockchain systems
remain largely theoretical.

Performance Trade-offs: Replacing classical cryptography
with post-quantum alternatives introduces performance challenges.
Many post-quantum schemes require larger key sizes and more
computation, which can slow down transaction processing and
complicate integration with existing infrastructure.

3.3.2  Solution Approaches: After understanding the problems, the
two main approaches to secure blockchain systems in a quantum
era are outlined below.

Post-Quantum Blockchains:

e What: Replace vulnerable classical cryptographic primitives
with quantum-resistant alternatives.

o Why: These rely on mathematical problems that are hard for
quantum computers (e.g., lattice-based or code-based schemes)

[12].



e How: For instance, lattice-based schemes based on the Shortest
Vector Problem (SVP) or Learning With Errors (LWE) [42, 43] are
proposed. They secure transactions but increase computational
overhead.

Quantum Blockchains:

e What: Rebuild blockchain architecture using quantum technolo-
gies.

o Why: Employ QKD, quantum digital signatures, and quantum
data structures for security grounded in quantum mechanics
[44, 45].

e How:

- Hybrid Quantum Blockchains: Combine classical infras-
tructure with quantum techniques (e.g., QKD) [46].

— Fully Quantum Blockchains: Represent each block as a
quantum state linked by entanglement [45]. Practical deploy-
ment remains constrained by current hardware.

3.3.3  Issue Significance: These problems strike at the core of blockchain

trust:

e If cryptographic methods fail, the trust model collapses.

e A compromised consensus mechanism undermines decentraliza-
tion.

e Limitations in current quantum technology hinder practical de-
ployment.

e Performance trade-offs discourage the adoption of new crypto-
graphic methods.

A clear understanding of these issues is critical. Whether up-
grading classical systems with post-quantum cryptography or de-
veloping quantum-native blockchains, addressing these problems
is key to securing decentralized systems in the quantum era.

3.4 OQuantum Internet Routing Challenges

As we know, the future of the Computing Industry will be in Quan-
tum Computing, and as a by-product, a lot of work is already going
on in the Quantum Internet sphere [47-49, 61, 62]. However, for
efficiency on the Internet, we need advanced quantum networking
techniques that have significantly risen. Routing quantum entangle-
ment without relying on fixed time slots is a big challenge because
quantum links are really unpredictable and short-lived [50, 51].
Traditional methods that use synchronized time slots can waste
resources because entanglement doesn’t always happen at the right
time. Therefore it is important to explore asynchronous routing,
which means that the network updates its connections in real-time
rather than following a fixed schedule. Quantum repeaters play an
important role here, as they help extend entanglement over long
distances [52, 53]. However, these repeaters are fragile as well, and
entanglement swapping is not always successful. The best way to
connect two distant nodes is to let each part of the network make
local decisions as soon as entanglement becomes available. I felt
this can justify a better use of quantum resources and therefore
improve the chances of successfully routing entanglement over
long distances. Finally, the most important more here is: What is
the best way to connect two remote nodes when each quantum link
is probabilistic and has a limited lifetime?

3.4.1 Asynchronous Quantum Routing Complexity: The problem
here is very practical. Quantum networks need to create connec-
tions over long distances using repeaters. Traditional methods use
synchronized time slots, where all nodes try to create and swap en-
tanglement at the same time. But this wastes many entangled pairs
because not all attempts succeed. Since quantum states disappear
quickly [57], wasted entanglement makes the network inefficient. A
better way would be an asynchronous approach, where each node
updates its connections independently based on local information.
This is like how classical networks find paths using distributed
graphs. With this method, quantum networks can save resources
and improve their chances of creating stable connections over long
distances.

3.4.2  Asynchronous Routing Techniques: This work has been built
on three main components, as illustrated in Figure 3. First, it uses
quantum repeaters which generate entangled pairs over direct links
between adjacent nodes. These repeaters do entanglement swap-
ping so that a connection between distant nodes can be built from
many short links [60]. Second, it introduces a system that keeps an
ongoing update of these connections in a network graph, which can
be a destination-oriented directed acyclic graph (DODAG) or a span-
ning tree. Instead of waiting for all nodes to update together, each
node independently updates its status based on what it sees around
it [58, 59]. Third, the approach mixes quantum operations (like
creating and swapping entanglements) with classical operations
(i.e., sending out routing information). Nodes listen for connection
requests and use their local network information to choose the next
node to connect with. This method saves unused entanglements
for future use and avoids making all nodes act at the same time.

This approach is built on many well-known ideas as well. For
instance, the concept of quantum-native repeaters was introduced
by Briegel et al. [52] and further studied in some later works [53, 54].
The idea of using distributed graph structures for routing is taken
from classical networking research [55, 56].

3.4.3 Components and Challenges: Each node in the network tries
to create a quantum link with its neighbors, succeeding with a
chance indicated by the parameter p. Swapping connections at
intermediate nodes, needed to extend the link further, also has a
success rate, represented by g. Nodes only know what’s happening
with their direct connections, which complicates finding the best
path across the whole network. They solve this by updating a shared
map of connections on their own, using only local data. Whenever
a node needs to extend the connection, it uses this map to decide
where to send the request next.

The big challenges here are the unpredictability of quantum
operations because, as we know, the connections can fail to establish
or drop unexpectedly and the fact that quantum links don’t last long.
Also, delays in updating the map can cause the route decisions to be
based on old, incorrect information. Lastly, since each node updates
its own map, the system has to be smart about avoiding loops and
dead ends. The design takes ideas from classical distributed routing
algorithms [50, 51] to avoid these issues.

The asynchronous approach can significantly improve the entan-
glement rate compared to synchronous methods. In synchronous
protocols, all nodes are forced to use up available entanglements at



Characteristic

Classical Blockchain

Quantum Blockchain

Post-Quantum Blockchain

Security

Consensus

Performance

Scalability

Implementation
Readiness

Vulnerable to quantum at-
tacks (Shor, Grover)

Proof-of-Work / Proof-Of-
Stake

High throughput in classical
systems

Well-tested, mature infras-
tructure

Fully deployed in real-world
applications

Uses quantum cryptography
(QKD, entanglement)

Quantum-secured consensus
(Quantum RNG, QKD)

Experimental, requires quan-
tum resources

Limited by quantum hardware
challenges

Mostly theoretical, few small-
scale experiments

Resistant to quantum attacks (Lattice,
Hash-based cryptography)

Modified PoW/PoS with post-
quantum cryptographic methods

Higher computational cost due to
larger key sizes

Still emerging, performance improve-
ments ongoing

Actively researched, partial real-
world deployment

Table 3: Comparison of Blockchain Approaches: Classical, Quantum, and Post-Quantum

Asynchronous Entanglement Routing Components

Quantum Repeaters: Generate entangled pairs over direct links [60].

Network Graph Update: Nodes update DODAG or spanning tree asynchronously [58, 59].

Hybrid Quantum-Classical Operations: Mix entanglement swapping with classical routing data.

Figure 3: Key Components of Asynchronous Entanglement Routing

fixed times, which can lower the overall rate. With asynchronous
routing, unused direct-link entanglements are preserved and can
be reused in future routing attempts. This results in a higher upper
bound for the entanglement rate. The improvement is even more
noticeable when the coherence time increases. It is needless to say
as soon as we see the quantum hardware advances and coherence
times become longer [59], asynchronous routing protocols may
become essential.

There are still open challenges, however. For example, this work
assumes that all nodes and links are homogeneous. In real networks,
link qualities and node performances vary widely. Also, while they
showed simulation results on grid topologies, the performance on
more irregular networks is not fully explored. Finally, they did not
have a good discussion on the security aspects of the protocol. In a
practical network, delays and asynchronous updates might open
new vulnerabilities that might need some additional attention.

Apart from the open challenges, these work does not go into
detail about how the classical update process integrates with the
quantum operations. The delay in classical communication is a
critical factor, and, given the short coherence times, it is much
more difficult in the event of quantum operations; the protocol
does not fully address how to mitigate this issue. Security concerns,
for example, the risk of malicious behavior in an asynchronous
environment, are not analyzed as well.

The introduction of an asynchronous entanglement routing pro-
tocol for quantum networks works by updating a shared network

graph using local information, making it both simple and effective.
It outperforms traditional synchronous methods by saving entan-
glement resources and increasing the entanglement rate. However,
further testing in real-world conditions is needed to account for
differences in network components and potential security risks.
Overall, this study is an important step toward a scalable and effi-
cient Quantum Internet.

However, these works are important because by proposing an
asynchronous entanglement routing protocol, they made a great
contribution to the field of quantum networking. The idea of main-
taining a distributed graph with local information is both simple
and effective. This method shows a clear advantage over traditional
synchronous approaches. However, it is also important to test the
protocol under realistic conditions. In one line, this work can be
considered a great step towards an efficient Quantum Internet.

3.5 Entanglement Distribution

Given that the future is in Quantum Computing, we need to improve
end-to-end entanglement in large quantum networks. This paper
has used a multi-tree routing method that builds several destination-
oriented directed acyclic graphs (DODAGs) at the same time. This
method works for different network layouts i.e., grids, barbells, and
realistic networks such as ESnet and Internet2. It is needless to
say, by using multiple trees instead of a single one, it is very much
possible to get a better end-to-end entanglement rate. Based on the
simulations illustrated, it can be seen that the multi-tree method



gives higher entanglement rates than both the single-tree method
and the traditional synchronous methods [61, 62].

3.5.1 Multi-Tree Quantum Routing Complexity: The main problem
in entanglement distribution is to create end-to-end entanglement
over long distances. In a quantum network, nodes must swap en-
tanglements using intermediate repeaters [52, 53]. In many meth-
ods, the routing is divided into two phases. In the external phase,
nodes create direct entanglements with each other. In the internal
phase, repeaters swap these entanglements to connect distant nodes
[50, 65]. However, using fixed time slots in these two phases can
waste entanglement because the quantum links are not stable and
the results are unpredictable. It can easily be noticed however that,
in an asynchronous method, where each node updates its own view
in real-time, can make better use of the available entanglement.

3.5.2  Background of Multi-Tree Routing: This work has been built
on their earlier asynchronous routing protocol [66]. They started
by forming a tree-like structure from the available direct links. This
tree may be a DODAG or a spanning tree. Each node uses only the
local information it gathers from its neighbors, much like classi-
cal routing methods [55, 56]. Then, instead of using one tree, they
formed several trees (a multi-tree or DODAG forest). With multiple
trees, nodes in dense areas can choose the best path. This structure
helps avoid long detours that occur when using a single central root.
In their method, quantum operations (for entanglement generation
and swapping) work together with classical operations (for exchang-
ing routing messages) to keep the network graph updated[67, 68].

In these works, however, every node here tries to create a direct
link with its neighbors. As noted alike the previous one, the chance
of success for each direct link is given by p, and the chance of success
for entanglement swapping at a repeater is given by g. Each node
only sees the links to its immediate neighbors. They then update
a local map of the network, called the instant topology. When a
node needs to forward a connection request, it looks at this map
to choose the best next node. The main challenge is that quantum
links are probabilistic and decay quickly. If the local map is not
updated fast enough, the routing decision may use old information.
Also, when many trees share the same area, loops, and redundant
paths might occur. Our design uses simple rules, such as each node
choosing only one parent per tree, to avoid these problems [50, 65].

It is also observed that the multi-tree approach gives better re-
sults than the single-tree method or the traditional synchronous
routing. In synchronous protocols, all nodes swap entanglement
at fixed times. This fixed schedule can use up all the available en-
tanglements even when some links are not ready, which lowers
the overall rate [50]. With an asynchronous multi-tree method,
unused direct-link entanglements are saved for later use. This saves
resources and raises the maximum achievable entanglement rate.
The benefit becomes even clearer when the coherence time of the
quantum links is longer [59].

As noted in the previous challenge, these works assume that all
links and nodes are the same, but in real networks, they vary. Also,
the simulations mainly use grid and barbell topologies. More tests
are needed on irregular networks.

It is true that, through this multi-tree quantum routing, a promis-
ing way to improve end-to-end entanglement rates in large net-
works is established. The idea of using multiple DODAGs to form
a distributed graph with local updates helps save entanglement
and raises the overall rate. Further research that will deal with
network heterogeneity and address the security concerns is needed,
however.

3.6 Quantum Internet Security Models

As we know, the quantum internet holds great promise for se-
cure communication and advanced computing. However, it also
faces unique security challenges that must be solved to protect
its Confidentiality, Integrity, and Availability (CIA). Features like
superposition bring new types of vulnerabilities that do not exist in
classical networks. Related previous papers did not discuss security
issues; however, this paper looks at the security challenges in the
different layers of the quantum internet: the physical, link, network,
and application layers. They have, however, used only the vulnera-
bilities and mitigation techniques that have been reported in the
literature to build a framework that mixes classical and quantum
methods for protecting the network [62, 63].

3.6.1 Security Challenges in Internet: Quantum mechanics gives us
benefits such as the no-cloning theorem and measurement-induced
disturbance, which help detect eavesdropping [41]. On the other
side, these same features create new challenges. For example, while
Quantum Key Distribution (QKD) can offer unconditional security,
it can still be attacked by methods such as Photon Number Splitting
(PNS) and Trojan-horse attacks [73, 74]. This work has found out
that even though quantum protocols promise very high security,
the hardware is often noisy and the classical channels used for
control and routing may add extra weaknesses. This layered nature
of the quantum internet makes it necessary to study security risks
at every level.

The approach in these studies was to break down the quantum
internet into layers, much like the classical network protocol stack.
They have identified the following layers:

o The physical layer > Quantum memories and the transmission
media.

e The link layer > Handles the direct transmission of qubits and
the operations of quantum repeaters.

e The network layer > Deals with the routing of entanglement.

e The application layer > Supports quantum applications such
as QKD, quantum teleportation, and distributed quantum com-

puting [79].

It is very important to discuss the main components at each layer,
as illustrated in Figure 4 and the specific attacks that target them.
It is also very important to review the mitigation techniques that
others have proposed.

3.6.2 Components and Challenge: These work breaks the security
framework into 4 main layers. In the physical layer, the main chal-
lenges come from the fragile nature of quantum devices. Photon-
based systems can be attacked by PNS or Trojan-horse methods
[74, 80]. These attacks try to steal information by abusing imper-
fections in photon sources and detectors.
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Figure 4: Layer-Wise Security Framework for the Quantum
Internet

In the link layer, the focus is on the direct channels between
nodes. Quantum repeaters are used to extend the range of entangle-
ment. However, these repeaters can be attacked by methods such
as entangling-probe attacks or even man-in-the-middle attacks if
an attacker takes control of a node [52, 53].

In the network layer, the challenge is to route entanglement
over complex network layouts. Many routing schemes use classical
control that is synchronized across the network, which creates
single points of failure. If, for example, an attacker can compromise a
repeater or change routing messages, the end-to-end entanglement
can be seriously affected [50, 65]. Finally, at the application layer,
protocols like BB84 and entanglement-based QKD are vulnerable to
advanced attacks. Even though these protocols have ways to detect
eavesdropping, they still face side-channel attacks and timing errors
[41, 63]. A brief version is illustrated in Figure 4.

A layer-wise analysis is very important to fully understand the
security of the quantum internet. Each layer has its own set of
challenges. For example, the physical layer is very much limited
by hardware flaws and environmental noise, while on the other
hand, the link and network layers face issues with synchronization
and trust. The application layer must unite quantum and classical
security models for sure. One key comment is that many attacks
work because current quantum networks still depend on classical
communication channels. In the near future, as soon as the quantum
systems improve, it will be a much more complex and sophisticated
task to design flexible security measures that handle both quantum
and classical weaknesses [69, 77].

There are several open challenges however. Many current studies
assume that network components are uniform, but real networks
are not. Also, the security of routing protocols in an asynchronous
environment is not yet fully proven, especially when attackers may
exploit untrusted nodes [78]. Future work should develop dynamic
security solutions that can adapt to network changes in real-time,
much like what we see in the regular approaches.

One limitation worth mentioning here is that they do not fully
integrate the fast-changing quantum states with the slower classical
update processes. This delay in classical communication is a big
problem because qubits lose their state quickly, and the framework
does not completely solve this issue [69]. Also, while the framework

provides a useful layer-by-layer breakdown, it sometimes assumes
ideal conditions. In real networks, components can be very different,
and link qualities may vary. Finally, the paper does not include
extensive experimental tests or detailed simulations on irregular
network topologies.

In simple words, the quantum internet is a groundbreaking tech-
nology that has its own set of unique features, however, because of
them, it also creates a new set of security challenges that need a de-
tailed, layer-by-layer analysis. This work sets out a security frame-
work that covers vulnerabilities at different layers and suggests
possible countermeasures. It is needless to say that, the framework
shows promise, however, more research is needed to refine these
strategies and also someone needs to test them in real-world net-
works (which will be the hardest part). Lastly, developing adaptive
and strong security measures is important to ensure the long-term
integrity and reliability of the quantum internet for practical use.

4 Discussion

This review has outlined two main paths forward in blockchain
security under quantum threats: post-quantum cryptographic up-
grades and fundamentally quantum-native systems. While both
directions are promising, neither is without deep technical and
practical challenges. This section identifies open problems and
highlights research areas that demand further attention.

4.1 Key Research Gaps

Despite recent progress, significant gaps remain:

e Hardware Limitations: Quantum blockchains require quan-
tum memories, entangled state distribution, and error-corrected
qubits—all of which remain experimental or unavailable at scale.

¢ Routing Realism: Most quantum routing models rely on ideal-
ized assumptions (e.g., perfect links, synchronized timing). Real-
istic simulations and testbeds are urgently needed.

o Incentive Models: Few papers explore economic or game-theoretic
models for quantum consensus. The interaction between incen-
tives, verification costs, and quantum randomness needs deeper
exploration.

e Cross-Layer Design: Most current work focuses on individual
protocol layers. Integrated approaches—considering quantum
hardware constraints, security assumptions, and blockchain ar-
chitecture—are rare.

e Lack of Testbeds: Experimental validation is minimal. Even hy-
brid quantum-classical blockchain prototypes are largely untested
outside simulations.

4.2 Design Trade-offs

Post-quantum cryptographic schemes introduce computational and
storage overhead, which may not be acceptable in low-latency or
resource-constrained environments. Quantum blockchain designs,
while theoretically secure, demand advanced hardware and suffer
from limited throughput, poor scalability, and operational fragility.
Researchers must explicitly weigh these trade-offs when designing
protocols.

Future designs may benefit from hybrid architectures that com-
bine:



Table 4: Security Threats and Mitigation Strategies Across Quantum Internet Layers

Mitigation Strategies

Layer Security Risks

Physical Qubit decoherence, thermal noise, photon loss, side-
channel leakage from quantum hardware (e.g., emis-
sion timing, power traces)

Link Interception of quantum states (quantum man-in-the-
middle), channel tampering during entanglement dis-
tribution, measurement disturbance

Network Malicious or compromised nodes disrupting entan-
glement routing, denial-of-service through entangle-
ment flooding, manipulation of routing metadata

Application Trojan-horse attacks (e.g., injecting light to extract

info), delay/timing-based side-channel leakage, pro-

Quantum error correction, low-temperature shield-
ing, fault-tolerant design, side-channel-resistant hard-
ware interfaces

Quantum authentication protocols, decoy-state QKD,
entanglement purification, Bell-test-based link verifi-
cation

Quantum-aware routing (e.g., entanglement-aware
Dijkstra), authenticated control-plane messages,
multi-path redundancy, topology-aware monitoring

Device-independent  quantum  cryptography,
quantum-safe digital signatures, randomized quan-

tocol misuse, impersonation

tum handshake protocols, quantum APIs

o (Classical infrastructure with post-quantum cryptographic primi-
tives.
e Quantum key distribution or quantum random number genera-
tors with classical consensus models.
e Modular architectures that can evolve alongside hardware capa-
bilities.
Such systems can act as transition stages before fully quantum
blockchains become viable.
Thereby, this work propose a phased adoption strategy:
(1) Transition classical blockchains to NIST-backed post-quantum
cryptography.
(2) Build testbeds for hybrid quantum-classical blockchains using
QKD modules.
(3) Invest in small-scale quantum consensus experiments using
optical networks or simulators.
(4) Establish open benchmarks and simulation frameworks for
routing, consensus, and scalability under quantum constraints.
Quantum computing will eventually transform trust and secu-
rity infrastructure. Whether via resilient mathematical schemes or
quantum-native protocols, the blockchain community must pre-
pare now. Building secure, scalable, and hardware-aware blockchain
protocols will require not just new algorithms but also real-world
validation, interdisciplinary collaboration, and significant invest-
ment in quantum infrastructure.

5 Conclusion

Quantum computing is no longer a distant possibility—it is an active
and growing field with direct implications for digital trust systems.
This paper has examined how classical blockchains, which rely on
public-key cryptography and hash functions, are fundamentally
vulnerable to quantum attacks. In response, two major directions
have emerged: post-quantum blockchain designs that extend classi-
cal security with quantum-resistant cryptography, and quantum
blockchain models that build security directly into the quantum
layer using entanglement and QKD.

Through a review of foundational papers, this work has high-
lighted key technical proposals, common design patterns, and unre-
solved challenges in routing, consensus, scalability, and real-world
deployment. The comparative analysis clarified the distinct trade-
offs between post-quantum and quantum approaches, noting that
while post-quantum solutions are more deployment-ready, quan-
tum blockchains offer theoretically stronger guarantees but rely on
hardware that is not yet scalable.

Moving forward, the field must address critical research gaps
such as hardware-aware design, realistic simulation environments,
cross-layer integration, and formal consensus models. Hybrid sys-
tems and phased deployments may serve as a bridge between clas-
sical and quantum-secure infrastructures.

In sum, preparing blockchain systems for the quantum era re-
quires both cautious upgrades and bold experimentation. By identi-
fying key vulnerabilities, surveying cutting-edge proposals, and out-
lining paths forward, this paper aims to support ongoing research
that will shape the future of secure decentralized technologies.
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