
1

Quantum Skyshield: Quantum Key Distribution and Post-Quantum

Authentication for Low-Altitude Wireless Networks in Adverse Skies
Zeeshan Kaleem, Senior Member, IEEE, Misha Urooj Khan, Ahmad Suleman, Waqas Khalid,

Kai-Kit Wong, Fellow, IEEE, Chau Yuen, Fellow, IEEE

Abstract—Recently, low-altitude wireless networks (LAWNs)
have emerged as a critical backbone for supporting the low-
altitude economy, particularly with the densification of unmanned
aerial vehicles (UAVs) and high-altitude platforms (HAPs). To
meet growing data demands, some LAWN deployments incor-
porate free-space optical (FSO) links, which offer exceptional
bandwidth and beam directivity. However, without strong se-
curity measures in place, both conventional radio frequency
channels and FSO beams remain vulnerable to interception and
spoofing—and FSO in particular can suffer from turbulence,
misalignment, and weather-related attenuation. To address these
challenges in the quantum era, quantum-secure architecture
called Quantum Skyshield is proposed to enable reliable com-
munication between the base transceiver station (BTS) and
LAWN. The proposed design integrates BB84 quantum key dis-
tribution (QKD) with post-quantum authentication mechanisms.
Simulation results confirm the reliable generation of a 128-
bit symmetric key when the quantum bit error rate (QBER)
remains below the threshold of 11%. Authentication is enforced
using Lamport one-time signatures and hash-based message
authentication codes (HMAC) to ensure message integrity. A
Grover-inspired threat detection mechanism identifies anomalies
with up to 89% probability in a single iteration, enabling real-
time trust evaluation. Lastly, future research challenges have also
been identified and discussed to guide further development in this
area.

Index Terms—BB84, FSO, Lamport OTS, NTN, PQC, QKD,
Grover’s Algorithm.

I. INTRODUCTION

QUANTUM information processing is set to transform
communication technologies by enabling ultra-secure

data exchange, anonymous networking, distributed computing,
and precision sensing. These capabilities are crucial across
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various sectors, including defense, healthcare, finance, and the
metaverse [1].

Low-altitude wireless networks (LAWNs), comprising un-
manned aerial vehicles (UAVs) and high-altitude platforms
(HAPs) operating in the lower atmosphere, are emerging
as a vital component of non-terrestrial networks (NTNs).
These networks support critical applications such as disaster
response, environmental sensing, surveillance, and low-latency
broadband access in under-served regions [2]. As LAWN
deployments expand, the limitations of traditional radio fre-
quency (RF) communication—namely jamming, eavesdrop-
ping, and spectrum congestion—are becoming increasingly
pronounced. In response, free-space optical (FSO) commu-
nication has gained attention for its high bandwidth, narrow
beamwidth, and inherent resistance to interception. However,
its effectiveness in LAWN scenarios is constrained by chal-
lenges such as atmospheric turbulence, beam misalignment
due to platform mobility, and weather-induced attenuation [3],
[4].

To secure LAWN links, QKD over FSO has emerged
as a viable strategy. Protocols like Bennett–Brassard 1984
(BB84) have demonstrated potential in enabling provably
secure key exchange over optical paths between LAWN nodes
and base transceiver stations (BTS) [5]. However, several
limitations persist. First, physical-layer disturbances, including
beam wander in LAWNs or ionospheric interference in LEO
satellites, increase quantum bit error rate (QBER), making
it difficult to distinguish between channel noise and active
eavesdropping [3]. Second, traditional key reconciliation and
error correction procedures are resource-intensive and often
infeasible for dynamic and energy-constrained LAWN nodes.
Many existing systems still rely on quantum-insecure schemes
such as Rivest Shamir Adleman (RSA) and Elliptic Curve
Digital Signature Algorithm (ECDSA), which are susceptible
to Shor’s algorithm [6]. While post-quantum cryptographic
(PQC) solutions, such as CRYSTALS-Dilithium and Kyber,
provide stronger guarantees, their high computational overhead
limits their adoption on lightweight LAWN platforms [7],
[8]. Though hash-based signature schemes offer lightweight
alternatives [4], integration with QKD-secured LAWN remains
limited. Furthermore, most current frameworks focus narrowly
on quantum key exchange, often neglecting holistic telemetry
protection and adversarial detection mechanisms essential for
robust communication [9]. These gaps highlight the urgent
need for a scalable, quantum-resilient architecture designed
explicitly for LAWN nodes operating under resource and
environmental constraints.

To address these challenges, we propose a layered crypto-
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Fig. 1: Proposed Quantum Skyshield: Post-Quantum Secure QKD Architecture for BTS-LAWN Communication.

graphic architecture, Quantum skyshield, that supports secure
QKD and post-quantum authentication across LAWN. Our
contributions include:

1) Existing QKD designs in [3], [10], [11] ignored real-
world impairments like atmospheric turbulence, misalign-
ment, and orbital jitter. We incorporate a Gamma-Gamma
turbulence-based FSO model and implement BB84 QKD
with complete post-processing, including basis reconcil-
iation, QBER estimation, error correction, and privacy
amplification. Moreover, sessions are aborted if QBER
exceeds a defined security threshold, ensuring robust key
integrity.

2) While prior works [11], [12] treat QBER as a static
metric, we embed an active Grover’s algorithm-based
anomaly detection mechanism. This transforms fluctu-
ating QBER levels into adversarial indicators, enabling
real-time threat detection and session trust evaluation
across LAWN links.

3) We replaced RSA and ECDSA with Lamport one-time
signatures (OTS), a hash-based authentication scheme
requiring only lightweight operations. Paired with hash-
based message authentication codes (HMACs) derived
from QKD keys, our method enables secure communi-
cation without relying on pre-established trust channels
or resource-intensive lattice schemes [4], [6].

4) Recognizing that even with QKD, classical telemetry can
be compromised, we integrate quantum-derived symmet-
ric keys and hash-based authentication to secure com-
mand and control traffic. This hybrid model ensures
end-to-end message integrity even in GPS-denied, RF-
contested, or space-jammed environments [9].

II. QUANTUM SKYSHIELD: POST-QUANTUM SECURE
QKD ARCHITECTURE FOR BTS-LAWN COMMUNICATION

Unlike classical encryption protocols that often expose
metadata and rely on pre-established trust, our architecture
uses QKD-derived keys to authenticate control signals and
anonymize node identities during transmission across LAWN
links. By coupling symmetric key-based authentication with
hash-based digital signatures, the system ensures both message
integrity and sender untraceability, addressing a critical gap
in NTN. This integrated approach lays the foundation for
scalable, privacy-preserving quantum communication in non-
terrestrial environments, as shown in Fig. 1. Currently, we
have implemented the architecture for LAWN-to-BTS links,
which also serves as an air-to-ground NTN use case. With
minimal changes, such as minor loss adjustments and synchro-
nization tweaks, it can be extended to broader NTN scenarios,
including LEO-to-ground, and LAWN-to-LAWN links. These
use cases include secure satellite control, disaster recovery
swarms, and quantum mesh LAWN networks.

1) FSO Channel Modeling Layer: This layer captures
the stochastic nature of FSO links under real-world opera-
tional conditions. The model incorporates both determinis-
tic and probabilistic effects across variable propagation dis-
tances as illustrated in Fig. 2(a). Atmospheric attenuation,
weather-specific visibility loss (e.g., fog, rain, snow), and
turbulence-induced beam distortions are characterized using a
Gamma–Gamma distribution. Additionally, misalignment and
pointing jitter are modeled as dynamic angular deviations that
can lead to partial or total packet loss. The cumulative effect
is quantified as a total channel gain, determining whether indi-
vidual quantum or classical packets are successfully received
or dropped.

2) Authentication Layer: The system utilizes a Lamport
OTS scheme, a one-time signature method that involves apply-
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ing cryptographic hash functions to random secret values. Each
Lamport key pair consists of 256 pairs of private-public values,
and to sign a message, the signer reveals one private value
from each pair depending on the hash of the message. This
eliminates the need for computationally intensive operations,
such as modular exponentiation or lattice constructions. Its ad-
vantage lies in its simplicity, low computational demand, and
resistance to quantum attacks, making it ideal for lightweight
platforms like LAWNs. It is selected here specifically because
it enables post-quantum-secure message authentication using
only hash functions, which are far less demanding than lattice-
based alternatives and well-suited to the limited resources of
airborne nodes, rooted in hash-based cryptography, to ensure
payload authenticity and post-quantum robustness. The BTS
generates a fresh Lamport key pair for each transmission, signs
the payload digest, and sends the resulting signature with its
full public key and a root hash. To safeguard against classical
tampering, an HMAC is computed over the entire signature
package using the 128-bit QKD-derived key.

At the LAWN, signature verification involves checking that
each revealed private-key value hashes correctly to the associ-
ated public key, and confirming the HMAC tag to validate
message integrity. This layered approach ensures that only
authentic, untampered messages from a verified source are
accepted, even in the presence of a quantum adversary or a
compromised classical channel, as shown in Fig. 2(b).

3) Quantum Layer: The BB84 protocol, implemented over
the modeled FSO link, forms the core of the proposed architec-
ture. In each transmission session, the BTS (Alice) generates a
stream of single-photon qubits. Each qubit is prepared in one
of two non-orthogonal bases: rectilinear {0◦, 90◦} or diagonal
{45◦, 135◦}, with bit values assigned randomly. These photons
are transmitted through the FSO channel to the LAWN (Bob),
which measures each qubit using a randomly chosen basis.
Due to atmospheric impairments and the mobility of LAWNs,
not all photons arrive intact; some are lost or misaligned.
Those successfully received are measured and recorded.

After the quantum transmission, Alice and Bob engage in
a basis reconciliation process over the classical channel. They
publicly disclose their respective basis choices for each photon
while keeping the bit values private. Bits corresponding to
matching bases are retained, forming the sifted key. From this
sifted key, a random sample is publicly revealed to calculate
the QBER. If the QBER is within the acceptable threshold (≤
11%), the remaining key undergoes classical post-processing.
This includes error correction to reconcile discrepancies due
to channel noise, ensuring bit-wise agreement.

The output is a 128-bit symmetric session key that guar-
antees information-theoretic secrecy. This key is then passed
to the classical layer, where it is used for authenticating
LAWN telemetry, control commands, and HMAC generation,
as depicted in Fig. 2(c). This layered mechanism ensures that
even under degraded atmospheric conditions or partial photon
loss, the integrity of secure key generation and transmission
is preserved.

4) Security Validation Layer: The architecture integrates a
security validation mechanism inspired by Grover’s quantum
search algorithm, which enables adversaries to search sym-

metric key spaces quadratically faster than classical brute-
force methods. This speed advantage makes brute-force attacks
against symmetric encryption and authentication primitives
more feasible in post-quantum environments, necessitating
tighter thresholds for anomaly detection. While Grover’s al-
gorithm is not executed directly, its implications inform the
system’s adversarial threat model and reinforce the importance
of monitoring even subtle increases in the QBER. In this
context, any significant deviation from expected QBER levels
may indicate active quantum-layer attacks, such as photon
number splitting, intercept-resend, or time-shift attacks.

To implement this, the system includes a Grover-informed
disturbance detection module that continually monitors QBER
trends. For high-mobility aerial links, each QKD session
is constrained to a typical operational window of 150–300
milliseconds, within which photon exchange, basis reconcil-
iation, and QBER estimation must be completed. If QBER
exceeds the secure threshold (11%), the session is flagged
for potential compromise, and key extraction is aborted. In
parallel, classical-layer security is enforced through message
integrity verification. The LAWN validates the authenticity of
each incoming message by checking the Lamport one-time
signature and the HMAC derived from the quantum key. If
either verification fails, the message is rejected, and a possible
spoofing, replay, or tampering incident is logged.

As illustrated in Fig. 2(d), this dual-layer validation ensures
that both quantum and classical threats are detected early,
preserving the trustworthiness of the overall communication
session.

5) System Workflow and Evaluation: The complete frame-
work is executed sequentially in a system-level simulation
environment that captures realistic LAWN-BTS FSO dynam-
ics. Link parameters, including atmospheric turbulence, beam
divergence, and pointing error, directly affect both qubit de-
livery and classical packet reliability. Each simulation begins
with BB84-based QKD, where photon transmission, basis
reconciliation, and QBER estimation are performed over the
modeled FSO link. If the observed QBER remains within
the secure threshold (≤ 11%), the system extracts a valid
128-bit symmetric key through error correction and privacy
amplification. Once the key is established, the classical layer
is invoked. A synthetic telemetry payload is signed using the
Lamport OTS, and the entire authentication package is pro-
tected via HMAC derived from the QKD key. This emulates
secure telemetry exchange between the BTS and LAWN.

The evaluation includes two adversarial scenarios to assess
system robustness: (i) an active quantum-layer attacker per-
forming intercept-resend operations, which raises QBER and
may force session abortion; and (ii) a classical-layer attacker
attempting payload tampering, which is detected by either
an invalid Lamport signature or a failed HMAC verification.
Both scenarios are crucial for demonstrating the system’s
multi-layered defense capabilities. Output metrics include the
sifted key length, QBER levels, final session key acceptance
or rejection, signature verification status, and HMAC val-
idation results. These metrics are essential for quantifying
the operational integrity of each subsystem and the overall
architecture’s effectiveness. Together, they offer comprehen-
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(a) (b)

(c)

(d)

Fig. 2: (a) FSO Channel Modelling Layer (b) Authentication Layer: Lamport OTS + HMAC (c) Quantum Layer (d) Security
Validation Layer.

sive insights into the feasibility, resilience, and deployability
of quantum-resilient LAWN communication in contested or
degraded environments.

III. SESSION SCENARIOS: SECURITY AND TRUST
IMPLICATIONS

To validate the effectiveness of the proposed architecture
under operationally realistic conditions, we examine four rep-
resentative communication sessions. Each scenario highlights
distinct challenges encountered in BTS-LAWN communica-
tion, including quantum-layer errors, classical tampering, or
both. This evaluation framework is tailored to airborne plat-
forms, where environmental volatility and adversarial threats
can compromise confidentiality, authenticity, and reliability.

1) Session A: Nominal Operation with Valid Key and Au-
thentication: Fig. 3(a) and Fig. 4(a-i) illustrate a secure session
under ideal channel conditions. The FSO link remains stable,
with negligible turbulence or pointing error. QKD is completed
successfully, yielding a sifted key with a zero QBER. The
98-bit session key is authenticated using Lamport OTS and
validated through HMAC. Both checks succeed, confirming
message integrity and sender authenticity. This scenario es-

tablishes a baseline for the system’s optimal behavior in low-
disturbance environments.

2) Session B: Quantum-Layer Interference Causing Session
Abort: In this case, as shown in Fig. 3(b) and Fig. 4(a-ii), the
FSO channel is degraded due to turbulence or a potential quan-
tum attack, such as an intercept-resend attack. The resulting
QBER rises to 15%, exceeding the secure threshold of 11%.
Consequently, the QKD session is aborted, and no session
key is extracted. This response demonstrates the system’s
capacity to autonomously identify quantum-layer compromise
and prevent downstream authentication, a critical safeguard for
LAWNs exposed to rapidly changing atmospheric conditions
or optical jamming.

3) Session C: Classical Tampering Despite Secure Quantum
Exchange: Fig. 3(c) and Fig. 4(a-iii) present a session in
which the quantum channel remains uncompromised, produc-
ing a 103-bit session key with zero QBER. However, the
classical authentication layer is targeted at payload tampering.
Verification fails at the LAWN, either due to an invalid
Lamport signature or an incorrect HMAC, resulting in the
rejection of the message. This highlights that even with secure
key exchange, classical-layer integrity must be independently
enforced, especially in LAWN operations where telemetry may
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(a) (b)

(c) (d)

Fig. 3: Session Scenarios (a) A: QKD Eve=NO | Classical Tamper=NO (b) B:QKD Eve=YES | Classical Tamper=NO (c) C:
QKD Eve=NO | Classical Tamper=YES (d). D: Session: QKD Eve=YES | Classical Tamper=YES

be intercepted or spoofed.
4) Session D: Compound Quantum and Classical Interfer-

ence: As shown in Fig. 3(d) and Fig. 4(a-iv), this scenario
combines disturbances at both communication layers. The
QBER reaches 20%, and the classical payload is corrupted
during transmission. Neither key generation nor authentica-
tion succeeds. The session is aborted without accepting any
message or key. This comprehensive failure case illustrates
the architecture’s layered defense model, ensuring that cross-
domain interference does not propagate undetected. Such
robustness is essential for LAWN deployments in contested
airspaces or electronic warfare environments.

These scenarios collectively demonstrate that reliable com-
munication is permitted only when both quantum confidential-
ity and classical message integrity are satisfied. If either layer
is compromised, the system aborts securely. This behavior
aligns with the stringent trust requirements of LAWN mis-
sions and supports the deployment of resilient post-quantum
communication frameworks in adversarial or degraded envi-
ronments.

IV. GROVER-BASED ANOMALY DETECTION: EVALUATING
SYSTEM TRUSTWORTHINESS UNDER ATTACK

While QBER alone provides a passive indication of
quantum-layer anomalies, we extend the analysis using
Grover’s quantum search model to assess how efficiently
an intelligent adversary or a security auditor might locate
compromised bits within a sifted key. In this context, the sifted
key length N represents the size of the quantum search space,
and the number of erroneous bits introduced by eavesdropping
is denoted M , derived as M = round(QBER ×N). Grover’s
algorithm provides a probabilistic advantage in locating one of
these M ”marked” items in O(

√
N/M) queries. Our simula-

tion evaluates Grover’s detection performance across the four
session scenarios introduced earlier. Fig. 4(b) summarizes the
computed success probabilities sin2

(
(2k+1) arcsin

√
M/N

)
for iterations k = 0-7, across all four session.

1) Session A: Clean Channel With No Errors: In sessions
where both quantum and classical layers are uncompromised
(e.g., no eavesdropping or tampering), the QBER is exactly
0%, yielding M = 0 for key lengths around N = 103 as
shown in Fig. 4(b-i). As Grover’s algorithm relies on the
presence of at least one marked item, the success probability
remains zero across all iterations. This confirms the system’s
integrity and indicates no spurious detection under ideal con-
ditions, a necessary baseline for trust.

2) Session B: Quantum-Layer Disturbance Detected: In
the quantum attack scenario, QBER rises to 15%, producing
approximately M = 15 erroneous bits in a key of length
N = 100 as shown in Fig. 4(b-ii). Grover’s detection
probability reaches 0.8640 after just one iteration and peaks
at 0.8902 by the fifth iteration. These results demonstrate
that Grover’s model is highly effective at flagging potential
quantum layer interference early. For LAWNs, this means that
intrusion attempts, such as intercept-resend or photon-number
splitting, can be detected rapidly within milliseconds before
authentication steps proceed.

3) Session C: Classical-Layer Tampering Without Quan-
tum Errors: This scenario examines a session in which the
quantum exchange completes cleanly, producing a key of
length N = 103 with QBER = 0%, meaning M = 0 as
shown in Fig. 4(b-iii). Despite the absence of quantum-layer
disturbance, a classical-layer adversary modifies the signed
payload or alters the transmitted Lamport signature or HMAC.
Since Grover’s algorithm targets quantum-layer anomalies, its
success probability remains zero across all iterations. This
confirms that Grover is insensitive to classical tampering and
further underscores the need for complementary HMAC and
OTS validation layers. In LAWN deployments, such attacks
could manifest as injected control messages or spoofed teleme-
try. The architecture detects them using lightweight hash-based
checks, while Grover continues to serve as a quantum-layer
integrity monitor.
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(a)

(b)

Fig. 4: Session Scenarios (a) Security and trust implications (b) Grover’s Search Resilience Based on Session Outcomes.
TABLE I: Comparative Analysis of Proposed Work with Quantum-Secure Architectures.

Metric Proposed Work (2025) [13] (2020) [2] (2021) [12] (2022) [5] (2023) [11] (2025) [14] (2024) [15] (2024)

QKD Protocol BB84+Lamport OTS +HMAC+ Grover CV-QKD Entanglement-based (Eb) CV-QKD CV-QKD Eb+ RIS MDI-QKD (OAM) BB84 (with LDPC)
Channel Model Gamma-Gamma + weather Fading model Static FSO Atmospheric + pointing error Atmospheric + CV noise Atmospheric loss + RIS Turbulence + SDD + jitter FSO turbulence (blind)
QBER Handling Grover + Dynamic Passive threshold Passive threshold Passive with threshold Passive threshold None Atmospheric modeling Blind reconciliation
Auth Scheme Lamport OTS + HMAC RSA RSA/ECC Not used ECC Not used Not specified Not specified
Session Key Size 128-bit N/A ∼100-bit N/A N/A N/A N/A N/A
Adversary Detection Real-time (Grover) None None None None None None None
Weather-Aware Eval. All types included Partial No Yes Yes Yes Yes Yes
Abort Strategy Quantum + Classical No Quantum only Quantum only Quantum only None Based on SDD limit LDPC error bound
Trust Scoring Grover-based None None None None None None None

Result/Effectiveness High: secure
real-time threat detect.

Low: abort-prone
no detection

Medium: basic trust
no real-time check

Medium: QBER-only
abort

Medium: quantum-only
check

Low: no layered
validation

Medium: accounts for
jitter + SDD limits

Medium: blind reconciliation
improves key integrity

4) Session D: Compound Quantum and Classical Attacks:
The most adversarial session involves both eavesdropping and
tampering at the classical layer. Here, the QBER reaches 20%,
yielding M = 21 errors in a key of length N = 103 as
shown in Fig. 4(b-iv). Remarkably, Grover’s success proba-
bility jumps to 0.9729 after a single iteration, confirming that
even modest QBER rates make attacks highly detectable. The
LAWN’s security module can therefore terminate the session
before compromised keys are used, reinforcing the system’s
proactive defense capability in high-risk zones.

5) Interpreting Grover Oscillations and Iteration Limits:
Grover’s success probabilities exhibit oscillatory patterns, a
phenomenon expected to occur due to over-rotation. For
example, after peaking at iteration 5, the likelihood in Session
B drops slightly to 0.8354 at iteration 6. This behavior suggests
that practical deployments should cap Grover iterations to the
first local maximum, maximizing anomaly detection efficiency
without unnecessary overhead.

6) Implications for Secure NTN-QKD Integration: Grover-
based analysis provides a dynamic method to assess quantum-
layer errors in NTN QKD systems. By mapping QBER to
actionable threat indicators (M ) and evaluating detection prob-
ability over key lengths (N ), it enables lightweight, quantum-
native verification ideal for resource-limited NTN nodes re-

quiring fast decisions. Embedding Grover-based checks al-
lows adaptive session management, where QKD sessions are
aborted or restarted based on threat confidence. For sessions
with nonzero QBER, Grover’s algorithm detects erroneous bits
with high probability in just 1–3 iterations. When M = 0,
the success probability remains negligible, ensuring no false
alarms and confirming clean sessions. The optimal number
of iterations depends on the ratio M/N , allowing intelligent
networks to tune Grover’s run length for fast, efficient detec-
tion. This complements standard QBER checks, offering rapid
response to moderate disturbances while avoiding unneces-
sary overhead during severe errors. While HMAC and one-
time signatures protect the classical layer, Grover’s detection
adds a quantum-native validation path. In cases of suspected
tampering, a short Grover run can locate bit-level corruption,
aiding selective retransmission or extra error correction, thus
reinforcing classical integrity mechanisms.

Table I demonstrates the superiority of our proposed ar-
chitecture over existing quantum-secure NTN communication
frameworks. Unlike prior works, which rely on passive QBER
thresholds and lack adversarial awareness, our design inte-
grates Grover dynamic error evaluation and trust scoring to
enable real-time detection of quantum layer threats. Recent
studies highlight that LAWN jitter, turbulence, and diffraction
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Fig. 5: Network Performance under Varying Distance and Weather Conditions.

effects severely degrade QKD reliability [14], while blind
reconciliation is critical for dynamic links lacking prior er-
ror estimation [15]. To address these, we replace compu-
tationally heavy RSA and ECC schemes with lightweight
Lamport OTS and HMACs, making the protocol suitable for
resource constrained LAWNs. The inclusion of comprehensive
weather-aware modeling, hybrid abort strategies, and end-
to-end authentication further establishes our framework as
a scalable, quantum resilient solution tailored for dynamic
airborne environments. Also, this Grover informed evalua-
tion complements QBER monitoring and enhances situational
awareness in NTN quantum communication. Unlike static
abort thresholds, Grover analytics provide real-time, scalable
insight into potential compromise, offering intelligent trust
assessment at the quantum layer.

The performance is further verified under different distances
and weather conditions. For instance in Fig. 5, we present
empirical results for the proposed network across varying link
distances (1–5 km) under four distinct weather conditions:
clear, fog, rain, and snow. Key metrics include average sifted
key length, QBER, session abort frequency, and the success
of payload authentication. These indicators offer insight into
how environmental variability influences adaptive control and
trust in intelligent quantum communication networks.

Despite expectations of optimal performance, clear-weather
scenarios revealed inconsistencies. Notably, a complete lack
of sifted key generation was observed at 1 km, paired with
high abort rates across all distances. QBER values fluctuated
between 0% and 25%, and payload authentication succeeded
only at the shortest distance. These findings highlight the im-
portance of real-time link diagnostics and the need to treat even
“ideal” conditions as potentially unreliable for secure quan-
tum operations. Fog-dominated environments demonstrated
surprising robustness. Across all distances, average sifted key
values remained steady ( 95–102), and QBER was consistently
low (0–20%). Abort rates were relatively low, and authentica-
tion succeeded at a distance of 1 km. These conditions suggest
fog does not significantly degrade quantum link fidelity at
short to moderate ranges, supporting its inclusion in trusted
operational windows for secure communication. Rain scenar-
ios exhibited high variability: while QBER was acceptably
low (0–10%) at mid-range distances (2–4 km), frequent aborts

and zero authentication successes indicate weaknesses at the
classical verification layer. In snowy conditions, performance
degraded more noticeably. QBER often exceeded 20%, and
abort rates were high across all distances. Although some
sifted key exchange occurred, the persistent high QBER and
authentication failures suggest that snow imposes substantial
constraints on the reliability of quantum networks. Abort
events occurred consistently whenever QBER surpassed toler-
able thresholds. This strict binary behavior, while protective,
limits the availability of links. Incorporating dynamic abort
thresholds based on QBER trends, environmental context, and
the application of advanced error correction could expand the
trusted operational envelope. Such enhancements would enable
intelligent quantum networks to better balance security guar-
antees with sustained availability under diverse environmental
stressors.

V. CHALLENGES, BOTTLENECKS, AND FUTURE
DIRECTIONS

Despite advances in quantum-secure LAWN communica-
tion, key challenges remain for scalable, resilient, and real-
time trust-aware systems in dynamic and adversarial airborne
environments.

1) Environmental and Physical Layer Limitations:
LAWN–BTS quantum links offer lightweight post-quantum
communication but remain vulnerable to weather. FSO chan-
nels degrade under fog, rain, snow, and solar glare, raising
QBER and causing photon loss. LAWN mobility introduces
beam misalignment and jitter. While filtering helps, adaptive
optics and accurate beam steering are still underdeveloped.
Similar vulnerabilities exist for HAP and LEO platforms,
which also suffer from orbital jitter and space weather effects.

2) Quantum Storage and Synchronization Constraints:
Photon qubits decohere rapidly in turbulence. LAWNs lack
quantum memory and must process qubits in sub-second
windows. Synchronizing quantum and classical layers is dif-
ficult due to latency, motion, and clock drift. These issues
are amplified in LEO/HAP due to longer link distances and
Doppler effects, complicating timing and alignment.

3) Post-Quantum Cryptographic and Computational Over-
heads: Even lightweight PQC schemes like Lamport OTS
impose energy and processing burdens. Each signature may
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require hundreds of SHA-256 hashes, taxing onboard re-
sources. Lattice alternatives, though efficient, still demand
careful trade-offs in power-constrained platforms like LAWNs
or small LEO payloads.

4) Cross-Layer and Network-Level Limitations: Current
routing lacks awareness of quantum-layer constraints such as
entanglement fidelity or photon budget. Efficient routing for
NTN must include quantum metrics, especially for dynamic
topologies with multiple LEO/HAP relays. Lack of quantum-
aware switching and buffering restricts scalability and load
balancing.

5) Security Under Partial Compromise and Adversarial
Threats: Hybrid systems, though secure in theory, remain
exposed to side-channels, leakage, and denial-of-service at-
tacks on classical telemetry. Even with QKD, tampering or
spoofing can degrade trust. LEO-based relays are especially
at risk due to remote access and a lack of local verification.
Strong intrusion detection and fallback protocols are needed.

6) Dynamic Adaptation and Operational Constraints:
QBER-triggered aborts help preserve security but can interrupt
time-critical operations. Future protocols must adapt dynam-
ically, balancing security with availability, especially during
high-mobility or emergency missions. For LEO, delay-tolerant
mechanisms are crucial due to intermittent ground contact.

7) Machine Learning and Predictive Trust Scoring: Com-
pact machine learning models can predict QBER trends using
weather, mobility, and link data. Such tools support preemptive
adaptation and error mitigation. Combined quantum-classical
trust scores will help nodes autonomously reroute or abort
when compromise is likely.

8) Toward Scalable Quantum Mesh Networks: Transition-
ing from point-to-point to mesh topologies will improve reli-
ability. Coordinated control among LAWNs, HAPs, and LEO
satellites requires cross-layer routing and shared trust models.
Testbeds are essential for validating Grover-based detection,
adaptive optics, and dynamic key refresh. Bridging theoretical
security and real-time operation is key to deployment at scale.

VI. CONCLUSION

The increasing use of low-altitude wireless networks
(LAWN) in both civilian and defense applications demands
secure communication systems that are resilient to both clas-
sical and quantum threats. This work presented a hybrid
architecture combining BB84-based quantum-key distribution
over free space optics links with lightweight post-quantum
authentication using Lamport one-time signatures. The pro-
posed system enables real-time detection of eavesdropping,
aborts compromised sessions, and secures classical messages
against tampering, even under adverse weather conditions.
Simulations confirm robust key generation under moderate
conditions, with Grover-based anomaly detection adding a
quantum-native layer for rapid threat identification. To further
enhance resilience, future research should explore lightweight
machine learning for adaptive quantum bit error rate man-
agement and consider integrating lattice-based signatures for
stronger classical-layer security. This layered framework offers
a practical and scalable solution for secure LAWN communi-
cation in the quantum era.
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