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Abstract—Digitalization of power grids have made them in-
creasingly susceptible to cyber-attacks in the past decade. Iter-
ative cybersecurity testing (i.e., red-team testing or penetration
testing) is indispensable to counter emerging attack vectors and
to ensure dependability of critical infrastructure. Furthermore,
these can be used to evaluate cybersecurity configuration, ef-
fectiveness of the cybersecurity measures against various attack
vectors, as well as to train smart grid cybersecurity experts
defending the system. Enabling extensive experiments narrows
the gap between academic research and production environment.
A high-fidelity cyber range (a virtual cybersecurity testbed
emulating smart grid systems) is vital as it is often infeasible
to conduct such experiments and training using production
environment. However, the design and implementation of cyber
range requires extensive domain knowledge of physical and cyber
aspect of the infrastructure. Furthermore, costs incurred for
setup and maintenance of cyber range are significant. Moreover,
most existing smart grid cyber ranges are designed as a one-off,
proprietary system, and are limited in terms of configurability,
accessibility, portability, and reproducibility. To address these
challenges, an automated Smart grid Cyber Range generation
framework (Auto-SGCR) is presented in this paper. Initially a
human-/machine-friendly, XML-based modeling language called
Smart Grid Modeling Language (SG-ML) was defined, which
incorporates IEC 61850 System Configuration Language (SCL)
files. Subsequently, a toolchain to parse SG-ML model files and
automatically instantiate a functional smart grid cyber range was
developed. The developed SG-ML models can be easily shared
and/or modified to reproduce or customize for any cyber range.
The application of Auto-SGCR is demonstrated through case
studies with large-scale substation models. The toolchain along
with example SG-ML models have been open-sourced.

Index Terms—Cyber range; Smart grid; IEC 61850; System
Configuration Language files (SCL); Cyber security.

I. INTRODUCTION

The introduction of advanced information and com-
munication technologies (ICT), integration of renewable
energy sources, decentralisation of control, and deregula-
tion of energy markets have led the conventional power
systems to experience rapid transformation and evolve
as smart grids. In this process, communication plays a
pivotal role in smooth operation of the smart grid [1]]. As
such, it is critical to define the standardized communi-
cation protocol to deliver reliable, secure, interoperable
and cost-effective communication design for smart grids.
Interoperability in communication design is an important
feature that enables plug-and-play operation of different
components in smart grid. In this regard, IEC 61850
standard has emerged as the most popular standard due

to its object-oriented modeling approach for semantics
and interoperable design [2].

Standardization of communication, integration of IT
technologies, and connectivity to external systems have
widened the cyber-attack surfaces of smart grid systems,
thus making the power grid an attractive target for
cyber-attacks [3]. Due to its criticality, cybersecurity
framework for smart grid has been laid by organisations
such as National Institute of Standards and Technology
(NIST) [4]]. To counter emerging cyber threats for de-
pendable power grid operation and reliable electricity
services, there is a need to continuously assess vulner-
ability, evaluate cyber-attacks impact, develop cyberse-
curity solutions and to train personnel for defending
and restoring the system. For these purposes, an en-
vironment for conducting experiments and training is
required. Given the real-time availability requirements
and the risks of physical damages on power system
infrastructure, it is not permissible to utilize real smart
grid infrastructure for these evaluations. Alternatively,
an isolated testbed using the same hardware as the
real infrastructure can be used. However, such a testbed
would incur high setup and maintenance cost and also
reconfiguring or scaling-up is not possible. More im-
portantly, cyberattack experiments that would damage
equipment or cause safety hazards (e.g., Aurora Gen-
erator Test, which destroyed a diesel generator [5]]) is
not permissible.

In these regards, a cyber-physical range (or cyber
range) is an effective alternative for studying cyber
related issues of smart grids. Cyber range is a sandboxed,
virtual environment that emulates physical and cyber
configuration of smart grid systems. Some examples
of cyber range in the literature is highlighted in [6].
Cyber range allows researchers to test and experiment
cyber-attacks with less constraints and to evaluate their
impacts [7]. Furthermore, new configurations could be
tested in the cyber range to confirm the efficacy. As the
smart grid cyber range should incorporate virtual power
grid and virtual cyber system, design and configuration
of these systems require intensive domain knowledge
and engineering efforts. Numerous efforts are reported
towards the development of cyber ranges. However, most
of them are designed as one-off system for a specific
physical/cyber system model and hence, not easily cus-
tomizable. Conversely, many of them are proprietary
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system and hence, not publicly available or accessible.

As a result, an open-source framework to flexibly con-
figure and automatically instantiate IEC-61850-standard-
based cyber range for smart grids, called Auto-SGCR
is developed. This open-source framework enables a
diverse range of users to customize the cyber range
based on their requirements. Auto-SGCR consists of a
modeling language, the Smart Grid Modeling Language
(SG-ML) and a toolchain to process the SG-ML model
files. SG-ML incorporates standardized configuration
models, such as IEC 61850 SCL (System Configuration
Language) files and IEC 61131 PLCopen XML files,
which allows power grid operators to utilize their own
configuration file to construct a cyber range. As SG-ML
is XML-based, the toolchain can systematically parse
and process it while human users can write, modify
and interpret. This toolchain can be regarded as a
‘compiler’ to translate the SG-ML model files into an
operational cyber range. It is to be noted that the Auto-
SGCR toolchain and the generated cyber range consists
of open-source software. While commercially available
software might have superior performance and fidelity,
their adoption requires higher cost outlays and restric-
tions for public usage.The overview of the framework
and preliminary results were published in [8]].

This paper elaborates the definition and philosophy
of SG-ML, and the processing logic and functionality
of the toolchain to generate physical power system and
cyber network topoplogy, and virtual smart grid devices
(including, Intelligent Electronic Devices (IEDs), Pro-
grammable Logic Controllers (PLCs) and Supervisory
Control and Data Acquisition Human Machine Interface
(SCADA HMI).

Case study using the proof-of-concept implementa-
tion of the toolchain with example SG-ML models
are demonstrated in this paper. In summary, the major
contributions of the paper are listed as follows:

« Elaborate the design and definition of SG-ML mod-
elling framework that characterize the smart grid
cyber range to be generated.

o Detail the design and implementation of the Auto-
SGCR toolchain for automated generation of smart
grid cyber range.

o Case studies of cyber range generation and cyber-
attack experiments for demonstrating practicability
of Auto-SGCR.

Rest of the paper is organised as follows. Related
works are explained in Section([[I] Section [III] presents the
configurations and model files required for the proposed
Auto-SGCR framework to automatically generate the
cyber range using IEC 61850 SCL files. Section
describes the framework and the design of the pro-
posed Auto-SGCR toolchain. The demonstration of the
toolchain is discussed in Section [V] followed by cyber-
attacks case studies in Section Finally, Section [VII|
presents the conclusions.

II. RELATED WORKS

In literature, many efforts for designing cyber-physical
testbeds and digital twins for smart grids are re-
ported [18]]. One such testbed is deployed in the Univer-
sity of Arkansas, which was designed mainly for research
tasks on the detection of False Data Injection (FDI)
attacks and vulnerability analysis of the Distributed
Energy Resources (DER) cyber security schemes [19].
The Institute for the Protection and Security of the
Citizen in Italy also designed an experimental testbed
for cyber vulnerability studies and countermeasures for
enhancing security of the Supervisory Control And Data
Acquisition (SCADA) system in the power system [20].
The National SCADA testbed at the Idaho National
Laboratory (INL) is also being used extensively for
several research studies on vulnerability and impact
analysis [21]]. The Electric Power and Intelligent Control
(EPIC) testbed at Singapore University of Technology
and Design (SUTD) [22] has been developed to un-
cover potential integrity vulnerabilities in electrical syn-
chronous generators. However, these physical testbeds
are implemented with one specific system configuration
and a fixed set of functionalities (e.g., for protection
and automated control). This implies that the scalability,
feasibility, and thereby, the scope of possible experi-
ments conducted on the testbed is inherently limited.
Furthermore, high-risk experiments, which could damage
physical equipment, are prohibited. In addition, setting
up physical testbeds is quite expensive owing to costs
for hardware setup, and the accessibility to the physical
testbeds is highly limited.

To address these issues, researchers have focused on
developing smart grid cyber-physical range with a low-
cost hardware and software for cyber security research
and education [23[]. In [24], a realistic cyber-physical
environment where power system events are simulated
in Real Time Digital Simulator (RTDS) is proposed.
In [25], a testbed has been developed using PowerWorld
software [20] for power system simulation and Modbus
protocol to detect cyber-attacks on SCADA system.
Similarly, in [27]], cyber-attacks on Modbus protocol
in SCADA system in a substation are studied where
Pandapower was utilized to simulate the power system.
Works in [9], [L1], [28], [10], [12[I, [13]], [14], [[15], [[16]
present testbeds or cyber ranges involving co-simulation
platforms where power system tools are interfaced with
network simulation tools. These works utilized combi-
nation of network simulation tools (such as OMNeT++,
NS3, OPNET, etc.) and real device connectivity for
simulating cyber network in smart grid cyber ranges. Ta-
ble [I| shows the comparison of different smart grid cyber
ranges involving co-simulation platforms. Most of the
existing works utilize proprietary tools for power system
and cyber network simulations making the platform hard
to reproduce and reuse. Furthermore, these co-simulation



TABLE I: Comparison of different co-simulation platforms for smart grid cyber security studies

Ref | Name Power simu- | Network simula- | Other Components Protocols Cyber- License Automated
lator tor/ emulator supported attack type configura-
capabilities tion
] Resilient Power World | Common Open | SEL RTAC DNP3 MITM, DoS Proprietary No
Energy Dynamic Research
Systems Studio Emulator
Lab (PWDS) (CORE)
(RESLab)
[10] | SCADA PowerWorld The  Real-time | VPN clients ModbusTCP DDoS Proprietary No
Cyber Immersive
Security Network
Testbed Simulation
Environment for
Network Security
Exercises
(RINSE)
| [L1] | Offline PSCAD OMNeT++ MATLAB for energy | — DoS, FDI Proprietary No
co- management system
simulation (EMS), SQlite
testbed
2| - Opal RT OPNET - UDP MITM Proprietary No
NEE DIgSILENT OMNeT++ Matlab for EMS TCP/TP Integrity and | Proprietary No
PowerFac- availability
tory attacks
j14] - RTDS CORE FreeOPCUA OPC UA DoS, MITM, Proprietary No
Coordinated
attack
le] — MATLAB C++ in visual — UDP DoS, MITM, Proprietary No
Studio and communi-
OPNET cation link
outage
el | — GridLAB-D NS-3 HELICS, virtual | DNP3 FDI and FCI | Proprietary No
machine emulator attacks, com-
(QEMU), Opendnp3 mand delay
attacks
| [17] | EPICTWIN| MATLAB/ - IEDs, PLC, virtual | IEC 61850 | MITM Proprietary No
Speedgoat switch as n headless | MMS, GOOSE
Ubuntu 18.04.5 LTS
virtual machine
This | Auto- PandaPower Mininet Virtual IEDs, | IEC 61850 | MITM, FCI | Fully Yes
work | SGCR ScadaBR, (MMS, and FDI at- | Open
OpenPLC61850 GOOSE, SV, R- | tacks Source
GOOSE, R-SV),
ModbusTCP

platforms require additional procedures for setting up the
configurations to simulate different scenarios.

Most of the cyber-physical ranges and testbeds re-
ported in literature focused on SCADA ModbusTCP,
DNP3, IEEE C37.118.2 synchrophasor protocols. How-
ever, limited works are reported on developing IEC
61850 communication based cyber ranges for smart
grids even though IEC 61850 is a widely-implemented
international standard. In [29], a software testbed for
IEC 61850-based electrical substations based on open
source software is proposed. Similarly, in [30]], a
software-based substation testbed ‘SoftGrid’ for evaluat-
ing cyber security solutions is reported. However, these
testbeds [29]], [30] are limited to substation domain and
does not extend to entire smart grid domain.

In order to address these challenges towards config-
urable, extensible, and portable smart grid cyber range,
Auto-SGCR enables automated generation of smart grid
cyber range based on user-defined models. SG-ML
(a human-/machine-friendly, cyber-range-modeling lan-

guage based on standard IEC 61850 SCL) is designed
and the tool for instantiation and deployment of cyber
range is developed. SG-ML models can be easily shared
and customized without intensive programming expertise
and can be compiled into functional cyber ranges on
user’s environment with minimal engineering efforts.

III. SG-ML: SMART GRID MODELING LANGUAGE
FRAMEWORK

In this section, the configurations of a cyber range that
are necessary to emulate the physical-cyber behaviours
of smart grid systems is discussed. Subsequently, the
framework for modeling and instantiating such a smart
grid cyber range by utilizing IEC 61850 SCL files is
elaborated.

A. Configurations for smart grid cyber range

Fig. [T] depicts the architecture of the smart grid cyber
range and the virtual components to be deployed on the
cyber range. At the high level, smart grid cyber range
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Fig. 1: Smart Grid Cyber Range Architecture.

consists of: 1) power flow simulator for calculating power
system’s physical parameters under specific system con-
dition, and ii) cyber system emulator that consists of
virtualized network equipment (e.g., switching hubs),
virtualized smart grid devices, e.g., IEDs, PLCs, and
SCADA HMI. IEDs interact with the power system
simulator through database (e.g., to obtain measurements
and circuit breaker (CB) status), and measurements are
sent to the SCADA HMI and/or PLCs. PLCs may
mediate communication between IEDs and SCADA HMI
and execute automated control logic based on the mea-
surements received from IEDs. Automated protection
logic (e.g., over voltage/current protection) can also
be implemented on IEDs. The interaction between the
power simulator and the cyber emulator in near real-time
is achieved through the database. Using such a smart
grid cyber range, state-of-the-art cyber-attacks like False
Command Injection (FCI) and FDI, as demonstrated
in [27], [31] can be experimented.

In summary, the design of such a smart grid cyber

range requires the following configurations.

« Power system topology and configuration, e.g., Sin-
gle Line Diagram (SLD), configuration and status
of power system devices like CBs, load profile, etc.

e Cyber network topology and configuration, e.g.,
connectivity among devices, network bandwidth,
etc.

e Device configurations, e.g., network addresses,
communication models, and/or functionalities of
SCADA HMI, PLCs, and IEDs.

B. SG-ML model files

In order to develop automated generation framework
for smart grid cyber range, the key step is to define a
modeling framework for the configurations listed in Sec-
tion |[II-Al which should be human-/machine- friendly.
Furthermore, a standardized schema is utilized for defin-
ing the configuration files. Consequently, these files can
be repurposed and/or modified using the existing tools
or software. As a result, the XML-based IEC 61850 SCL
files are explored.

Based on the analysis, most of the physical and net-
work configurations can be derived from IEC 61850 SCL
files. SCL is the descriptive language defined by IEC
61850 for configuring electrical power utility systems.

The main parts of an SCL file include ‘Header’, ‘Pro-
cess’, ‘Substation’, ‘Communication’, ‘IED’, ‘Datatype
templates’. There are different types of SCL files, viz.,
System Specification Description (SSD), IED Capability
Description (ICD), System Exchange Description (SED)
and System Configuration Description (SCD), which
serve different purposes. These IEC 61850 SCL files
are the main components in building the physical and
cyber topology of smart grids. The files are standardized
XML files, and thus it can be easily parsed by soft-
ware and can also by easily interpreted/edited by users.
Therefore, these IEC 61850 SCL files are utilized to
define modeling framework. This design decision allows
users (e.g., power grid operators) to optimize the existing
SCL files to generate cyber range corresponding to their
operational systems.

1) Power System Components: SSD files are used
to define the physical topology of power system, e.g.
defining the SLD. Each major part/component of smart
grid such as a substation, DER plant, etc., (termed as
‘Process’ in IEC 61850 SCL terminology [32]) is defined
by a single SSD file. An SED file is used to define the
electrical connectivity between multiple ‘Process’ (i.e.
substations or DER plants).

2) Cyber Network Components: Similar to power sys-
tem, cyber network components are defined through ICD
and SCD files. ICD files define device-specific infor-
mation such as network addresses, supported protocols,
etc and SCD files include details for defining process’
(i.e substations’/DERs’) local area network topology.
These information are included in the ‘Communication’
section in the SCL file. SED files are also used to define
communication model, if any, between processes.

3) Smart Grid Devices: One of the vital smart grid
devices that is to be involved in cyber range is an IED.
ICD files are utilized to instantiate virtual IEDs. In ad-
dition to the ‘Communication’ section, ICD files include
‘IED’ section that defines datasets, and implemented
functionalities (e.g., type of protection functions).

The aforementioned SCL files are the core compo-
nents in configuring an operational cyber range. How-
ever, IEC 61850 SCL solely is not sufficient to generate
functional cyber range. One of the limitations is that SCL
(SSD) defines only the static configurations of power
systems and lack information that is necessary to define
dynamic configurations (for instance load profile - to
run the power system simulation). Furthermore, SCL
(ICD) files do not define the details of protection logic
(e.g., threshold values) or exact mapping between IEC
61850 attribute names to physical power grid compo-
nents and/or measurement. Automated control logic for
PLCs, and data point configurations for SCADA HMI are
also not defined in the SCL. In these regards, additional
configurations are required and the details are elaborated
in the following subsection.



C. Supplementary Configuration XML Files

Although SSD files are sufficient to understand the
physical layout of any system, many necessary param-
eters of the physical components, such as generators,
transformers, loads, etc. are not defined in these files.
The attributes that can be fetched from the SCL files
and the missing attributes that are additionally required
to successfully develop a cyber range using Auto-SGCR
are tabulated in Table In the table, the missing at-
tributes are marked with ‘-* in ‘IEC 61850 SCL attribute’
column. Therefore, a supplementary configuration file is
defined using XML schema (named as Supplementary
XML) to provide these missing details. This XML file
includes the parameter details such as generator ratings,
transformer ratings, load profile, CB status at each time
step, and the cable data. The details of the Supplementary
XML file are shown in Fig. 2] As depicted in the figure,
the XML file includes details such as the location of
the component, real and reactive power ratings of the
power sources and loads, the status (open/close) of the
CBs, and the cable parameters like its type and length in
kms. Furthermore, the ‘data sequence’ attribute of each
element can be used to define the time-series.

Similarly, ICDs that are used to define the capabilities
of IEDs does not include the address mapping and
the threshold parameters. Therefore, two Supplementary
XML files: ‘CPMapping XML’ and ‘Thresholds XML’
are defined. CPMapping XML is used to define mapping
between power flow simulator output and the IEC 61850
information models. Using entries in CPMapping XML,
information exchanged with IEC 61850 based commu-
nication is associated with the physical measurement
and device status in the simulated power grid model.
Similarly, Threshold XML defines threshold parameters
for the protection functions (e.g., trip threshold) that are
not found in the ICD files. A detailed explanation is
provided in Section

Additionally, to incorporate the definition of auto-
mated control logic that run on PLCs in the modeling
framework, standardized PLCopen XML schema, which
is defined as part of IEC 61131-3 standard [33]], is
incorporated in SG-ML. As SCADA attributes such as
data sources and data points are not included in SCL,
these are defined in ‘SCADA Config XML .

In summary, SG-ML model files consists of IEC
61850 SCL files (SSD, SCD, ICD, and SED files) and
the supplementary XML files described in the previous
sections.

IV. AuTO-SGCR FRAMEWORK AND TOOLCHAIN

The high-level architecture of the automated genera-
tion framework, Auto-SGCR, is illustrated in Fig. [3] The
input SG-ML files are highlighted in green. The open-
source tools for Auto-SGCR (highlighted in yellow) are
implemented to process these modeling files to instanti-
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Fig. 3: Auto-SGCR Framework.

ate a cyber range, and details of the tool are discussed
in this section.

1) Merger Tool: In order to develop multi-substation
cyber range using Auto-SGCR, an integration between
the SSDs and the SEDs is necessary. As such, a merger
tool is developed to merge the multiple SSD and SED
files into a single merged SSD file. Fig. [ portrays the
SSD and SED sections in an SCL file that is utilized
for creating a single SSD for cyber range. The SSD file
typically consists of the ‘Process’ section, ‘VoltageLevel’
and ‘Bay’ sub-sections. The merger concatenates ‘Pro-
cess’ section data from different SSD files to one final
SSD file. The ‘VoltageLevel’ tag in SED file is identified
and its contents (i.e. ‘Bay’ sub-sections) are merged
under the similar ‘VoltageLevel’ tag in final SSD file.
This process is repeated for all the SED files. Thus, the
final SSD file containing the complete electrical topology
of entire grid is created.

Similarly, the merger combines the different SCD
files of each process (i.e., substations/DERs) to create
a merged SCD file for large scale complete system.
The merged SCD file is concatenation of different ‘Sub-
Network’ sections. Each ‘SubNetwork’ section contains



TABLE II: Attributes in SCL for Power Components.

Processor attribute
(description)

Components in
powerflow simulator

IEC 61850 SCL attribute

‘bus’ (location of the generator)

<ConductingEquipment name="" Type="GEN’>
<Terminal connectivityNode=""/>

Generator </ConductingEquipment>
‘vn_kv’ (grid voltage level) <Substation >
<VoltageLevel name= numPhases="" nomFreq=""/>
</Substation >
‘p_mw’(rated active power) -
‘vm_pu’(rated voltage) -
‘bus’ (location of PV/Battery) <ConductingEquipment name="" Type="GEN’>
PV/Battery <Terminal connectivityNode=""/>
</ConductingEquipment>
‘p_mw’ (rated active power) -
‘q_mvar’ (rated reactive power) | -
‘hv_bus’ (location of primary | <PowerTransformer name="" type="PTR”>
Transformer

side of the transformer)

<TransformerWinding name="" type="PTW’>
<Terminal connectivityNode=
</TransformerWinding >

</PowerTransformer>

2999

voltageLevelName=""/>

‘Iv_bus’ (location of secondary
side of the transformer)

<PowerTransformer name="" type="PTR”>
<TransformerWinding name="" type="PTW’>
<Terminal connectivityNode=
</TransformerWinding >
</PowerTransformer>

2995

voltageLevelName=""/>

‘bus’ (location of the load)

<ConductingEquipment name="" Type="I1FL”>
Load <Terminal connectivityNode=""/>
</ConductingEquipment>

‘p_mw’ (rated active power) -

‘q_mvar’ (rated reactive power) -

‘bus’ (location of the switch)
Circuit Breaker

<ConductingEquipment name="" Type="CBR’>
<Terminal connectivityNode=""/>
</ConductingEquipment>

‘closed’ (position of the switch) | -

‘element’ (type of switch)

<ConductingEquipment name="" Type="CBR/DIS”">
</ConductingEquipment>

‘from_bus’ (cable starting node)

<Terminal connectivityNode=""/>

Cable to_bus’ (cable ending node)

<Terminal connectivityNode=""/>

‘length_km’ (cable length) -

‘std_type’ (cable type) -

SSD for ‘Process’ 1
<SCL>

<Process> <L )

SCD for ‘Process’ 1 S
<SCL> <SCL>

<Communication> <Communication>
<SubNetwork> <SubNetwork>
SRS </SubNetwork>
</Communication>
<IED>...</IED> <SubNetwork>
</SCL> o
; </SubNetwork>
(<SCL> \ :
<Communication> L
<SubNetwork> </Communication>
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</Communication> :
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<Bay>
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ALy </SCL>
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</Process> ( Combined SSD
</SCL>

SED for interconnection

Fig. 4: Combining Power System Components.

‘Communication’ section, which is extracted from the
SCD file of each process. The information of all switches
(i.e., ‘IED’ elements) corresponding to different pro-
cesses are listed in the merged SCD file. Fig. [5] depicts
the framework for combining different SCD files to one

SECS (" Combined SCD )
SCD for ‘Process’2

Fig. 5: Combining Cyber Network Components.

merged SCD file for entire grid. This merged SCD file
is used to emulate the cyber-network topology of grids.

2) Configuring Power System Simulator: Auto-SGCR
utilizes the ‘Process’ section in any SSD files for emulat-
ing the power system topology. The ‘Process’ section in
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the SSD file includes different “Voltage Level(s)’, which
in turn consists of ‘Bay(s)’. A single process may contain
one or more voltage levels and a single voltage level may
contain one or more bays. Voltage level includes details
such as operating voltage, number of phases, operating
frequency, alternating transformer voltages, etc. A ‘Bay’
represents a single feeder line in the process. Therefore,
it includes the details of the physical components (repre-
sented as ‘ConductingEquipment’ in SCL) such as CBs,
relays, disconnectors, and so forth, which are present
in the feeder line. A node is the point of connection
between two physical components, and is represented as
“Terminal connectivityNode’ in the SCL file.

Auto-SGCR utilizes SSD and the Supplementary
XML files to derive power system topology and then
run power flow simulation. The flowchart of the power
system simulation is depicted in (Fig. [6). With the
initialization of the whole power network components,
the process of power flow simulation commences. The
components are predefined in the SSD file and the file
forms one part of the input. The rated values of the
components are read from the Supplementary XML file.
The initialization process generates a series of power
flow simulation models according to the time-series
definition in the Supplementary XML file. This time-
series is defined using the ‘data sequence’ attribute in
the Supplementary XML. In this case, ‘n’ time steps
are defined in the Supplementary XML and thus, ‘n’
power flow simulation models are generated. For the
first time step, the power flow is calculated with the
initial condition including the CB status stored in the
database. Subsequently, the voltage, current and power
measurements are stored in the database for the first
iteration and these values are updated in the database
for further iterations. Prior to an iteration, any changes
in the CB status, which may be due to protection function
execution or remote control by PLCs, SCADA HMI, or
perhaps attackers, in the DB is checked and updated.
Thereafter, the power system simulator in the smart grid
cyber range utilizes the updated values for power flow
calculation in the next iteration. This process is executed
until all of the time steps are consumed. The overall
framework for emulating the physical power system
behaviour is depicted in Fig.

3) Configuring Cyber Network Emulator: In this sec-
tion, the approach to derive the network topology to be
emulated from an SCD file is elaborated. In order to

generate cyber network emulation model, the topology of
communication network has to be defined. This topology
includes device addresses as well as connectivity among
the devices. According to IEC 61850 standards, the
information is defined in an SCD file.

One of the parts of an SCD file is the ‘Communi-
cation’ section, which includes details of subnetworks
and access points, which correspond to devices in
the process. The ‘SubNetwork’ element contains ‘Con-
nectedAP’. As depicted in Fig. [§] it contains ‘Address’
section that defines network address, net mask, and
gateway information of each device (e.g., IED, PLC,
and SCADA HMI). Another important section in the
‘ConnectedAP’ is ‘PhysConn’, which represents phys-
ical connectivity among devices. This section includes
information about (physical) network ports on the device
and the cable connected to each port. This cable name is
unique within the SCD file. Therefore, the connectivity
between devices and network switches and also between
the network switches can be derived by utilizing this
cable identification. For instance, in the example shown
in Fig. [8] the same cable name is found in both IED and
switch, and thus, a link between them is defined on the
network emulator. The overall framework for emulating
the communication section is similar to that of the power
system emulation.

4) Configuring Virtual Smart Grid Devices: Another
type of IEC 61850 SCL file, namely ICD file, can
be utilized to configure and emulate virtual smart grid
devices. The main section of the ICD file is the ‘IED’
section. This section contains the Logical Devices (LDs)
and the Logical Nodes (LNs). LNs in IEC 61850 define
the basic functions of an IED and they contain a group
of Data Objects (DOs). IEC 61850 part 7-4 defines LN

Auto-SGCR
(Power System
Emulation)

Simulator |

Fig. 7: Physical System Implementation Framework.
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| <ConnectedAP iedName="IEDServer00" apName="W1">|
<Address> |

<Ptype="1P">192.168.170.150¢/P>

<P type="IP-SUBNET">255.255.255.0¢/P>
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Fig. 8: Cyber Network Connectivity Derivation for Net-
work Emulator.

type or class [34].

In IEC 61850 ICD files, the protection LN class and
definitions of dataset and attribute are important to con-
figure virtual IEDs. Based on the number of substations,
additional protection LNs have to be included in the
virutal IEDs. The details of the protection logics imple-
mented are tabulated in Table. [[II} The popular protection
functions include Over-current protection (PTOC), Over-
voltage/Under-voltage protection (PTOV/PTUV), Under-
voltage protection (PTUV), Inter-tripping (PTRC), Inter-
locking (CILO), Differential protection (PDIF) and Dis-
tance Protection (PDIS). Presence of these LN elements
indicates that the corresponding protection functions are
implemented on an IED. An ICD file also enumerates
DOs/attributes that are defined on each IED for mon-
itoring and controlling power grid devices, including
power grid measurements and device status (e.g., CB
open/close). For instance, the measurements of three-
phase voltages, three-phase currents, active power and
frequency contribute towards the measurement LN class,
represented as ‘MMXU’, and the attributes related to
a CB are stored under ‘XCBR’ LN class. A single
IED may contain instances of any LN type/class and
this is represented by an instance number added as a
suffix (e.g., MMXU1, MMXU?2). Furthermore, ICD file
defines datasets, each of which defines a set of data at-
tributes exchanged or accessed together (e.g., in periodic
reporting to PLCs/SCADA HMI and/or status update
among IEDs). Additionally, ICD contains definitions of
control blocks for IEC 61850 protocols. Such definitions
are utilized by Auto-SGCR to configure communication
functionality of each IED. Fig. [0] shows the overview
of the framework for virtual IED configuration. As
depicted, the inputs to the virtual IED configuration
are the ICD files (mainly utilizing ‘IED’ section) and
Supplementary XML files.

Virtual IEDs are configured with extracting the rel-
evant LN definitions, data attributes and dataset def-

initions, and communication/report control blocks in
an ICD file. Based on these configurations, necessary
protection functions and communication modules are
loaded in the executable virtual IED. The CPMapping
XML file is referred to when the virtual IED reads/writes
data from the database to interact with the power system
simulator. A snippet of the schema for mapping the phys-
ical measurements (Load0.Voltage.phsA) with the IED
attributes ({[ED2.MMXU.PhV.phsA.cVal) is demonstrated
in the CPMapping XML in Fig. 0

The ‘Thresholds XML’ file contains the threshold
values for the virtual IED to execute the protection
functions. In Fig. 0] the threshold conditions for over-
voltage protection (PTOV59) are exemplified. When a
measurement of interest exceeds ‘Alarm threshold’, the
virtual IED sends alarm message; while the virtual IED
immediately trips a CB if “Trip threshold’ is violated.
Similarly, the conditions for other protection functions
are also defined.

The virtual PLC is implemented using an open-source
software, named OpenPLC [35]. OpenPLC complies
with IEC 61131-standard and is widely adopted to emu-
late the functionality of a PLC. The logic to be executed
on the OpenPLC can be configured with PLCopen XML.
However, as IEC 61850 standards are implemented in
IEDs and the existing OpenPLC has the limitation of
supporting the IEC 61850 standards, an enhanced version
of OpenPLC named OpenPLC61850 was developed and
published as an open-source project [36]. This software
supports Manufacturing Message Specification (MMS)
based IED 61850 communication. This support is imple-
mented using libiec61850 [37]. Thus, a virtual PLC can
be instantiated by deploying OpenPLC61850 on a virtual
network node on the cyber network emulator. Network
addresses and related information can be derived from
an ICD file, just like virtual IEDs.

ICD file
(‘IED’ section) i

IED Config i
(Supplementary XML) 1

CcPMapping> . e
<Physical> hN e

]

1 Load0.Voltage.phsA 7 N ~
| </Physical> { . F | |
i <(/th{r> i CPMapping XML | | Thresholds XML |
i TED2MMXU.PhV.phsA.cVal | IS i
</Cyber>

Fig. 9: Virtual IED Implementation Framework.

TABLE III: Protection Logics

Classification Connectivity Protections Inputs Protocols
Single substation Intra-substation Over-current (PTOC), Over-voltage (PTOV), Under-voltage | ICD, SCD, Supplemen- | MMS, GOOSE
(PTUV), Inter-tripping (PTRC), Inter-locking (CILO) tary XML
Multi-substations Intra-substation, PTOC, PTOV, PTUV, PTRC, CILO, Differential (PDIF), | ICD, SED, SCD, Supple- | MMS, GOOSE,
Inter-substation Distance (PDIS) mentary XML R-GOOSE, R-SV




5) Instantiating Smart Grid Cyber Range: The com-
ponents of a smart grid cyber range generated by Auto-
SGCR is illustrated in Fig. Power system model
that is configured as discussed in is run on Pan-
dapower [38]] using Python [39]]. The power flow in-
formation such as measurements and status are stored
in MySQL [40] database. Subsequently, these data are
read/updated by virtual IEDs, which are implemented
with libiec61850, to process IEC 61850 information
models and protocols. As discussed in subsection [[V-3]
necessary modules (e.g., protection function and com-
munication protocols) are loaded according to ICD and
other configuration files. The cyber connectivity among
devices (IEDs, PLCs, and switches) are configured as
discussed in and translated into a network topology
on Mininet emulator [41]].

The proof-of-concept implementation is done solely
by using open-source software, which contributes ac-
cessibility to a broader user base as well as less com-
plication when it is used for cybersecurity training and
competition for public. Regardless, the cyber range and
Auto-SGCR can be potentially extended to incorporate
commercial simulators (e.g., Matlab Simulink) for better
fidelity and realtimeness, which is on our road map.

V. DEMONSTRATION OF AUTO-SGCR

In this section, the modeling and generation of cyber
range for a large scale sub-transmission system is pre-
sented to demonstrate the usage and capability of the
Auto-SGCR. The sub-transmission system consists of
multi-substations model with three interconnected 66/11
kV smart substations connected to two incoming feed-
ers. The single line diagram of the 3-substation model
considered for this study is depicted in Fig. This
evaluation is conducted to demonstrate the flexibility
of Auto-SGCR in developing cyber range of real-world
smart grid model.

A. SSD Translation

As aforementioned, the input to the Auto-SGCR are
the SSD and SED files. Therefore, the corresponding

Mininet

Power System
Simulator

Protection
Model
Updater

PTOC

PTOV

Power Grid Status €—— IED information PTUV

Database

model

GOOSE PIRC

Fig. 10: Cyber Range Generated by Auto-SGCR.

SSD files for the multi-substation model is created using
SCL matrix [42]]. A large scale multi-substation model
is chosen to demonstrate the scalability/flexibility of
the Auto-SGCR. The individual grid physical layout
is defined in the respective SSD file. Fig. [12a] depicts
the SLD of the first substation in the multi-substation
model and a snippet of the SSD file. The details of the
physical interconnection between the three substations
are included in the SED file. Therefore, the SED file and
SSDs of 3 substations are merged using the merger tool
and the merged file is utilized as input to the Auto-SGCR
tool. As these files, provide only the details regarding the
physical layout, supplementary XML files that contain
the specification of these physical components are also
included as a part of input.

The output of the large scale model generated using
Auto-SGCR is portrayed in Fig. [I2b] As represented in
the figure, Auto-SGCR outputs the physical layout of
the multi-substation model along with the configurations.
For instance, the SCL files include the location of the CB
in the substation. However, the status of the CB (if the
CB is ‘open’ or ‘close’) is not defined. In Fig. [I2b] the
statuses of CBs are clearly indicated through the extra
configuration XML files. Similarly, the specification of
the feeders, transmission lines, transformer ratings and
the load profiles are also fed through the XML files.

B. ICD Translation

As this model involves multiple substations, the num-
ber of IEDs involved is also higher. All the ICDs (for 45
IEDs) are created using SCL Matrix. The communication
diagram is depicted in Fig. [I3a The connection between
different IEDs and switches in the same substation is
defined in their respective SCD file. The SCD files from
different substations are merged into a single SCD file, as
explained in section [[lI-B2] This merged SCD file defines
the physical connections among the switches in the same
grid and between IEDs from multiple generation grids.
This file is used as input to the Auto-SCGR and the
output from the Auto-SGCR that illustrates all the IEDs,

Feeder 1

Feeder 2

66/11kV

TIT

————— Loads = — — — —

66/11kV 66/11k

66/11kV 66/11kV

SS2 SS3

e e e e ke Ty e e

————— L

Fig. 11: Single Line Diagram of 3-substation Model.
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(b) Output physical model generated by Auto-SGCR.

Fig. 12: Power System Topology Generation Using Auto-SGCR.

IEDs-switch, switch-switch connections is exemplified in

Fig. T35}
C. Computational Performance

One advantage of smart grid cyber range is scalability.
Thus, this section presents the evaluation in terms of
computational resources consumed for deploying the
cyber range generated by Auto-SGCR. The evaluation
is performed on a machine running Linux OS equipped
with Intel 19 CPU and 16GB RAM. The resource
consumption for small scale (9 IEDs) and large scale
(45 1EDs, 104 IEDs) smart grid cyber range are
evaluated. Both cyber range consist of multiple modules
such as Pandapower, MySQL, virtual IED, Mininet,
OpenPLC61850, and SCADA. Among them, the most
resource demanding modules, namely the database
and virtual IED are focused. Virtual IEDs periodically
access database for reading and writing power grid
status. 100ms interval and 1s interval are considered for
the evaluation as these intervals roughly corresponds
to the time taken by each iteration of power flow
simulation and DB update on the same machine. The
average memory and CPU consumption are summarized
in Table [Vl From the table, it can be noticed that the
virtual IED’s resource consumption increases linearly
as expected. Based on the tabulated measurements, the
DB polling interval (100 ms) for large scale model
with 104 IEDs (virtual nodes) is close to the limit of
the computer used for the experiment. However, the
cyber range can span over multiple physical nodes.
For instance, in the Mininet topology hosted by each
physical node, the switch representing WAN can be
mapped to the physical network interface card of
the node. Subsequently, through the physical network
connecting the physical nodes, Mininet virtual network
on different physical nodes can communicate with each
other with appropriate routing configurations. Thus, the
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Fig. 13: Cyber System Topology Generation Using Auto-
SGCR.



scalability of the Auto-SGCR can be extended beyond
the tabulated scale by using more machines.

VI. CYBER-ATTACK CASE STUDY

In this section, a realistic cyber attack experiment
that can be conducted using the generated smart grid
cyber range is discussed. Inherent vulnerabilities in smart
grid communication is due to the lack of reliable sender
and message authentication [43]]. While IEC 62351 has
been established to define cyber security for IEC 61850
protocols [44], it has not been widely deployed yet [45]].
This is ideal for an adversary to carry out injection of
malicious control command to IEDs [46], [47]. Thus,
the FCI attack against inter-substation communication
using IEC 61850 R-GOOSE protocol is discussed. As
R-GOOSE is based on UDP multicast, spoofing of a
sender identity is feasible.

An attacker can launch false command to the network
either by impersonating a legitimate IED and providing
malicious commands to the other IED or by compro-
mising any IED in the network and modify the values
reported by the IED. In this paper, a FCI attack is
demonstrated on the sub-transmission model generated
by Auto-SGCR in section The substation 1 and
substation 2 in the sub-transmission system shown in
Fig. [[1] are connected by a feeder. The interconnecting
feeder has two IEDs: ‘S1_IED22’ in substation 1 and
‘S2_IED(Q’ in substation 2 monitoring the CBs at both
ends. The CBs of the interconnecting feeders are inter-
locked. The pseudocode in Algorithm 1 illustrates the in-
terlocking mechanism implemented between S1_IED22
and S2_IEDO.

Algorithm 1: Interlocking Mechanism

if (S1_IED22$XCBR Pos):
S2_IEDO$XCBR.Pos = 1 // Close
else
S2_IEDO$XCBR.Pos = 0 // Open

The status information of S1_IED22 is communi-
cated to S2_IEDO through R-GOOSE messages. The
R-GOOSE messages contains a counter ‘stNum’ which
is incremented whenever there is change in R-GOOSE
data field. The subscriber IED, which subscribes to
the R-GOOSE message, accepts the only if the current
‘stNum’ is equal to or greater than the previous messages
‘stNum’. This is done to avoid acceptance of any delayed
re-transmitted message and mitigate replay attacks [48]].
The attacker eavesdrops on the network, and when the

TABLE IV: Computational resources for deploying
Auto-SGCR

Interval Modul 9 nodes 45 nodes 104 nodes
Memory| CPU| Memory| CPU | Memory| CPU
100ms DB 446MB | 5.4%| 514MB | 19.8% 594MB | 28.6%
1IED 120MB | 4.0%| 52IMB | 17.6% 1GB 36.8%
Is DB 447MB | 0.5%| 511IMB | 1.7% | 585MB | 4.8%
TIED 96MB 2.5%| 463MB | 7.4% | 1GB 18.7%
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Fig. 14: Screenshot of S2_IEDO During Spoofed
‘stNum’ FCI Attack.

status of S1_IED22 is ‘close’, the attacker injects a R-
GOOSE packet with a large ‘stNum’ value. This causes
that the legitimate IED’s message would not be accepted
by the subscriber. Fig. show that subsequent real
messages from the original R-GOOSE publisher were
ignored by the subscriber, due to a smaller-than-expected
‘stNum’. Subsequently, the attacker could inject a fake
R-GOOSE message indicating that the circuit breaker
is ‘open’. When the attacker’s packet arrived at the
S2_IEDO, the spoofed status is accepted and passed to
the Protection Logic. This triggered S2_IEDO$XCBR
to open, as highlighted in the boxed-up portion of the
console output in Fig.

VII. CONCLUSIONS

In order to design and operate dependable smart grid
systems, conducting extensive cyber-attack experiments
to evaluate the robustness of the system is essential.
Smart grid cyber range is a viable solution. However,
development of such systems requires intensive domain
knowledge in both physical and network aspects. Be-
sides, the existing smart grid cyber range efforts are
either proprietary that limits accessibility, or designed
as an one-off solution that lacks customizability. Thus,
a cyber range that meets individual user’s preference or
requirement still remains a challenge.

In this paper, a framework to automate the genera-
tion of smart grid cyber range, called Auto-SGCR is
developed. The framework consists of human-/machine-
friendly IEC 61850 standard based modelling language.
The application of the Auto-SGCR is demonstrated
by instantiating cyber range for multi-substation smart
grid model. Case studies of representative cyber-attack
strategies against smart grid systems are also conducted.
The schema and the Auto-SGCR toolchain to process the
model is open-sourced. The developed framework allows
power grid operators to utilize their existing IEC 61850
based configurations and also other users to generate and
customize their cyber range without requiring intensive
efforts. Moreover, these models can be easily shared in
the user community to reproduce the cyber range.
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