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AR AR ESUEREL 0 HEFEREE S ER
WAfiE 256 bits FIFEHEUE Fy d 71 z » EUREE AR
Y Algorithm 1 -

Algorithm 1 ML-KEM.KeyGen()

Output: encapsulation key ek.

Output: decapsulation key dk.

: d « 256 random bits from QRNG

: Z « 256 random bits from QRNG

:if d == NULL or z == NULL then

return L

: end if

: (ek, dk) — ML-KEM.KeyGen internal(d, z)
: return (ek, dk)
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FEREEUE Fy m > (BXURHEEEMAFZEHY Algorithm 2 -

Algorithm 2 ML-KEM.Encaps(ek)

Input: encapsulation key ek.
Output: shared secret key K.
Output: ciphertext c.
1: m < 256 random bits from QRNG
2: if m == NULL then
3: return 1
4: end if
5: (K, ¢) « ML-KEM.Encaps_internal(ek, m)
6: return (X, ¢)
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Algorithm 3 ML-DSA KeyGen()

Output: public key pk.
Output: private key sk.
1: £« 256 random bits from QRNG
2:if §==NULL then
3: return L
4: end if
5: return ML-DSA.KeyGen_internal(¢)
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Algorithm 4 ML-DSA .Sign(sk, M, ctx)

Input: private key sk, message M, context string ctx.
Output: signature o.

1: if |ctx| > 255 then

2: return L

3: end if

4:

5: rnd < 256 random bits from QRNG

6: if rnd == NULL then

7: return L

8: end if

9:

10: M’ < BytesToBits(IntegerToBytes(0, 1) ||

IntegerToBytes(|ctx|, 1) || ctx) | M

11: o«— ML-DSA.Sign_internal(sk, M’, rnd)

12: return o

Algorithm 5 HashML-DSA.Sign(sk, M, ctx, PH)

Input: private key sk, message M, context string ctx,
pre-hash function PH.
Output: signature o.
1: if |ctx| > 255 then
return L

end if

2:

3:

4:

5: rnd < 256 random bits from QRNG

6: if rnd == NULL then

7: return L

8: end if

9: execute the flows from Line 9 to Line 22 in

Algorithm 4 of FIPS 204 to get OID and generate the
hashed message PHy, based on PH.

23: M’ < BytesToBits(IntegerToBytes(1, 1) ||
IntegerToBytes(|ctx|, 1) || ctx || OID || PHu)
24: o0 — ML-DSA.Sign _internal(sk, M’, rnd)

25: return o
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Algorithm 6 slh_keygen()
Output: SLH-DSA key pair (SK, PK).
1: SK.seed < 8n random bits from QRNG
2: SK.prf < 8n random bits from QRNG
3: PK.seed < 8n random bits from QRNG
4: if SK.seed == NULL or SK.prf == NULL or
PK.seed == NULL then

5: return L
6: end if
7: return slh_keygen_internal(SK.seed, SK.prf, PK.seed)
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TABLE L SLH-DSA &% n &
Security
" ez Level
SLH-DSA-SHA2-128s 16 128 1
SLH-DSA-SHAKE-128s
SLH-DSA-SHA2-128f 16 128 |
SLH-DSA-SHAKE-128f
SLH-DSA-SHA2-192s
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SLH-DSA-SHA2-192f
SLH-DSA-SHAKE-192f 24 192 3
SLH-DSA-SHA2-256s
SLH-DSA-SHAKE-256s 32 256 >
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Algorithm 7 slh_sign(M, ctx, SK)

Input: message M, context string ctx, private key SK.
Output: SLH-DSA signature SIG.
1: if |ctx| > 255 then
2: return L
3: end if
4: addrnd < 8n random bits from QRNG
5:if addrnd == NULL then
6: return L
7: end if
8: M’ — toByte(0, 1) || toByte(|ctx|, 1) || ctx || M
9: SIG « slh_sign_internal(M’, SK, addrnd)
10: return SIG
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Algorithm 8 hash slh sign(M, ctx, PH, SK)

Input: message M, context string ctx, pre-hash function PH,
private key SK.
Output: SLH-DSA signature SIG.
1: if |ctx| > 255 then
2: return L
3: end if
4: addrnd < 8n random bits from QRNG
5: if addrnd == NULL then
6: return L
7: end if
8: execute the flows from Line 8 to Line 23 in

Algorithm 23 of FIPS 205 to get OID and generate the
hashed message PHj, based on PH.

24: M’ < toByte(1, 1) || toByte(|ctx|, 1) || ctx) || OID || PHu
25: SIG « slh_sign_internal(M’, SK, addrnd)
26: return SIG
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(1). Sequential dataset : ZEH! 100 B {EFEI&A TE » A H
J3HT O K1 1 A4 -

(2). Restart test dataset : EEFTRELE) 1000 XK » FRESH
1000 (AR TTAE » 26 1000x1000 /N restart £E[EH o

ST & restart FEFEIYE—TTRIE 50T 0 71 1 SAEHYEL
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TABLEIL FBERS TR As SR
QRNG MCV mini_entropy| p-value
H-Gate-Based 555 0.99125 0.00056
SX-Gate-Based 552 0.99218 0.00112
RX-Gate-Based 559 0.98993 0.00021
RY-Gate-Based 560 0.98959 0.00017
Based on

P-Gate & H-Gate 551 0.99248 0.00139
U-Gate-Based 558 0.99027 0.00027
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Fig. 4. Sanity check results

Testing Independence for Binary Data
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Fig. 5. Independence test results

(). IR E(Ind. Test) © 55 VLB &4l restart H[H
F—THE—5IEE 1000 (EiE#A TE - g —HER &
AIVIE Ry 10 %057 - F—F 0 #&H 100 (EREHALTHE » Pr
DIAnSR 0 f1 1 A A MEHEEME fy % 50 R - EH-R718
TE R B s EEAHAS E RS J5 2= Eu ) > 6 B hn4Ei& o] DS
F4HERMNEE > W HERKEEE 9 o DETESE p-
value » HrHf1 » p-value P9fE{E {F NIST SP 800-90B [9]F E %
5 0.001 > EER-RITEFIGESE 27.877 -

(2). FEEE A E (GF Test) * 55 VLB §fiffrif restart JE[d s
—fTRIEE—FIERE 1000 {EFEHEA TE - B2 4 EATHY
AR T —AEE RS RIS Ry 250 Fy o HF—FhEE
A 4 (EpE#ALTEED 0000~1111 7Y 16 fE2HE >~ —) » BT
W 0000~1111 FEIG 554 T —EH AV E B S
15.625 X Rt E kK Es EE A B S E A 22t
@ > S &A% el LIS S4B R R E - W HERE

s 14 JTLLEHEGE] p-value - Hr o p-value FIME(ETE
NIST SP 800-90B [9]717E 2 B 0.001 » ¥ FERY-F 5 (E & (E
236123 -

3). FEEE TF SR ESE T (Length of the LRS Test) :
25 VLB Hfiffiiit restart ZE[HEG—/THIE—FI#Z 1000 {#EE
BATE > B et REERE TFTFRIEE > H
HH ZIEA e E R p-value « H A > p-value PIEE(ETE
NIST SP 800-90B [9]5 % £ 5 0.001 » B LAIE-EFE B 1000 B
HENRERER TR REFIEE KL 5 28 -

ARWFEEETHY 6 Tl & T BE AU A 23 rV BB AL T8 1T H.
B Sy Al st AN Ze WLFIZR IV AR » Hip > 2101 A &40
BERHES B ERTERY p-value T8 - = IV H&HER
1E &G ERTEHY p-value FME(HLELZ worst case) [
Hh » ZALERHE I MG E R e A B Y p-value DL &SR
B2 > ralaE 5 fE 6 s - kR EERE T FRE



Testing Goodness-of-fit for Binary Data

e 7 0 w0

1071

1073 o e e e e e e e e e e e e T e o

=== p-value threshold = 0.001

1074

H-Gate-Based SX-Gate-Based RX-Gate-Based RY-Gate-Based (P-Gate & H-Gate)-Based U-Gate-Based
Quantum Random Number Generator

Fig. 6. Goodness-of-fit test results
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Fig. 7. Length of the longest repeated substring test results
ElRERRERE FFREREDGEEZN - AE 7 fos -
P B B 47 B 0] DU 22 S EI {6 /E worst case BYTER T » p- TABLEIV.  FERE(7CH1L HIE 0 ARE6EE p-VALUE S/ ME
value th#A EHPHER 0.001 » FrbL 4 S A s s H —
=14 27¢ QRNG Ind. Test GF Test ength o
Eagifl 7w the LRS Test

H-Gate-Based 0.00111 0.00116 0.36772
SX-Gate-Based 0.00106 0.00138 0.10787

TABLEIL  FEt¥AryesTr BLE > 8858 p-vALUE FH 8

QRNG Ind. Test | GF Test thL?l}%tsh;f t RX-Gate-Based | 0.00126 | 0.00111 | 0.60097
S cs RY-Gate-Based | 0.00181 0.00106 0.36772
H-Gate-Based 0.41184 0.42615 1.00000
Based on 0.00142 0.00157 0.05536
SX-Gate-Based | 0.42264 0.42615 1.00000 P-Gate & H-Gate : : .
RX-Gate-Based | 0.38726 0.41690 1.00000 U-Gate-Based 0.00111 0.00187 0.05536
RY-Gate-Based | 0.39072 0.47381 1.00000 [ . N
D. EFEI#EE =T 755 BRI
Based on 0.41542 0.40774 1.00000
P-Gate & H-Gate . : : B F EAER[E Y (Length of Random Bits, Number of
U-Gate-Based 0.40296 0.42615 1.00000 Qubits)ZHE T » LLEAMTFTEGETHY 6 fHE F-REtdEE £ 2%




Random Number Generation Time Comparision
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Fig. 8. Random number genertion time comparision

HYEFERSRY o Hp > [HAE ML-KEM ~ ML-DSA - SLH-
DSA FriRZ FHEIHIBERERIE 2 By 256 bits » AT B g
FBEEE Length of Random Bits 5 256 AY[ERE - i H »
Number of Qubits 77 FZEFE 1 ~ 2 ~ 4 ~ 8 AVIESE & Number
of Qubits {Hl/|\ » HIEAEE T EERIVE AL - (HAHEFE
FEBEPITHRENRE > STEEEES S iR > &
Number of Qubits {H#A - HIEHEE FEERIVEARS > H
TR ISR TR DR > SRR -

EAREAHA ST 1000 X > FHEFFHE A R v
Fim o BBy ERERGER - ARk aSEE )T
HEH > WE 8 A o o UBIZEE((256, 1)4H & HIET R
Bt 0 (256, )4HAHIET RIS o HhIh - RARUIRAE
FEHEHN Number of Qubits FYgEE » R EIFE o] DI > 5
B SHHVE 5540 > ] LIEIZEE] H-Gate-Based QRNG H1
SX-Gate-Based QRNG Hy&HH. FEgE4l » AR S -
M B2 (P-Gate & H-Gate)-Based QRNG #I U-Gate-Based
QRNG #¥ TR et EE - TGt ERERE -

TABLE V. BT A R T R R LSS R (B - =F)
QRNG (256, 1) | (256,2) | (256, 4) | (256, 8)
H-Gate-Based 403.80 | 228.83 | 146.50 | 87.00
SX-Gate-Based 408.38 | 232.95 | 139.99 | 98.34
RX-Gate-Based 457.67 | 255.79 | 152.32 | 98.45
RY-Gate-Based 459.49 | 25543 | 151.87 | 99.84
Based on
P-Gate & H-Gate 480.30 | 274.20 | 169.87 | 117.35
U-Gate-Based 520.50 | 310.82 | 203.37 | 148.19

E. NIST & & 712 R G B A0 B

ARG FEE e T IEREEAE S EA NIST RE T
WEER AR M B AR B > kFPgsS QRNG-Based ML-
KEM - QRNG-Based ML-DSA -~ QRNG-Based SLH-DSA 11
RUBE © PEAN » ARIHFEERF Java NFEERY SecureRandom 5|

{ER PRNG ZESUFEIEE - 155y benchmark $2AE¥LE - 125
SwiafReh > FERETT 1000 2K 3l HHUE B SR Ay (i #
HETTERES -
1) The Evaluation of ORNG-Based ML-KEM

AH5eEEsE QRNG-Based ML-KEM R GG H YRR
PR > EERAS SRR VI Fron o 7 DIBZEFRIfE /£ ML-
KEM-1024 ?Y2: 8404 T > benchmark AV ERERETE 1 =
PPARIT]SERK  NIST FPEERIEZETHIZKAY ML-KEM HATR
SRR o ZATM - I AEHITHY & T FEts i A a8 1 28
TEAE IRt RS (simulator) | - Fff DR 28 26 A IS ] 7 L A%
%> 3 H ML-KEM 7 SLE 3 I E LR 512 bits RERYHE
1R TR ECE E AR - I - SEAIHTEEG
(Y 6 fé & 1 FE R EUE 4= 251 QRNG-Based ML-KEM {F /&%
R HET R EEAUA R B T BB s E R 512
bits R R Y] -

TABLEVL  ML-KEM R EEf I EIRILLESS ROB(L : 2H)

ML- ML- ML-

RNG KEM- | KEM- | KEM-

512 768 1024

Secu{ﬁgﬁ?ﬁ‘:rgm«} 0.614 | 0872 | 0.979
H-Gate-Based QRNG | 173.967 | 174.518 | 174.427
SX-Gate-Based QRNG | 196.834 | 196.966 | 196.854
RX-Gate-Based QRNG | 197.693 | 196.996 | 197.347
RY-Gate-Based QRNG | 199.306 | 200.978 | 200.046
nggafleg:; 234.547 | 235.056 | 248.954
U-Gate-Based QRNG | 296398 | 296.698 | 297.025

ARIFZE 7RSS QRNG-Based ML-KEM & B gaEf 451
SRR EERAERE VIIFTR - 7] DU ZF)] benchmark
HETREFELI T 0.413 Zi0~0.697 ZF) - 2RI » HIA



W R TR R L e R R S S A AR > T BRIl - EEAUAN B T IE R EEL

ML-KEM 7z S F A HHRIL R 256 bits RIEHIFEME -
IL > $5E AT T QRNG-Based ML-KEM {1 #<:
BT B EEAUA N B T IE ke s R 256
bits £ R EFTAR AR -

TABLE VI ML-KEM ZEBLG:40 5455 F BN ELB S SRR * 2ER)
ML- [ ML- | ML-
RNG KEM- | KEM- | KEM-
512 768 1024
S 0| 0413 | 0595 | 0697
H-Gate-Based QRNG | 87.131 | 87.425 | 87.390
SX-Gate-Based QRNG | 98.562 | 98.648 | 98.624
RX-Gate-Based QRNG | 98.983 | 98.734 | 98.853
RY-Gate-Based QRNG | 99.876 | 100.599 | 100.219
gﬁifgﬁégg 117.423 | 117.668 | 124.542
U-Gate-Based QRNG | 148.309 | 148.506 | 148.703

2) The Evaluation of QRNG-Based ML-DSA

A5 8RS QRNG-Based ML-DSA & B3 IS TR
- EERAE IR AR VITFR - 7] LA 2SR {5 £ ML-DSA-
87 Y HIAHE T » benchmark fYETEISRH4Y B 1.355 ZFbH]
LASERL « NIST FPEEMIZEETHIZKAY ML-DSA EATREHTR
o JAIM - HINAEHSEHY & T FEt 8 A4 28 1 S R iR
{5 (simulator) b » it DARE B2 2 (s R 7 U BB A 8 - T2
H ML-DSA FE#EHEaEE R 256 bits RERYHERE - H
Fr BB LRI =S benchmark AYETERFRT - I » 45
BRI RETHY 6 T8 T FEEEE 4 250 QRNG-Based
ML-DSA ¢ 7 B iy T B0 b E AR & Tt
FEA e B 256 bits R AEFEREEPT IR AV -

TABLE VIII.  ML-DSA 8@t EnFE thigds R (8L - Z2F))
ML-DSA-|ML-DSA-|ML-DSA-
N 44 65 87
SecureRandom PRNG
(benchmark) 0.905 1.070 1.355
H-Gate-Based QRNG 87.702 88.575 88.375
SX-Gate-Based QRNG 98.806 99.545 99.369
RX-Gate-Based QRNG 99.332 99.540 99.465
RY-Gate-Based QRNG | 100.369 | 100.619 | 101.089
QRNG Based on
P-Gate & H-Gate 117.522 | 118.806 | 117.829
U-Gate-Based QRNG 149.015 | 149.176 | 149.625

AW5EIREREG QRNG-Based ML-DSA 2 B i7 Fr L HE T
RS - EERGEFAFR IX AR - 1] DUBZEE] benchmark 1Y
STEURFEIZY /RS 1.390 Z70~2.794 ZF) - f1> ML-DSA 7
BB S B BTAEILFR T 256 bits REAREISE - FTLUANT
FasgitHy QRNG-Based ML-DSA £ 7SS i 25 Bat R

10

aaEE R 256 bits REFEREPTRAIRTH -

TABLEIX.  ML-DSA SISl s TR ML S (AL « ZFD)
ML-DSA-|{ML-DSA-|ML-DSA-
NG 44 65 87
SecureRandom PRNG
(benchmark) 1.390 2.371 2.794
H-Gate-Based QRNG 88.665 91.308 90.826
SX-Gate-Based QRNG 99.377 101.092 | 100.545
RX-Gate-Based QRNG | 100.276 | 101.798 | 101.653
RY-Gate-Based QRNG 101.554 | 104.424 | 104.534
QRNG Based on
P-Gate & H-Gate 118.910 | 123.106 | 120.780
U-Gate-Based QRNG 149915 | 150914 | 151.777

3) The Evaluation of ORNG-Based SLH-DSA

Hi7Y SLH-DSA HYZHEHEEZ - FrLUARTSE 1 2k
SLH-DSA SHAKE-f Z¥IEfTELEL - At 7EERsE QRNG-
Based SLH-DSA LB BV BN - EER&RAER X
AR o ] DUBZR %] benchmark (5 B RIL 11 6.445 ZF)
~23.560 ZFVZ [ o YA TEEETHY 6 Tl &2 T HEtkEE L
25 QRNG-Based SLH-DSA 1£ 7 B B H it R ] £ 22
HUR B &1 WE b B 7 2 25 8 BB AR B P FR A IRe ] © DRI
EEESL SLH-DSA SHAKE-128f 5@ ¥ » {£55 384 bits &
FERIREIE S - P AR T B e - MAEES SLH-DSA
SHAKE-192f &:5@ %1 SLH-DSA SHAKE-256f 5@ ¥
ST HIFRE 576 bits RFEAYREIEIET 768 bits REAVEKEL
A st R R -

TABLEX.  SLH-DSAZERLG:H%f3 FIRFRILLISE ROBLL - )
SLH-DSA[SLH-DSA[SLH-DSA
RNG SHAKE- | SHAKE- | SHAKE-
128f | 192f | 256f
Secuiﬁgggﬁ;‘:ﬂgRNG 6.445 | 9.079 | 23.560
H-Gate-Based QRNG | 136.645 | 204.519 | 283.712
SX-Gate-Based QRNG | 154.540 | 229.921 | 316.971
RX-Gate-Based QRNG | 153.877 | 229.666 | 318.319
RY-Gate-Based QRNG | 162.391 | 233.187 | 322.601
Sﬁfgﬁe‘éﬁtﬁ 182.025 | 275.916 | 375.705
U-Gate-Based QRNG | 228.539 | 342.069 | 467.849

AWH5e/rEREE QRNG-Based SLH-DSA IS {7 # 21T
TR > EERGERAFR XT PR © Y SLH-DSA ZE#I#]
g T B - 7] U225 benchmark AYETE
RFEIZI/ Y 148.651 ZF)~490.060 ZF) - {HHEAAIFIEEL
sTHY 6 TS TFEtkEE A 2w BRI T B R 7 =
SecureRandom PRNG 7 BIFE 8yt B 05 R » Fr LA
QRNG-Based SLH-DSA 7 S48 {7 F BT E IR - H



oo HFYEES SLH-DSA SHAKE-128f i g 5l - {275
128 bits R EAYIEME - FTAR T R R - /e A
SLH-DSA SHAKE-192f #{i7 % &1 SLH-DSA SHAKE-256f
BfrssEls > QT HIERE 192 bits RIEHIFEHRER-256 bits
REHIERE > ATt RN HER -

TABLEXL  SLH-DSA FESlfifir s SRt bi s Ba s  250)
SLI-DSA|SLH-DSA [SLH-DSA
RNG SHAKE- | SHAKE- | SHAKE-
128f 192 | 256f
SecureRandom PRNG | /¢ 651 | 234374 | 490.060
(benchmark)

H-Gate-Based QRNG | 192.138 | 299.832 | 577.291
SX-Gate-Based QRNG | 198.065 | 308.165 | 587.393
RX-Gate-Based QRNG | 198.093 | 308367 | 588.517
RY-Gate-Based QRNG | 200.975 | 309.816 | 591.005

QRNG Based on
RN Sased on 208.266 | 323.529 | 608.306
U-Gate-Based QRNG | 223.086 | 345522 | 638.762

VIL &55mBIAR AN 72

FilE— DRI et ARSE S B TREMEE L 5
il NIST 1% & FHIEEAEEEL - AifstiRE—#Z21E
(general) i & T~ PR B0 4= 85 2008 > W HIEHE 6 HE 10
teEE A g8 0 7 H %5t QRNG-Based ML-KEM - QRNG-
Based ML-DSA - QRNG-Based SLH-DSA - 7 FH & T-FEi%
e AR - ERSRHE - DA EMEISE -
fEEE > 2% NIST SP 800-90B Frifthass 77749 - Base
KIFseR HVE T PER B E £ 8 & RO T
(entropy) g P {4 FIBE A AL 7T M 17 B[S 9347 (ID) BRs (14 -
BRILZAN » ABHZEIRE ST R RETHE TR R AV ELEL - AIAER
KEBFESH

KIHSE 5 1F5% 5T QRNG-Based ML-KEM ~ QRNG-Based
ML-DSA -~ QRNG-Based SLH-DSA - ifi H %172 {E(general)
WIS PErSEE A as 20 - 28 - AR EE T EF L
R FHYE 1IBM Qiskit SDK - 3ifi H 2 FA i 28 (simulator)#Y 75
=R FTMERERE TR A EHEEE TR -
BEFRARKEZIUSTRAEEEF5TERR - KERETY
HFRME - WPRALE RS > DU S NIST SP 800-90B Fip
MEREE T o BRILZ AN - AW B AT E RS
(POC) » FrLZ S A iE &8y 7T R E R » R IEZ
ST AL R EORWEN BT B EE 4 s nv e e 54
(HSM) - HRSZ R AR NIST ¥ ALt & 1P B zs A4 g i &2
FEAHREFE L — e M55 SO ED - B NIST =
ARAYERR -

11

B

K H & FEREE S TEEF L EZRAH IBM
Qiskit SDK » DL AIHFEHI R & T %S S HEAEEF L
F A BouncyCastle Open Source API » Fi#f IBM il
BouncyCastle f£{: 2 SDK 1 API > ZEAFFCIS DANEF]#E
17 0 B BRI -
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