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Abstact:

“Blind date With Ur GirlFriend“

---------------MetaSpoit------------
You Guys Might Be Thinking Viewing Movies Like “ Die Hard 
4” How Hackers Are hacking Into Webcam’s 

Or u might be thinking to chat with a girl whom never replied 
to ur pings on yahoo messenger .. having a Hot Pic Might Be 
Just Too Fantasying.

My Topic Is Just Acc. To your needs ..

This topic explores the wideness of flaws in today’s window 
boxes

So how u gonna get live cam of the girl you fantasized about 
..?

Well , I got The Answer …

Metasploit , this one powerful tool has got the guts to enter 
any vulnerable systems in the world..
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Prerequisites:

 A Modern System With Backtrack 5 R1 O.S 
 Victim’s IP Address ( Or Not In Some Cases) 
 A Brain

Exploitation Begins Here:

So Our Scenario Starts Here When U Are Pinging A Girl And She 
Never Replied …

Now We Will Go Step By Step:

1. Send Her A Mail/PM/ Containing A Fake Link..
2. She Views The Site..
3. She Got Owned
4. That’s It ..

Let’s Start Exploiting ….

A Brief about Metasploit Framework:

MSF Framework is a database containing all the exploit codes 
which when hit on a system with associated vulnerabilities 
spawns a shell of the target and sends it back to the victim..

We will Cover Two Scenario’s 
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1. Knowing The IP Address Of The Victim ( Windows XP Box)
2. Only Sending A Message To The Victim Conivincing To 

Click

Now Let’s Take The First Scenario: Suppose We Got a girl 
operating windows xp system..

Niceeeee !!!

Now Lets Get Into the black hat world .

And think differently…..
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Now open your BT5 Box ..

Open The World’s Best Exploitation Tool :

Metasploit Framework (msfconsole)

Now As We Know The Target Sits On windows Xp SP2 System
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From a Hackers Point Of View We know That Windows Xp Sp2 
Suffers From 

NETAPI Vulnerabilty

About The Vulnerability:
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Now u r known to the vulnerability now what  we need is to 
get the ip address of the victim : 

How u Will get It?

Phishing ?? Naaaaah !!

Send A Abusive Mail … She Will Reply For Sure … get Into The 
Full View Options And Get The Originating IP.

So Lets Get Back To Action…

Now …
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Remember NETAPI service Runs On port 445

Lets Set The Remote Victims Ip using The 

Set RHOST [i.p]

Payload : It’s the Code Which Gets Exectuted After 
Exploitations 

Like What We Need To perform After Successful Exploitation ..

Reverse TCP: A reverse connection is usually used to 
bypass firewall restrictions on open ports. A firewall usually 
blocks open ports, but does not block outgoing traffic. In a 
normal forward connection, a client connects to 
a server through the server's open port, but in the case of a 
reverse connection, the client opens the port that the server 
connects to. The most common way a reverse connection is 
used is to bypass firewall and Router security restrictions.

Meterpreter: Is An Interactive Shell Console Which offers 
various functions which can be performed over the victim like 
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keylogging , capturing remote system snapshots , webcam 
snaps , record _mic 

Etc.

VOILA !! GOT THE SHELL….

Now type : The Following Command:

Meterpreter> run webcam –h
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Run according to requirements

Result :--------|

Run according to requirements

Easy Isn’t It ?
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Exploiting Windows 7 Girlfriends

Now Next , Suppose We Have An Another Girl Operating windows 7 
As The Os Is Most in demand these days …

Here We Can’t Hack the victim with any system vulnerabilities .. so we 
prey Application Based Vulnerabilities …

As We Know The Most Used And Unimportant Software in windows 7 
is INTERNET EXPLORER

Suppose u Send The Victim A Link To Chat With Her Online Or View A 
Live Webcam …. Which Most the guys fall for ….lolz

May be U All Have Experienced Mostly IP Address Written with
convincing messages like chat with me , see my webcam etc.

In Normal Cases People Quickly Copy the url and type it in their 
address bar …
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What Happens Is .. This Is The link Which Got 50-60 Exploit Codes 
Waiting For Your Ping And As soon As U Ping The Target Ur System 
Gets Ownd

Now Lets Perform The Same To get Indepth Knowledge …

Now First Of All Open Your Backtrack 5 Console And Open Metasploit 
Framework As we Did Earlier 

Terminologies :-

Browser Autopwn: This Is The Auxiliary Exploit Which Launches 20-55  
exploits at once which waits for the incoming connection , when got ! 
tries to exploit the target application

SRVPORT : Service Port Required To Set to port 80 because If 
Anyother port is used it might seems suspicious and by default port is 
80 only at http

URIPATH : It’s the Default Landing Page The Victim Will See After 
Connecting back to the attacker…

Now As We Have Set All the required Settings : Now Lets Exploit
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After Some Basic Operations :

Finally After Launching All The exploits :
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Now Our malicious Server Is ready Now Send This To The Victim :

These Exploits Will Be Launched Against The Victim ..

Ms11_003_ie_css
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About The Vulnerability:
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Affected OS:

After Successful Exploitation
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It Will Give Us Meterpreter Shell in Reverse
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These Above Are Some Basic Commands Which U Can Use 
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Now Run The Above Command… And Enjoy ….. The Live Action 

Preventions :

1. Keep Your Systems Updated .
2. Use Genuine Copy Of Microsoft Windows 
3. Keep A Genuine Antivirus 
4. Close All Unused Ports 
5. Update Java Addons Time To Time 

Page 20/20

Secugenius Security Solutions 

Prepared by - Nipun Jaswal

www.secugenius.com

	Blind Date.pdf
	Blind date With Ur GirlFriend.pdf
	Blind date With Ur GirlFriend final.pdf
	Now Next.pdf

