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Dedicated To My Mom / My Best Friend:

Mrs. Sushma Jaswal
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About The Author
Nipun Jaswal is an IT-Security researcher presently working in the
field of penetration testing and vulnerability assessments, he is
currently holding the position of Chief Technical Officer in
Secugenius Security Solutions, India.
He is also working as Marketing & Conference Head at DEFCON
PUNJAB (DC141001), He is certified with 3 prestigious certifications –
Ankit Fadia’s Certified Ethical Hacker, Certified Information Security
Expert, Certified Ethical Hacker By EC-COUNCIL US. He is also the
FOUNDER / Sr. Administrator at www.starthack.com , also he has
worked as the R&D Security Analyst At Cyber Cure Solutions New Delhi
and he is also the Ambassador of EC-COUNCIL for security courses in
Lovely Professional University.

His field Of Interest and expertise is – Metasploit Exploitation
Framework and exploit development, Wireless Security, Protocol
Analysis and Cyber forensics

He has tested and patched over 30k websites and currently helped
Schools India enterprise to successfully patch over 900 hacked
websites by Pakistani hackers.

His Recent research on Metasploit Framework was previously
published in a research paper called “ Blind date with your
girlfriend” which got over 25k hits all over the world .

He is presently working on IEEE 802.11 protocol and Mail Tracking
System. He is currently pursuing his final year in bachelors of
technology from Lovely professional university
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Introduction
Elizabeth wakes up Monday morning and starts her regular social

media, suddenly she founds that none of her email, social media , and
bank account password are working she is unable to realize that what

exactly just got happened . Later she finds out that her system has been
hacked and each of her activity had been monitored and stolen. Later in

the evening she finds that a private video chat of her is leaked on a
professional porn site. She gets depressed and calls out her boyfriend
who’s the cyber crime investigator in the nearby crime branch. Kevin
finds that her system has been trojanised and there is no trace of the

file which is sending all the information. Elizabeth suspiciously thinks of
her X boy friend who was interested in doing such activities in his

college life. Now Kevin starts investigating and monitors her network for
suspicious activities and tries to trace the victim out. Kevin is good at

monitoring network and has deep knowledge of forensics and protocols
working.

After some time he founds that some packets from SMTP are regularly
sent by the system to an unknown server and he collects its credentials
from there. From the email id he is now able to trace the attacker and
quickly goes in and arrests the culprit. Now rephrasing the whole scene
we will be looking at how the attacker was able to create a malicious
file? , how the attacker collected data from the target system? How
Kevin was able to trace the victim?

So let’s start up things from the very beginning how everything actually
happened?
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In Order To Know The Importance of writing this research paper . I have included the screenshots and
scenarios from both the attacker’s side and the victim side .

So First Of All The Tools We Will Require In this Research :

1. Any Good Keylogger
2. A Binder / Crypter
3. Wireshark

In This Case we will be using Ardamax Keylogger Preety Basic one . but the technique works for all.

So First Lets Move on to the Attacker Machine .

I Assume You Can install a Basic Keylogger Software on your systems .

After Successful installation of the keylogger (Ardamax)

We have our system tray like this :

You can Clearly see the pen-paper icon of ardamax in the bar . now
to create a remote file which we can spread across a network we
need to choose

Remote Installation

After That , a series of steps and we are ready with our malicious
file .

Steps:-
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As You guys can see how easy is to create a malicious file, but guys the difficult part is to bind and crypt
the file . So it evades antivirus detection

I would like to recommend you to two crypters which generate 100% FUD files

 Heaven Crypter
 Chrome Crypter

Now I leave binding and Crypting up to you as it’s easy to perform if you have the right tools.

Now send your files to the victim.

Also, most importantly the above installation snapshot no. 7 & 8

Plays an important role

Here the Logs are sent to: nipunjaswal@rocketmail.com Call it A

By remotely logging into: admin@starthack.com Call it B

So technically the mail id which is sending a mail to A is B.

Every time a remote key logger is used it requires you to supply username and the password of the mail
id which is used to send the logs created by the Key logger to the attacker which is A

Now also these logs can be sent via FTP. Which can also be traced using same technique.

Terminologies used here:

SMTP: Simple Mail Transfer Protocol

Working:

SMTP SERVER(mail.starthack.com)

A Home User Enters Details
Username and password
connects to the server Servers
sends back the info. And mails to
the user.

INTERNET And Other mail
servers
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Attack Scenario

So Now The Question That Arises Is We Know That The Communication is happening between the key

logger and the attacker . but we can’t see it because key loggers come with options such as hide

Trojanised System

Send Key logs , Screenshots
and other info.  By secretly
logging into the server

(SMTP)

SMTP Server - Verifies
Username /Password , Log
Keylogger in and sends the

info to the destination

Incoming Mail Server :
Finds The exact Email
Where to Send Info.

Attacker gathers All
the information and
enjoys

Username, Password , Logged Data

To: mail.starthack.com

Forward Mail to destination

To: pop3.yahoo.com

Mail Reaches The Attacker

To: nipunjaswal@rocketmail.com

1
2

3
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from process view , hidden files that we can’t find where exactly they are or how exactly they work ?  or
where the actual file that sends the information back and forth to the attacker is ? where do it resides ?

We take typical two scenarios 1 – where we know the file capturing and transmitting information and
2nd where we dnt knw the location of the file

Typically if we know where the file is , what we can do? We can simply try to delete that ..

But will it repent the lost information? ..the answer is NO .. or do we know where exactly It has travelled
and to whom?

Again the Anwer is NO.

What in case 1 one actually do ?

A Good Known REVERSE ENGINEER can break the shackles of the malicious file and can try finding out where the
information has exactly gone .

But We must keep in mind every person out there in the real world may not be an expert REVERSE ENGINEER.. or
have no relation to it ..

Also , if you dnt knw exactly which file is suspicious what can u do?

Now I will demonstrate you guys a little bit about packet capturing .

in a normal case a typical communication happens when you send out something or receive something
from the internet

this happens like –

Normal Communication Over
Internet
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Now What exactly is a packet capturer , It Monitors All the packets travelling to and from the system to
the internet or the external network.

So every data sent from a Trojanised computer must pass through the packet capturer.

In this kind of communication the above medium is changed to:

Now the Most Important part :

We Need to filter out data which is most important to us .

In This Case If we don’t know what method is used to send the logs to the attacker we will be eyeing for
two types of packets

1. S.M.T.P( Simple Mail Transfer Protocol)
2. F.T.P  (File Transfer Protocol)

By studying these packets we will be able to trace the attacker as well as the main email account used to
carry logs to the attacker .

So Now , First Things To do to handle Trojanised system :

1. Connect with the system locally by joining your system into the network
2. Or Install Wireshark on the Trojanised system and wait for packet accumulation.

So Now as we have reached in the practical part to the making and Crypting of the malicious file .

I assume that you can send the file to the victim.

Now lets study further scenario:

Suppose The File is Clicked by the victim at any instance .

And logs to attacker has started coming ..

Malicious File on Victim’s Desktop
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Like these,

Now this mailicous file gets destroyed as soon as it gets executed (MELT  Feature  in Some Keyloggers)

Now How To Find The Culprit ??

Now to trace back the hacker as I told you before we need to capture the communication that the file is
making with the outside world .

So in this case we install WIRESHARK , a powerful packet sniffer /capturer on the victim system

And Set it to capture the current usable “network Interface “ , We analyze each and every packet Until
some suspicious activity is found .
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Now Wireshark Opens up.

Now We Select the Default interface and start capturing packets .

Wireshark Logo
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Remember we made the keylogger in above steps with an options of sending logs every 2 minutes so it
is clear that we will see activity every two minutes for sure.
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As we can see there is too much traffic of packets on the interface we need only the interested ones ,
we can do one thing we can filter the packets out to our intrest so that we can easily see the interested
packets only .

So we create a filter in WIRESHARK.

‘Smtp’

So as you can see each and every packet of SMTP listed here by order . so as we remember the first step
that a user or a malicious file before sending must make contact with the SMTP server so we find the
first step or the first packet useful .
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In order to see what exactly is in that packet we right click it and set it to follow the TCP stream.

Wireshark presents us with the following result
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VOILA ! we got the information that keylogger is sending something to mail id “
nipunjaswal@rocketmail.com” from the mail id admin@starthack.com

Now what information is contained in it and how we can login to same mail id and find the culprit ?

We need username and the password , where is it ? can’t see any .

As the above scenario strikes one thing in mind .. what?

The 11th line from the above screenshot . “AUTH LOGIN” followed by 334

Here 334 is the default message which a server send when asking credentials from the user.

Means is what is followed by 334 the text VXN……… is some sort encrypted.

How to decrypt that? As by looking at the hashes of the encrypted text and by seeing the trailing ‘==’
symbols instincts tells me that this is BASE 64 Encoded scheme

So now what ?

Lets copy the content of 12th and 13th line and go to

http://www.base64online.com /

paste the text you have copied and hit decode wait for the results.
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Above Was the result of the 12th line code after 334

Now Lets Decrypt 13th

Same procedure copy and paste it in the above website

Awesome We got the username some of you might be thinking why there is a + sign in the username
field . as we have discussed so far this email id used is created from a website and not from gmail or
yahoo servers so remember by default every mail id made from the CPanel has the username “ mail id “
like everywhere but @ changes to +

If we have used gmail or yahoo there would have been @ symbol remember .

Okk so now lets find the password :
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Result from 14th and 15th line

Now we have the username and the password.

And we know what mail servers are used like cpanels generally have mail.[site name].com so where do
we login?

Here in this case site’s name is starthack.com so to login we know that webmail is supported at port
number 2095

So we hit www.starthack.com:2095

Voila ! success! Login found
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Now lets login with the credentials found !

So we logged in successfully !

www.StartHack.com Pg No.21

Written by : Nipun Jaswal FB Connect

Youtube

http://www.starthack.com
http://www.facebook.com/nipun.jaswal
http://www.youtube.com/user/technicalrainbow
http://creativecommons.org/licenses/by-nc-nd/3.0/


Finally we are in the mail inbox. Now we can figure out whose mail is this , where the mails are travelling
? who exactly is using these mails etc.

www.StartHack.com Pg No.22

Written by : Nipun Jaswal FB Connect

Youtube

Nipun
Text Box
SENSORED SORRY I CAN'T SHOW YOU GUYS MY MAILS .. HOW EVER NOW YOU ARE ABLE TO FIGURE OUT FROM THE SENT ITEMS .. WHERE THE ACTUAL MAILS ARE GOING ... IN MOST CASES 80% BOTH THE MAIL USED AND THE MAIL RECEIVER ID IS THE SAME .. SO I HOPE REST YOU CAN DO IT ALONE... ENJOY!!!!

http://www.starthack.com
http://www.facebook.com/nipun.jaswal
http://www.youtube.com/user/technicalrainbow
http://creativecommons.org/licenses/by-nc-nd/3.0/


Special Thanks To:

Laura Chappell
Protocol Analysis Institute was created by Laura Chappell, foremost network analyst and one of the top industry speakers at
events such as Microsoft TechEd, HP Tech Forum, HTCIA International Conference and more.

Protocol Analysis Insitute is the parent company of Chappell University and Wireshark University.

Mr. Nickson
Mr TCGNickson is the admin at totalcomputergeek.com and promotes hackingtalks.com website . a great place to learn technology
faster.

Mr. Vivek ramachandran
Vivek Ramachandran is a world renowned security researcher and evangelist. His expertise includes computer and network
security, exploit research, wireless security, computer forensics, embedded systems security, compliance and e-Governance. He is
the author of the books – “Wireless Penetration Testing using Backtrack” and “The Metasploit Megaprimer”, both up for worldwide
release in mid 2011. Vivek is a B.Tech from IIT Guwahati and an advisor to the computer science department’s Security Lab.

Chetan Soni

My best friend and a pro hacker currently working as Sr. Security Specialist at SECUGENIUS SECURITY SOLUTIONS

www.StartHack.com Pg No.23

Written by : Nipun Jaswal FB Connect

Youtube

http://www.starthack.com
http://www.facebook.com/nipun.jaswal
http://www.youtube.com/user/technicalrainbow
http://creativecommons.org/licenses/by-nc-nd/3.0/

	Cover Page
	Dedicated To
	About the Author
	Introduction To the Scenario
	Understanding The Episode
	Malicious File Creation
	Understanding Trojan Working 
	Undertanding Working Of Protocols 
	Setting up Wireshark
	Cracking Encrypted Packets 
	Logging In And Clearing Logged Files

	Thanks To All



