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Hardware needs to become easier to 
analyze for hackers
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Algorithms can be extracted from 
chips in a 3-step process 

Deep Silicon Analysis

Imaging chips
ÁPolishing
ÁMicroscoping
ÁStitching

Recognizing
structures
ÁPattern recog.
ÁWire tracing

Interpreting
structures
ÁGate simula-

tion

Silicon disassembling process

Silicon Chip Chip images Netlist
Annotated
netlist

Algorithm
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Chemically extract chips:

ςAcetone

ςFuming nitric acid

As preparation, chips are etched out 
from plastic containers 


